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Legal Notice

LEGAL NOTICE

Although every precaution has been taken in the preparation of this document, DATACOM
takes no responsibility for possible errors or omissions, and it will accept no obligation
for damages resulting from the use of the information contained in this manual. The
specifications provided in this manual are subject to changes without notice, and they
will not be recognized as any kind of contract.

(© 2017 DATACOM - All rights reserved.

WARRANTY

This product is warranted against material and workmanship defects for the period spec-
ified in the sales invoice.

The warranty only includes the repair and replacement of defective components and
parts without any resulting burden to the customer. Defects resulting from the following
are not covered: improper use of device, faulty electrical power network, nature-related
events (lightning discharges, for instance), failure in devices connected to this product,
installations with improper grounding or repairs made by personnel not authorized by
DATACOM.

This warranty does not cover repairs at the customer’s facilities. Equipment must be
forwarded for repairs to DATACOM.
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Contacts

CONTACTS

Technical Support

DATACOM offers a technical support call center to support customers during configura-
tion and use of its equipment, and also to provide a technical assistance for product

maintenance and repair.

DATACOM Technical Support can be reached through the following channels:
e-mail: suporte@datacom.com.br

phone: +55 51 3933-3122

website: www.datacom.ind.br/en/support

General Information

For any additional information, visit http://www.datacom.ind.br/en or contact:

DATACOM
Rua América, 1000
92990-000 - Eldorado do Sul - RS - Brazil

+55 51 3933-3000
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Product Documentation

PRODUCT DOCUMENTATION

This manual is part of a set of documents prepared to provide all necessary information
about DATACOM products, whether you are a buyer, administrator, manager or operator.

Software Platform - DmOS

Command Reference - Provides all the commands related to the product (only
in English)

Quick Start Guide - Provides instructions on how to set functionalities in a quick
manner in the equipment

Release Notes - Provides instructions on the new functionalities, identified de-
fects and compatibilities between Software and Hardware

Troubleshooting Guide - Provides instructions on how to analyze, identify and
solve problems with the product (only in English)

Hardware Platform

Datasheet - Provides the product technical characteristics

Installation Guide - Provides instructions on the procedures covering product
installation

The availability of certain documents may vary depending on the product.

Visit the DATACOM website to locate related documentation for a product or contact
Customer Support (see Contacts).
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Introducing the Command Reference

INTRODUCING THE COMMAND REFERENCE

About this Guide

This guide provides command line interface (CLI) related information. This document

describes how to use the CLI and it also covers initial configurations, those normally
needed after hardware installation.

The document was designed to serve as a source of eventual queries. Therefore, it does
not need be read sequentially. This guide provides command reference for each of the
CLI commands available on the DmOS.

It is assumed that the individual or individuals managing any aspect of this product have

basic understanding of Ethernet and Telecommunications networks.

Intended Audience

The User Guide of each product is intended for Network Administrators and other quali-
fied service personnel responsible for deploying, operating and maintaining the DmOS.

Conventions

In order to improve the agreement, the following conventions are made throughout this

guide:

Icons Convention

Icon

Type

Description

4

Note

Notes give an explanation about some topic in the foregoing para-
graph.

DATACOM
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Type

Description

Note

WEEE Directive Symbol (Applicable in the European Union and other
European countries with separate collection systems). This symbol
on the product or its packaging indicates that this product must
not be disposed of with other waste. Instead, it is your responsi-
bility to dispose of your waste equipment by handing it over to a
designated collection point for the recycling of waste electrical and
electronic equipment. The separate collection and recycling of your
waste equipment at the time of disposal will help conserve natural
resources and ensure that it is recycled in a manner that protects
human health and the environment. For more information about
where you can drop off your consumer waste equipment for recy-
cling, please contact your local city recycling office or the dealer
from whom you originally purchased the product.

Warning

This symbols means that, case the procedure was not correctly fol-
lowed, may exist electrical shock risk.

Warning

Represents laser radiation. It is necessary to avoid eye and skin
exposure.

Warning

Non-ionizing radiation emission.

Caution

This symbol means that this text is very important and, if the orien-
tations were not correct followed, it may cause damage or hazard.

Caution

Indicates that equipment, or a part is ESDS (Electrostatic Discharge
Sensitive). It should not be handled without grounding wrist strap or
equivalent.

A caution type notice calls attention to conditions that, if not avoided, may

damage or destroy hardware or software.

DATACOM
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Introducing the Command Reference

A warning type notice calls attention to conditions that, if not avoided, could
result in death or serious injury.

Text Convention

This guide uses these text conventions to convey instructions and information:

Convention Description

H link Internet site or an e-mail address. It is also applied to indicate a local
erlin
P link inside the document itself (e.g. a chapter)

Screen System commands and screen outputs.

Indicates a reference to something. Used to emphasize this refer-

Object .

enced object.
Menu > Path GUI menu paths
[Key] Keyboard buttons

The text convention shown above differs from Command Line Interface syntax
convention. See the convention related to commands on Command Syntax.
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Chapter 1: Product Concept

CHAPTER 1: PRODUCT CONCEPT

DmOS offers a Carrier Grade solution to meet the growing needs of Service Providers,
which require stringent SLA (Service Level Agreement) for their Ethernet Services.
That product can be managed by using one of the following four methods:

Command-Line Interface (CLI)

Simple Network Management Protocol (SNMP)
NETCONF

NMS (DmView)

Each of the management methods enables you to configure, manage, and control the
software locally or remotely using in-band or out-of-band mechanisms. Management is
standards-based, with configuration parameters and a private MIB providing control for
functions not completely specified in the MIBs.

DATACOM DmOS 9.2.0 - Command Reference 111802



Chapter 2: Using the Command-Line Interface

CHAPTER 2: USING THE COMMAND-LINE INTERFACE

The command-line interface (CLI) is a text-based way to manage and monitor the system.
You can access the CLI by using a direct serial connection or by using a remote logical
connection with SSH.

This chapter describes the CLI syntax, conventions, and modes. It contains the following
sections:

Supported Platforms

Command Syntax

Common Parameter Values

Using the "No" Form of a Command

CLI Output Filtering

Command Modes

Command Completion and Abbreviation
CLI Error Messages

CLI Line-Editing Conventions

Using CLI Help

Accessing the CLI

SUPPORTED PLATFORMS

Consult Hardware and Software Compatibility in Release Notes to check supported plat-
forms.

COMMAND SYNTAX

A command is one or more words that might be followed by one or more parameters.
Parameters can be required or optional values.

Some commands, such as show ip route Or clear mac address-table, do not require
parameters. Other commands, such as aaa authentication, require that you supply a
value after the command. You must type the parameter values in a specific order, and
optional parameters follow required parameters. The following example describes the
aaa authentication command syntax

aaa authentication user username password password [group admin | config |
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audit]

aaa authentication is the command name.

user and password are parameters and represent required options that user must
enter after the command keyword.

username and password are required parameters that user must enter after the
user and password keywords, respectively.

[group {admin | config | audit}] is an optional parameter that could be (or
could not be) inserted after the password password parameter. Only one of the
available values (admin, config or audit) must be typed after the group keyword.

The Command Reference lists each command by the command name and provides a
brief description of the command. Each command reference also contains the following
information:

Format: shows the command keywords and the required and optional parameters.
Mode: identifies the command mode you must be in to access the command.
Default: shows the default value, if any, of a configurable setting on the device.

The show commands also contain a description of the information that the command
shows.

COMMON PARAMETER VALUES

Parameter values might be names (strings) or numbers. Spaces could be used as part
of a name parameter only for 1ine<N> parameters, without any kind of delimiter. For
example, the expression System Name with Spaces Will be recognized as a unique value
when used as a parameter for the command snmp-server contact. Empty strings are
not valid user-defined strings.

USING THE "NO" FORM OF A COMMAND

The no keyword is a specific form of an existing command and does not represent a new
or distinct command. Almost every configuration command has a no form. In general,
use the no form to reverse the action of a command or reset a value back to the de-
fault. For example, the no shutdown configuration command reverses the shutdown of
an interface. Use the command without the keyword no to re-enable a disabled feature
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Chapter 2: Using the Command-Line Interface - CLI Output Filtering

or to enable a feature that is disabled by default. Only the configuration commands are
available in the no form.

CLI OUTPUT FILTERING

Many CLI show commands include considerable content to display to the user. This
can make output confusing and cumbersome to parse through to find the information
of desired importance. The CLI Output Filtering feature allows the user, not only when
executing CLI show display commands, but specially on these cases, to optionally specify
arguments to filter the CLI output to display only desired information. The result is to
simplify the display and make it easier for the user to find the information the user is
interested in.

The main functions of the CLI Output Filtering feature are:
Pagination Control

Supports enabling/disabling paginated output for all CLI commands. When
disabled, output is displayed in its entirety. When enabled, output is displayed
page-by-page such that content does not scroll off the terminal screen until
the user presses a key to continue. -- more --, next page: Space, continue:
g, quit: "C is displayed at the end of each page.

When pagination is enabled, press the return key to advance a single line,
press g, Q or Ctrl+C to stop pagination, press g or G to continue up to the end
of the output, or press any other key to advance a whole page. These keys
are not configurable.

Output Filtering

"Grep"-like control for modifying the displayed output to only show the user-
desired content.

Filter displayed output to only include lines containing a specified string
match.

Filter displayed output to exclude lines containing a specified string match.

Filter displayed output to only include lines including and following a spec-
ified string match.

String matching should be case insensitive.

Pagination, when enabled, also applies to filtered output.
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Chapter 2: Using the Command-Line Interface - Command Modes

Example: The following shows an example of the extensions made to the CLI commands
for the Output Filtering feature.

DmOS# show running-config ?

Possible completions:

aaa Configure authentication, authorization and accounting
alias Create command alias.

anti-ip-spoofing Anti ip-spoofing configuration

clock Set the system clock

dotlg VLAN Manager Protocol

gpon GPON configuration

| Output modifiers

DmOS# show running-config | ?

Possible completions:

append Append output text to a file
begin Begin with the line that matches
best-effort Display data even if data provider is unavailable or

continue loading from file in presence of failures

count Count the number of lines in the output
csv Show table output in CSV format
de—-select De—-select columns

details Display default values

COMMAND MODES

The CLI groups the commands into modes, according to the command function. Each of
the command modes supports specific software commands. The commands in a partic-
ular mode will not to be available until you switch to that given mode. You can execute
Operational commands in the Configure commands mode by usign the do keyword.

COMMAND COMPLETION AND ABBREVIATION

Command completion finishes spelling the command when you type enough letters of a
command to uniquely identify the command keyword. Once you have entered enough
letters, press the TAB key to complete the word or press SPACE BAR and let that system
resolves the command directly from the short version.
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Chapter 2: Using the Command-Line Interface - CLI Error Messages

Command abbreviation allows you to execute a command when you have entered there
are enough letters to uniquely identify the command. You must enter all of the required
keywords and parameters before you enter the command.

DmOS# re
Possible completions:
reboot Reboot the system
reboot-forced Reboot the system without any checks

request Request system operations

DmOS (config) # interface gigabit-ethernet 1/1/
Possible completions:

1 2 3 4 5 6 7 8 9 10 11 12

The TAB key will complete the command if there is only one candidate com-
mand. Otherwise, a list of all possible commands will be showed.

CLI ERROR MESSAGES

If you enter a command and the system is unable to execute it, an error message ap-
pears. Table 1: CLI Error Messages describes the most common CLI error messages.

Table 1: CLI Error Messages

Message Text Description
syntax error: unknown . . .

Indicates that the command there is not in the CLI.
command
syntax error: unknown . .

Indicates that the argument there is not for the command.
argument

syntax error: unknown |[Indicates that the value inserted there is not for the com-
element mand.
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CLI LINE-EDITING CONVENTIONS

Table 2: CLI Editing Conventions describes the key combinations you can use to edit
commands or increase the speed of command entry.

Table 2: CLI Editing Conventions

Key Sequence Description

Ctrl-H or Backspace Delete previous character.

Ctrl-A Go to beginning of line.

Ctrl-E Go to end of line.

Ctrl-F Go forward one character.

Ctrl-B Go backward one character.
Ctrl-D Delete current character.

Ctrl-U or Ctrl-X Delete to beginning of line.
Ctrl-K Delete to end of line.

Ctrl-w Delete previous word.

Ctrl-P Go to previous line in history buffer.
Ctrl-R Rewrites or pastes the line.
Ctrl-N Go to next line in history buffer.
Ctrl-z Return to root command prompt.
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Table 2: CLI Editing Conventions

Key Sequence

Description

<Tab> Command-line completion.
Exit Go to next lower command prompt.
? List available commands, keywords, or parameters.

USING CLI HELP

Enter a question mark (?) at the command prompt to display the commands available in

the current mode.

DmOS# 72

Possible completions:
autowizard
clear
commit

compare

complete-on-space
config

copy
display-level

exit

DM4610 (config) # ?
Possible completions:
aaa
alias
anti-ip-spoofing
clear

clock

DATACOM

Automatically query for mandatory elements

Clear equipment settings and counters

Confirm a pending commit

Compare running configuration to another configuration
or a file

Enable/disable completion on space

Manipulate software configuration information

Copy files to a remote server

Configure show command display level

Exit the management session

Configure authentication, authorization and accounting
Create command alias.

anti ip-spoofing configuration

Clear equipment settings and counters

Set the system clock
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copy Copy a list entry

dotlg VLAN Manager Protocol

gpon GPON configuration

hostname Hostname for this equipment

Enter a question mark (?) after each word you enter to display available command

keywords or parameters.

DmOS (config) # router static ?
Possible completions:
<a.b.c.d/x> or <x:x:x:x::x/x> IP/IPv6 prefix <network>/<length>

0.0.0.0/0

DmOS (config) # interface gigabit-ethernet ?

Possible completions:
<id:string> 1/1/1 1/1/2 1/1/3 1/1/4 1/1/5 1/1/e6 1/1/7 1/1/8 1/1/9
1/1/10 1/1/11 1/1/12

If there are no additional command keywords or parameters, or if additional parameters
are optional, the following message appears in the output:

<cr>

You can also enter a question mark (?) after typing one or more characters of a word to
list the available command or parameters that begin with the letters, as shown in the
following example:

DmOS# show 17?

Possible completions:

interface Status information about interfaces
inventory Physical inventory information

ip Display ip information

ipvé Display ipv6 information

| Output modifiers

<cr>
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ACCESSING THE CLI

You can access the CLI by using a direct console connection or by using a SSH connection
from a remote management host.

To establish a terminal connection using console interface (VT100), a proper serial cable
(provided with the equipment) must be connected between the equipment terminal port
and the PC serial port.

Take care to avoid potential difference between RJ45 pin 4 from Switch (signal ground)
and DB9 pin 5 from the PC. If it occurs, it may cause damages to the PC and to the
equipment’s serial interfaces.

To access the terminal, select the serial port of your preference and set the following
values on the VT100 emulator (factory default values of equipment):

Baud Rate: 9600bit/s
Data: 8 bits

Flow Control: none
Stop Bit: 1 bit

Parity: none

Once the access was successful, a login screen must appear. The login factory defaults
are:

User: admin
Password:

For the initial connection, you could use also a SSH client, connecting an Ethernet port of
your PC to the management port of the switch (10/100Base-T) and accessing the default
IP address: 192.168.0.25 (with a 255.255.255.0 subnet mask and without a default gate-
way), with the same credentials of VT100 terminal. You can set the network configuration
information manually, or you can configure the system to accept these settings from a
DHCP server on your network. For more information, see Network Interface Commands.

specialCharactersCli

SPECIAL CHARACTERS ON CLI

Some characters have special interpretations for the command line.
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Table 3: Special Characters on CLI

Character Description
? List available commands, keywords, or parameters.
!'and # It is interpreted as a comment.
\ It is interpreted as escape character.

It is interpreted as output modifier. Used with output filter-
ing commands.

; Used to indicate end of a command line.

Used to delimit a string.

If it is necessary to use the characters above on a string, put the string between double-
quotes (“).
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CHAPTER 3: MANAGEMENT

This chapter describes the commands related to management access in the DmOS CLI.

CLI SETTINGS

This topic describes the available settings used in a command-line interface (CLI) ses-
sion. Changes on these settings are applied only to the current session.

debug
Description

This command is used to enable or to disable debug messages. The debug messages
are printed only on the user session that enabled the debugs and these messages are
not logged. After user logout, the user session is closed and all enabled debugs of that
session are automatically disabled.

Supported Platforms

This command is supported in all platforms.

Syntax

debug { enable | disable } [ link-status J*

Parameters
enable
Description: Enable the specified list of debug commands.
Value: N/A

Default Value: N/A

disable
Description: Disable the specified list of debug commands or disable all de-
bug commands enabled in the current user session.
Value: N/A
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Default Value: If none command is specified then the command “debug dis-
able” will disable all debugs.

link-status
Description: Displays a debug message if a link status is changed.
Value: N/A

Default Value: N/A

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Admin
History
Release Modification
2.0 This command was introduced.

Usage Guidelines

Use the debug enable command to see the debug messages of a command or a list
of commands. And use the debug disable to see no more debug messages of all
commands or of some commands.

Impacts and precautions

The use of debug enable with many commands over serial interface may cause the
session to become unresponsive to user intervention. Consider this before issuing the
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respective command.

Hardware restrictions

N/A

DATACOM DmOS 9.2.0 - Command Reference 24| 1802



Chapter 3: Management - CLI Settings

display-defaults
Description

Shows default values as comments when showing the configuration. This setting is valid
for the current session only.

Supported Platforms

This command is supported in all platforms.

Syntax

display-defaults {true|false}

Parameters

{true|false}
Description: Sets display-defaults to true (enabled) or false (disabled).
Value: true or false

Default Value: false

Default

The display of default values is disabled.

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit

History
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Release Modification
1.0 This command was introduced.
1.10 Command show-defaults was replaced by display-defaults

Usage Guidelines

If show-defaults is set to true, the default values, if available, are shown as comments
after the actual parameter value:
Examples:

# display-defaults true

# show running-config aaa

aaa user admin

password $1$SzCHCS0a$IiVcIUUino2sl2Wk1Rdwa/
group admin ! audit

1

# show running-config mac-address-table

mac—address—table
aging-time 600 ! 600
|

Note that even if the parameter is set to the default value, it is shown again in the com-

ment.

Impacts and precautions

This command takes effect for the current session only, if the change is to be made per-
sistent, use command “session display-defaults” or “user <username> session display-

defaults” instead.

Hardware restrictions

N/A
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screen-resize
Description

Adjust the screen size following the current size of screen being used. If the screen size
is changed the command must be run again.

Supported Platforms

This command is supported in all platforms.

Syntax

screen-resize

Parameters

N/A

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit

History
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Release Modification

Chapter 3: Management - CLI Settings

2.4

Usage Guidelines

Example:

# screen-resize

In configuration mode:

(config) # do screen-resize

Impacts and precautions

N/A

Hardware restrictions

N/A

DATACOM

This command was introduced.
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session
Description

Configures global default CLI session parameters.

Supported Platforms

This command is supported in all platforms.

Syntax

session [complete-on-space {truel|false}][ignore-leading-space {true|false}] [idle-
timeout seconds] [paginate {true|false}][history size] [display-defaults {true|false}]

Parameters

complete-on-space {true|false}

Description: Controls if command completion should be attempted when
<space> is entered. Entering <tab> always results in com-
mand completion.

Value: true or false
Default Value: false
ignore-leading-space {true|false}

Description: Controls if leading spaces should be ignored or not. This is use-
ful to turn off when pasting commands into the CLI.

Value: true or false
Default Value: true

idle-timeout seconds

Description: Maximum idle time before being logged out. Use 0 (zero) for for
infinity.
Value: 0-8192

Default Value: 1800

paginate {true|false}
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Description: Enables/Disables pagination of command output.
Value: true or false
Default Value: true
history size
Description: Size of CLI command history.
Value: 0-8192
Default Value: 100
display-defaults {true|false}

Description: Controls if defaults values should be shown when displaying the
configuration. The default values are shown as comments after
the configured value.

Value: true or false

Default Value: false

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.0 This command was introduced.
5.4 The display-level option was removed.
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Usage Guidelines

N/A

Impacts and precautions

This command sets the default settings for new sessions. It can be overridden by the
corresponding configuration in operational mode or “user <username> session” com-
mands. Use “show cli” command in operational mode to check the actual values.

Hardware restrictions

N/A
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user
Description

Configures default CLI session parameters per user

Supported Platforms

This command is supported in all platforms.

Syntax

user user-name [description description] [alias alias name expansion command]
[session [complete-on-space {true|false}] [ignore-leading-space {true|false}] [idle-
timeout seconds] [paginate {true|false}] [history size] [display-defaults {true|false}]]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
user-name
Description: Name of the user for which the CLI options are being set.
Value: Text

Default Value: N/A
description description
Description: Adds a description for the user.
Value: Text
Default Value: N/A
alias alias_name
Description: Creates a command alias.
Value: Text
Default Value: N/A

expansion command
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Description:

Value:

Default Value:
session

Description:

Value:

Default Value:

Chapter 3: Management - CLI Settings

Sets the original command to be replaced by the alias.
Text

N/A

Configures session parameters to be used as default for the
specified user. There settings can be overridden by the cor-
responding configuration in operational mode. Use “show cli”

command in operational mode to check the actual values.
N/A

N/A

complete-on-space {true|false}

Description:

Value:

Default Value:

Controls if command completion should be attempted when
<space> is entered. Entering <tab> always results in com-
mand completion.

true or false

false

ignore-leading-space {true|false}

Description:

Value:
Default Value:
idle-timeout seconds

Description:

Value:

Default Value:
paginate {true|false}

Description:

Value:

Default Value:

history size

DATACOM

Controls if leading spaces should be ignored or not. This is use-
ful to turn off when pasting commands into the CLI.

true or false

true

Maximum idle time before being logged out. Use 0 (zero) for
infinity.
0-8192

1800

Enables/Disables pagination of command output.
true or false

true
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Description: Size of CLI command history.
Value: 0-8192
Default Value: 100

display-defaults {true|false}

Description: Controls if defaults values should be shown when displaying the
configuration. The default values are shown as comments after
the configured value.

Value: true or false

Default Value: false

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.0 This command was introduced.

Usage Guidelines

N/A
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Impacts and precautions

This command sets the default settings for a specified user. It can be overridden by
the corresponding configuration in operational mode. Use “show cli” command in opera-
tional mode to check the actual values. There is no check whether the user exists or not
in database. This allows remote logged users to have a customized CLI environment.

Hardware restrictions

N/A
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INTERFACES

This topic describes the commands related to management interfaces such as com-
mands to configure console and Management-Ethernet (outband).

interface mgmt
Description

Configures management interface.

Supported Platforms

This command is supported in all platforms.

Syntax

interface mgmt interface [ vrf vif-name | description if-description | ipv4 address
a.b.c.d/x | ipv6 { enable | address x:x:x:x::x/y [ eui-64 ]| nd ra { suppress | max-
interval | min-interval | prefix x:x:x:x::x/y [ no-advertise | no-autoconfig | off-link

1} 11

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
interface
Description: Management Ethernet interface in chassis/slot/port.
Value: chassis/slot/port

Default Value: N/A
vrf vrf-name

Description: Specifies the name of the VRF this interface will be associated
with. Currently, it is possible to configure only the VRF ‘mgmt’.

Value: string.

Default Value: N/A
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description if-description

Description:

Value:

Default Value:

ipv4 address a.b.c.d/x

Description:

Value:
Default Value:
ipv6 enable

Description:

Value:

Default Value:

Specifies the description of the interface. It may point out a

more meaningful text about its purpose.

Valid characters are A-Z, a-z,0-9and @ #$ % &*() - _[1{}
<>=+4,./";:?2"!]
Must be a valid string.

N/A

Specifies an IPv4 address and prefix length, in CIDR notation, to
be assigned to management interface.

a.b.c.d/x.
192.168.0.25/24

Enables/Disables IPv6 on management interface. When en-

abled, the system automatically configures an IPv6 link-local
address to management interface.

N/A

Disabled.

ipv6 address x:x:x:x::x/y

Description:

Value:
Default Value:
eui-64

Description:

Value:
Default Value:
ipv6 nd ra suppress

Description:

DATACOM

Specifies an IPv6 unicast address and prefix length to be as-
signed to management interface.

XIXIXIXiXTY.

N/A

Sets 64-bit Extended Unique Identifier for specific IPv6 prefix on
management interface.

N/A

Disabled.

Suppresses Router Advertisements on the management inter-
face.
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Value: N/A
Default Value: Disabled.

ipv6 nd ra prefix x:x:x:x::x/y

Description: Prefix Address to be advertised on the specified management
interface.
Value: XIXIXIXX/Y.

Default Value: N/A

ipv6 nd ra prefix x:x:x:x::x/y no-advertise

Description: Disable this prefix on Router Advertisement of management in-
terface.
Value: N/A

Default Value: Disabled.
ipv6 nd ra prefix x:x:x:x::x/y no-autoconfig
Description: Disable auto configuration of hosts by management interface.
Value: N/A
Default Value: Disabled.
ipv6 nd ra prefix x:x:x:x::x/y off-link

Description: When disabled, indicates that this prefix can be used for on-link
determination on management interface.

Value: N/A
Default Value: Disabled.
ipv6 nd ra max-interval max-interval

Description: The maximum time allowed between sending unsolicited multi-
cast router advertisements from the interface, in seconds.

Value: Must be no less than 4 seconds and no greater than 1800 sec-
onds.

Default Value: 600
ipv6 nd ra min-interval min-interval

Description: The minimum time allowed between sending unsolicited multi-
cast router advertisements from the interface, in seconds.
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Value: Must be no less than 3 seconds and no greater than 0.75 *
MaxRtrAdvinterval.

Default Value: 198

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.0 This command was introduced.
2.4 IPv6 support. VRF support.
4.8.0 Support to IPv6 ND Router Advertisement.

Usage Guidelines

It is possible the use of only one IPv4 address and/or two IPv6 addresses on management
interface.

Command to configure IPv6 addresses will be available only if ipv6 enable is set for
interface. Example below shows that IPv6 address configuration option appears after

ipvb enable is set.

(config-mgmt-1/1/1)# ipv6 ?
Possible completions:

enable Enable IPv6 on interface
|

config-mgmt-1/1/1)# ipv6 enable

(
!
(config-mgmt-1/1/1)# ipvé 2
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Possible completions:
address IPv6 address

enable Enable IPv6 on interface
|

To find which management interface is configured with a specific IP address, it is possible
to use the commands showed in the example below.

Example:
This example shows all management interfaces:

# show running-config interface mgmt all
interface mgmt 1/1/1

ipv4 address 192.168.0.25/24

ipv6 enable

ipv6 address 2001:db8::10/32

|

Or in configuration mode:

(config) # show interface mgmt all
interface mgmt 1/1/1

ipv4 address 192.168.0.25/24

ipv6 enable

ipv6e address 2001:db8::10/32

|

If no VRF is explicitly associated with the mgmt interface, it is associated with the global
VRF by default. The following example shows how to associate a management interface
with the ‘mgmt’ VRF:

(config-mgmt-1/1/1)# 2
Possible completions:

vrf Assign a VRF instance to the interface
|

(config-mgmt-1/1/1)# vrf 2

Possible completions:

<WORD> VPN Routing/Forwarding instance name
mgmt

|

(config-mgmt-1/1/1)# vrf mgmt
(config-mgmt-1/1/1)# commit

Commit complete.

Impacts and precautions

Once the VRF associated with the mgmt interface is changed, any route in the previous
VRF using it as output interface will be uninstalled. In order to keep the connectivity, you
will need to configure the routes in the new VRF.
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Hardware restrictions

N/A
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CONFIGURATION

This topic describes the commands related to configuration management such as com-
mands to backup or view the running-config content.

banner login
Description

This configuration represents the banner displayed when accessing the equipment via
console, SSH or Telnet. This banner will be displayed before username and password
prompts.

Supported Platforms

This command is supported in all platforms.

Syntax

banner login banner-text

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

banner-text

Description: A text message representing the banner that will be shown be-
fore login on the equipment. The text can contain special char-

acters including line breaks () and tabulations ().
Value: Text with up to 3240 characters.

Default Value: None

Default

None
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Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.
It is possible to format the message using the following special characters:

e \n-New line
e \t- Horizontal tab
e \\ - Backslash

Example:

There are two ways to configure the login banner, the multiline mode and single line
mode. In single line mode the banner text must be written in one line, if using spaces
quotation marks will be required, to include line breaks use and to include tabs use - It
is recommend to always include a line break at the end to avoid having the login prompt
concatenated to the banner.

# config

Entering configuration mode terminal

(config)# banner login "s#xx**xx*kx**x** BANNER ,xkkkkkkkkkxkrrx"
(config) # commit

Commit complete.

It is possible to use the command show banner login to check how the banner will be
displayed.
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# show banner login

Login banner will be displayed as shown inside <>
<
Kk kkkkkkkkkk kK

**  BANNER %
Kok ok ok ok ok ok Kk Kk Kk Kk Kk kK
>

#

To use multi-line mode, press Enter after banner login and use ctrl-D when finished.

# config

Entering configuration mode terminal

(config) # banner login

(<Hit <cr> to enter in multi-line mode. Alternatively, enter a text between double quotes.
Remember to insert a line break at the end. See command reference for examples.

Maximum length of 3240 characters.>):

Multiline mode, exit with ctrl-D.]

>[ hhhkhkhkhkhkhhkhkhkhk kA A A A A A A A Ak dh ko ko ko ko hkhkhkhkhkhhkhkhk kA kA A A A A Ak kv vk k ko ko hkhkhkhkhkhkhkhkhkhkhkhk kA kA A Ak rdkdkk ko k kK
> kkx Only authorized personnel are allowed to access this piece of equipment. *x*x
> kkx Others are urged to log off IMMEDIATELY. * ok ok
> kKK * Kk k
> kkx Somente pessoal autorizado pode acessar este equipamento. * ok x
> kkok Outros, por favor, desconectar IMEDIATAMENTE. * Kk
> kkk * * *
D R R R e e R e 3
> ctrl-D

(

config)# commit
Commit complete.
(config) # exit
# show banner login
Login banner will be displayed as shown inside <>

<

kA kA hkhk kA hA A Ak h Ak A Ak Ak hk kA h A h Ak A dhhkhh bk h Ak Ak Ak bk hkh A hhkhkhk bk hkhkhkhk bk hkhkhkh Ak hhkhkhk bk hkhkhkdhhrhhkhkhkhkhkhkhhkhkkhhhhxkkx*k
* kK Only authorized personnel are allowed to access this piece of equipment. xx*x
* ok x Others are urged to log off IMMEDIATELY. * k%
* Kk Kk * Kk Kk
* kK Somente pessoal autorizado pode acessar este equipamento. * KKk
* Kk ok Outros, por favor, desconectar IMEDIATAMENTE. * ok *
* Kk x * k x
LR R R R R I R I R R I I Rk ki
>

DM46104#

In multi-line mode, to use backslash, it is necessary include another backslash as escape
character.

(config) # banner login

(<Hit <cr> to enter in multi-line mode. Alternatively, enter a text between double quotes.
Remember to insert a line break at the end. See command reference for examples.

Maximum length of 3240 characters.>):

[Multiline mode, exit with ctrl-D.]

>
I \\ /NN I/\N [/ NN/
[ N A N U L R A A [ N AN A
b b/ /NN AN L/ /NN NN Fr b INN/
Pl /NN NN
| /_/ NN\\_/_/ ANV VR S VA8 B B
> ctrl-D

(config) # commit
Commit complete.
(config) # exit

# show banner login

Login banner will be displayed as shown inside <>
<

I\ VAN P VA / /NI N/
[ N e N R N LN/
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b/ /NN L/ /NN Ll INT
[ I 4 N1/ Nl

I /_/ \_\_/_/ \_\ AN/ D B
>

#

Impacts and precautions

Depending on the SSH client software and locale configuration, UTF-8 characters may
not be displayed correctly in login banner text.

Hardware restrictions

None.
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clear
Description

Used to remove all configuration changes that were not committed, in other words, all
uncommitted modifications made are discarded, returning the system to the state after
the last commit.

Supported Platforms

This command is supported in all platforms.

Syntax

clear

Parameters

N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Audit

History
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Release Modification

1.0 This command was introduced.
Usage Guidelines
This command can be executed directly via CLI.

Example:

This example shows how to use the clear command. Modify the system configuration. In

the example below, the management IP address is changed.

# config

Entering configuration mode terminal
(config) # show interface

interface mgmt 1/1/1

ipv4d address 192.168.0.25/24

|
(config) # interface mgmt 1/1/1
(config-mgmt-1/1/1)# no ipv4 address
(config-mgmt-1/1/1)4# ipv4 address 10.4.16.134/22
(config-mgmt-1/1/1)# exit
(config) # show interface
interface mgmt 1/1/1

ipv4 address 10.4.16.134/22
|

(config) #
Clear all existing modifications.

(config) # clear

All configuration changes will be lost. Proceed? [yes, NOJ] yes
(config) #
(config) # show interface
interface mgmt 1/1/1
ipv4 address 192.168.0.25/24
|

(config) #

Impacts and precautions

All uncommitted changes will be lost.

Hardware restrictions

N/A
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commit
Description

Command used to confirm or abort a pending confirmed commit (see commit con-
firmed command for more details)

Supported Platforms

This command is supported in all platforms.

Syntax

commit { abort | confirm } { persist-id id }

Parameters
abort
Description: Aborts a pending confirmed commit
Value: N/A

Default Value: N/A

confirm
Description: Confirms a pending confirmed commit
Value: N/A

Default Value: N/A

persist-id id
Description: Specifies a commit confirmed to abort or confirm. This value
is the same used in commit confirmed persist command
Value: Text

Default Value: N/A

Output Terms
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Output Description

Shows a message . . . . .
Examples of this command are displayed in the Usage Guidelines

field

indicating the

commit status

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.0 This command was introduced

Usage Guidelines

This command can be executed directly via CLI.

Examples:

The examples below shows how to use the command commit. Example 1 - Sequence of
commands using commit confirm:

# config exclusive

Entering configuration mode exclusive

Warning: uncommitted changes will be discarded on exit

(config)# hostname TESTE-COMM

(config) # commit confirmed 1

Warning: The configuration will be reverted if you exit the CLI without
performing the commit operation within 1 minutes.
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After applying a configuration using a specific timeout is possible to
persist this configuration using the commit confirm command

TESTE-COMM (config) # end
TESTE-COMM# commit confirm
Commit complete. Configuration is now permanent

Example 2 - Sequence of commands using commit abort:

# config exclusive

Entering configuration mode exclusive

Warning: uncommitted changes will be discarded on exit

TESTE-COMM (config) # hostname DTCO1

TESTE-COMM (config) # commit confirmed 1

Warning: The configuration will be reverted if you exit the CLI without
performing the commit operation within 1 minutes.

DTCO1 (config) # end

After applying a configuration using a specific timeout is possible to abort
this configuration using the commit abort command

DTCO1l# commit abort

Confirmed commit has been aborted. 0ld configuration will now be restored.
TESTE-COMM#

Message from system at 1970-01-01 02:37:53...

confirmed commit operation not confirmed by admin from cli

configuration rolled back

Impacts and precautions

N/A

Hardware restrictions

N/A
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Description
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Copies configurations from candidate-config to running-config or confirms a pending

commit. After that, the new configurations will be applied to the equipment.

Supported Platforms

This command is supported in all platforms.

Syntax

commit [and-quit | no-confirm] [ comment text ] [ label text ] [ persist-id id ] [

save-running file-name |

Parameters

and-quit

Description:

Value:

Default Value:

no-confirm

Description:

Value:

Default Value:

comment text

Description:

Value:

Default Value:

label text

DATACOM

(Optional) Exits the configuration mode after completing the
commit.

N/A

N/A

(Optional) Commits without asking the user for confirmation
when required.

N/A

N/A

(Optional) Associates a comment with the commit. The com-
ment can later be seen when examining rollback files.

Text

N/A
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Description:

Value:

Default Value:
persist-id id

Description:

Value:

Default Value:

save-running file-name

Description:

Value:

Default Value:

Default
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(Optional) Associates a label with the commit. The label can
later be seen when examining rollback files.

Text

N/A

(Optional) Specifies a pending commit to be confirmed.
Text

N/A

(Optional) Saves runnig-config into a file after the command

completion.
File name or path.

N/A

Copy candidate-config changes to running-config.

Command Mode

Configuration mode

Required Privileges

Audit
History
Release Modification
1.0 This command was introduced.

DATACOM
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Usage Guidelines

N/A

Impacts and precautions

N/A

Hardware restrictions

N/A
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commit abort
Description

Aborts a pending confirmed commit.

Supported Platforms

This command is supported in all platforms.

Syntax

commit abort [persist-id id]

Parameters
persist-id id
Description: (Optional) Specifies a pending commit to be aborted.
Value: Text: persist id argument passed to commit confirmed com-

mand.

Default Value: N/A

Default

Abort pending confirmed commit.

Command Mode

Configuration mode

Required Privileges

Audit

History
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Release Modification

1.0 This command was introduced.

Usage Guidelines

N/A

Impacts and precautions

N/A

Hardware restrictions

N/A
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commit check
Description

Used to validate the modifications made on the candidate-config. Syntax validation, in-
tegrity restrictions, YANG model validation points and coherence callbacks are assessed.

Supported Platforms

This command is supported in all platforms.

Syntax

commit check

Parameters

N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Admin
History
Release Modification
1.0 This command was introduced.
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Usage Guidelines

This command can be executed directly via CLI.

Examples:

This example shows how to use the commit check command. It includes a few addi-
tional steps only for better understanding.

Executing the command when everything is ok.

# config

(config) # hostname DmOS
(config) # commit check
Validation complete
(config)# commit

Commit complete.

Trying to configure mgmt interface ipv4 address as loopback address it is not allowed.

# config

DmOS (config) # interface mgmt 1/1/1

DmOS (config-mgmt-1/1/1) # show # existing configured IP
interface mgmt 1/1/1

ipv4 address 10.4.16.129/22
|

DmOS (config-mgmt-1/1/1)# ipv4 address 127.0.0.1/8

DmOS (config-mgmt-1/1/1) # exit

DmOS (config) # commit check

Failed: ’interface mgmt 1/1/1 ipv4 address’ (value "127.0.0.1/8"): IPv4 address
cannot be configured as loopback address

Impacts and precautions

N/A

Hardware restrictions

N/A
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commit confirmed

Description

Used to copy the current candidate-config to the running-config with a timeout. If the

commit command is not executed before the timeout expires, then the configuration

will be reverted to the configuration that was active before the command was issued.

Supported Platforms

This command is supported in all platforms.

Syntax

commit confirmed [ timeout [persist id] [ comment text ] [ label text ] [ save-

running file-name ] [persist-id id] ]

Parameters

timeout
Description:

Value:

Default Value:

persist id

Description:

Value:

Default Value:

comment text

Description:

Value:

Default Value:

DATACOM

Sets the timeout (in minutes) to undo the commit.
0-71582788

10

Creates a persistent confirmed commit to be used through dif-
ferent CLI sessions.

Text

N/A

Associates a comment with the commit. The comment can be
later verified when, for example, displaying the stored commit
list.

Text

N/A
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Description:

Value:

Default Value:

save-running file-name

Description:

Value:

Default Value:
persist-id id

Description:

Value:

Default Value:

Default

Chapter 3: Management - Configuration

Associates a label with the commit. The label can be later veri-
fied when, for example, displaying the stored commit list.

Text

N/A

Saves runnig-config into a file after the command completion.
File name.

N/A

Specifies an existing pending commit to be confirmed or up-
dated.

Text

N/A

Undo the commited changes after the default timeout (10 minutes).

Command Mode

Configuration mode

Required Privileges

Audit
History
Release Modification
1.0 This command was introduced.
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Usage Guidelines

This command can be executed directly via CLI.

Examples:

These examples show how to use the “commit confirmed” command.

# config exclusive

Entering configuration mode exclusive

Warning: uncommitted changes will be discarded on exit

(config) # hostname DTCO001

(config)# commit confirmed 30

Warning: The configuration will be reverted if you exit the CLI without
performing the commit operation within 30 minutes.

DTCO01 (config) #

DTCO001 (config)# commit

Commit complete. Configuration is now permanent.

Commit confirmed without confirmation.

# config exclusive

Entering configuration mode exclusive

Warning: uncommitted changes will be discarded on exit
(config)# hostname DTCO001

(config)# commit confirmed 2

Warning: The configuration will be reverted if you exit the CLI without
performing the commit operation within 2 minutes.

DTCO001 (config) #

(after 2 minutes)

Message from system at 1970-01-01 01:36:22...

confirmed commit operation not confirmed by admin from cli
configuration rolled back

(config) #

Persisting a commit confirmed through CLI sessions.

# config exclusive

Entering configuration mode exclusive

Warning: uncommitted changes will be discarded on exit
(config) # hostname DTCO001

(config)# commit confirmed 300 persist commit-confirmed-label
Commit complete.

DTCO001 (config) # exit

DTCO01# exit

Connection to 10.4.16.129 closed.

(open a new connection)

Welcome to the DmOS CLI

admin connected from 10.4.4.22 using ssh on DTC001
DTCO001# config exclusive

Aborted: confirmed commit in progress

DTCO01# commit persist-id commit-confirmed-label
Commit complete. Configuration is now permanent.
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Impacts and precautions

Only available in exclusive mode.
To confirm the pending commit use the commit command.
To abort the pending commit use the commit abort command.

The pending commit will be aborted if the CLI session is terminated before confirming
the commit, unless the persist argument is given. In the latter case, a future session
may confirm the pending confirmed commit by supplying the persist id as an argument
to the commit command using the persist-id parameter. During the period this pend-
ing commit exists, access to exclusive sessions are not allowed. Configurations from

terminal sessions are allowed, but if the pending commit is aborted all changes will be
lost.

Hardware restrictions

N/A
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compare file
Description

Command used to compare the running-config with a configuration previously saved into
a file. The differences are marked with diff notation:

e '+’ means config is present in the file, not in running-config;
e ‘-“means config is present in the running-config, not in the file;
Supported Platforms

This command is supported in all platforms.

Syntax

compare file config-file-name [ pathfilter ]

Parameters

config-file-name
Description: Specifies the file to be compared with the running-config.
Value: Text

Default Value: N/A

pathfilter
Description: Filters a specific set of configuration for comparison.
Value: Text

Default Value: N/A

Default

N/A
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Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Admin
History
Release Modification
1.0 This command was introduced.
44 The option ‘brief’ was removed. The command will always show only the

differences, not the whole configuration.

Usage Guidelines

This example shows how to use the compare file command. It includes a few additional
steps only for better understanding.

Example:

Saving the current configuration and comparing it after some changes:

DmOS# config

Entering configuration mode terminal

DmOS (config) # save current-cfg

DmOS (config) # alias alias_cmdOl expansion testl
DmOS (config-alias—-alias_cmd0l) # exit

DmOS (config) # alias alias_cmd02 expansion test2
DmOS (config-alias—-alias_cmd02) # exit

DmOS (config) # alias alias_cmd03 expansion test3
DmOS (config-alias-alias_cmd03) # exit

DmOS (config) # commit

Commit complete.

DmOS (config) # exit

DmOS# compare file current-cfg
-alias alias_cmdO1

- expansion testl

_

—alias alias_cmd02

- expansion test2

—1

—alias alias_cmd03

- expansion test3
—1
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Showing a removed config:

# config

(config)# no alias alias_cmdO1l
(config) # exit

# compare file current-cfg
+alias alias_cmdO1l

+ expansion testl

+!

Impacts and precautions

When TACACS+ authorization is enabled and the user is allowed to execute the com-
mand compare file the comparison will be performed in 2 different ways, depending on
the config file format:

a) Ifthe config is stored in text format, which is the default format, the comparison will be
done based on the user permission to execute each command present in the config-
file. Thus, commands not allowed to be executed by the user will generate an error
message in the comparison output.

b) If the config is stored in XML format, no additional command authorization is needed
for the user.

Hardware restrictions

N/A
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config
Description

Used to enter the equipment configuration mode and change its configurations.

Supported Platforms

This command is supported in all platforms.

Syntax

config [ terminal | exclusive ]

Parameters
terminal
Description: Edits a private copy of the configuration without locking it.
Value: N/A

Default Value: N/A

exclusive
Description: Creates a lock in candidate-config allowing only one exclusive
session. The access using a different mode is allowed but at-
tempts to change the configurations will be denied.
Value: N/A

Default Value: N/A

Default

If no option is passed to the command terminal mode is used.

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

DATACOM DmOS 9.2.0 - Command Reference 65| 1802



Chapter 3: Management - Configuration

Required Privileges

Audit
History
Release Modification
1.0 This command was introduced.
4.0 Removed ‘config shared’ command.

Usage Guidelines

This command can be executed directly via CLI.

Examples:

Accessing terminal mode.

# config
Entering configuration mode terminal
(config) #

Accessing exclusive mode.

# config exclusive

Entering configuration mode exclusive

Warning: uncommitted changes will be discarded on exit
(config) #

Trying to open a second exclusive session.

# config exclusive

Error: configuration database locked by:

admin ssh (cli from 10.4.4.22) on since 1970-01-02 00:24:01
exclusive

Aborted: configuration locked

Impacts and precautions

Extra care must be taken with simultaneous edition (e.g. two or more opened sessions
editing the same configuration) see commit command for more information.
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Hardware restrictions

N/A
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file

Description

Used to perform file operations (e.g. rm/Is/cat/nano unix commands).

Supported Platforms

This command is supported in all platforms.

Syntax

file { delete file-name | list | show file-name | edit file-name }

Parameters

delete file-name
Description: Deletes a file. The file name must be provided.
Value: File name.
Default Value: N/A
list
Description: Displays all the user-related files.
Value: N/A
Default Value: N/A
show file-name
Description: Displays the content of a file. The file name must be provided.
Value: File name.
Default Value: N/A

edit file-name

Description: Edits an existent file or creates a new one, if it does not already
exist. The provided file name is limited to 255 characters and
must not start with “.”, “-”, nor contain file paths.

Value: File name.
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Default Value: N/A

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.0 This command was introduced.
5.0 The edit command was introduced.

Usage Guidelines

This command can be executed directly via CLI.
Examples:

This example shows how to use the file command with each of the available parame-
ters. It includes a few additional steps only for better understanding. List the system
user files.

# file list
#

Save a user configuration file and then, use the “file list” command to check if it was
saved.

# config
Entering configuration mode terminal
(config)# save users_cfg aaa user
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Saving aaa user
(config) # exit
# file list
users_cfg

#
Display the ‘user_cfg’ file contents.

# file show users_cfg

aaa user admin
password $1$QAI4eb9YS$177HyfRcnuW. jYO1IDPG5M.
group admin

|

4
Delete the ‘user_cfg’ file.

# file delete users_cfg
# file list
#

Edit the ‘user_cfg’ file contents.

# file edit users_cfg

The file editor will be opened. Use CTRL+s to save the file and CTRL+x to exit the editor
and return to DmOS CLI.

Impacts and precautions

N/A

Hardware restrictions

N/A
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hostname
Description

This configuration represents the hostname of the equipment being configured. The
configured value can be visualized in three different places. Consulting the equipment
configuration through the protocols SNMP and NETCONF and looking at the CLI prompt.

Supported Platforms

This command is supported in all platforms.

Syntax

hostname name

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

name

Description: A value representing the hostname of equipment. This value
must contains letters [a-zA-Z], numbers [0-9] and any of the
following special characters: [~'@#$% " &*()-_[[{}<>=+,./“\].
The host name can be up to 63 characters.

Although allowed, the use of special characters is not recom-
mended because it violates RFC 952 and RFC 1123, and there-
fore may cause problems in some applications.

Value: N/A

Default Value: N/A

Default

N/A
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Command Mode

Configuration mode

Required Privileges

Admin
History
Release Modification
1.4 This command was introduced.
5.4 Underscore was introduced as a possible character for hostname.
5 6 Added support for the following characters
[~'@#$% &*()[{}<>=+,./"\].
8.0 Only admin user can configure Hostname.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to use the hostname command. It includes a few additional
steps only for better understanding.

DM4610# config

Entering configuration mode terminal
DM4610 (config) # hostname HOST-001
DM4610 (config)# commit

Commit complete.

HOST-001 (config) #

HOST-001 (config) # exit

HOST-001#
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Impacts and precautions

Not available.

Hardware restrictions

Not available.
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load factory-config
Description

Command used to load the factory configurations to the device.

Supported Platforms

This command is supported in all platforms.

Syntax

load factory-config

Parameters

N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.2 This command was introduced.
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Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to use the load factory-config command and preserve the man-
agement configuration.

# config

Entering configuration mode terminal

(config) # load factory-config

Loading.

Done.

(config)# interface mgmt 1/1/1
(config-mgmt-1/1/1)# ipv4 address 192.0.2.10/24
(config) # commit

Commit complete.

Impacts and precautions

This command does not automatically commit the loaded configuration. The user must
explicitly run the commit command in order to apply the loaded configuration on the
running-config.

The user must be careful to apply the factory configuration. It may cause the loss

of the device management, because the IP address will be reset to the default value
(192.168.0.25/24).

Hardware restrictions

N/A
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load merge
Description

Command used to merge the content of a file with the current configuration.

Supported Platforms

This command is supported in all platforms.

Syntax

load merge file

Parameters
file
Description: Name of the file that contains the configuration to be loaded.
Value: Text

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config

History
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Release Modification

1.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.
Examples:
This example shows how to use the ‘load merge’ command.

A new user ‘datacom’ is created and stored together with ‘admin’ in the ‘users cfg’
file. This file contains only ‘aaa user’ settings.

(config) # aaa user datacom password 1234 group admin
(config-user—-datacom) # exit

(config) # show

aaa user admin

password $1$uYMZohDj$SgP/QPHclkog5k6IopHNQh/

group admin

|

aaa user datacom

password $1$z9a2TqgCc$23midDa3Bihf0Z1t86YfC1
group admin

|

(config) # save users_cfg aaa user
Saving aaa user
(config) #

A new user is created and the ‘datacom’ user is changed and the load merge command
is used to restore its value. Note that the new user is not affected.

(config)# aaa user newuser group audit

(config-user—newuser) # show
aaa user newuser

password $1$z9a2dtIk$23midDa3Bihf0Z1t86YEC1
|

(config) # aaa user datacom group config
(config-user—datacom) # show

aaa user datacom

password $1$z29a2TgCc$23midDa3Bihf0z1t86YfC1l
group config

|

(config-user—-datacom) # exit

(config) # load merge users_cfg

Loading.

188 bytes parsed in 0.09 sec (1.93 KiB/sec)
(config) # show

aaa user admin

password $1$uYMZohDJj$gP/QPHclkog5k6IopHNQh/
group admin

|

aaa user datacom
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password $1$z9a2TqgCc$23midDa3Bihf0Z1t86YfC1
group admin
|

aaa user newuser
password $1$z9a2dtIk$23midDa3Bihf0Oz1t86YEfC1
!

(config) #

Impacts and precautions

This command does not automatically commit the loaded configuration. The user must
explicitly run the commit command in order to apply the loaded configuration on the
running-config.

A valid file must exist in order to execute this command. It can be a XML file or a
text file with CLI commands.

Configuration not present in the file will not be affected by this command.

When TACACS+ authorization is enabled and the user is allowed to execute the com-
mand load merge the merging will be performed based on all commands present in
the file if it is stored in xml format. Otherwise, if it is stored in text format, which is the
default format, the merge will be done individually for each command present in the file
based on the user permission to execute it. Thus, commands not allowed to be executed
by the user can affect the merge requiring the operation to be aborted.

Hardware restrictions

N/A
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load override
Description

The current configuration is deleted and a new configuration is loaded from file.

Supported Platforms

This command is supported in all platforms.

Syntax

load override file

Parameters
file
Description: Name of the file that contains the configuration to be loaded.
Value: Text

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config

History
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Release Modification

1.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.
Examples:
This example shows how to use the ‘load override’.

The initial configuration of equipment is stored in the ‘all cfg’ file and then the man-
agement IP is changed.

# config
Entering configuration mode terminal
(config) # show aaa
aaa user admin
password $1$uYMZohDj$SgP/QPHclkog5k6IopHNQh/
group admin
|

(config) # save all_cfg

A new user ‘datacom’ is created.

(config) # aaa user datacom password 1234 group admin
(config-user—datacom) # exit
(config) # show aaa
aaa user admin

password $1$SuYMZohDj$gP/QPHclkog5k6IopHNQh/

group admin

|

aaa user datacom

password $1$z9a2TqgCc$23midDa3Bihf0Z1t86YfC1
group admin

|

(config) #

The ‘load override’ command is used to restore the original configuration. Note that the
new user is removed.

(config-user—datacom) # exit

(config)# load override all_cfg

Loading.

188 bytes parsed in 0.09 sec (1.93 KiB/sec)
(config) # show aaa

aaa user admin

password $1$5uYMZohDj$gP/QPHclkog5k6IopHNQh/
group admin

|
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(config) #

Impacts and precautions

This command does not automatically commit the loaded configuration. The user must
explicitly run the commit command in order to apply the loaded configuration on the
running-config.

A valid file must exist in order to execute this command. It can be a XML file or a text
file with CLI commands, but it MUST contain the complete configuration of the device, all
missing configuration will be deleted, the equipment operation may be compromised. In
some cases, the commit may fail if critical configuration is missing.

When TACACS+ authorization is enabled and the user is allowed to execute the com-
mand load override the overriding will be performed based on all commands present
in the file if it is stored in xml format. Otherwise, if it is stored in text format, which is
the default format, the overriding will be done individually for each command present in
the file based on the user permission to execute it. Thus, commands not allowed to be
executed will not remain in the candidate config, resulting in a partial configuration to
be committed.

Hardware restrictions

N/A
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resolved
Description

Used to resolve conflicts related to simultaneous configuration changes. For example, a
conflict may occur if a user updates a configuration but another user commits an update
in the same configuration before the first user can commit.

Supported Platforms

This command is supported in all platforms.

Syntax

resolved

Parameters

N/A

Output Terms

Output Description

Displays a

warning message . . . . .
Examples of this command are displayed in the Usage Guidelines

field.

informing about
the configuration

conflict.

Default

N/A

Command Mode

Configuration mode
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Required Privileges

Audit
History
Release Modification
1.0 This command was introduced.

Usage Guidelines

Open 2 ssh sessions with the same equipment and access the configuration prompt from
interface gigabit 1/1/1:

(config) # interface gigabit-ethernet 1/1/1
(config-gigabit—-ethernet-1/1/1)#

On ssh session 01, change the advertising-abilities as following:

(config-gigabit-ethernet-1/1/1)# advertising-abilities 1Gfull 100Mful
On ssh session 02, change the advertising-abilities as following and commit:

(config-gigabit-ethernet-1/1/1)# advertising-abilities 100Mfull
(config-gigabit-ethernet-1/1/1)# commit
Commit complete.

Go back to ssh session 01 and try to commit. The system shall return the following
message:

(config-gigabit-ethernet-1/1/1)# commit
Aborted: there are conflicts.

Resolve needed before configuration can be committed. View conflicts with

the command ’show configuration’ and execute the command ’resolved’ when done,
or exit configuration mode to abort.

Conflicting configuration items are indicated with a leading ’!’

Conflicting users: admin

It is possible to check the conflicting configuration by executing the command below:

(config-gigabit—-ethernet-1/1/1)# show configuration
! advertising-abilities 100Mfull 1Gfull

Finally, to solve this conflict an apply the configuration, execute the command sequence
below:

(config) # resolved

(config)# commit

Commit complete.

(config) # interface gigabit-ethernet 1/1/1
(config-gigabit—-ethernet-1/1/1)# show
interface gigabit-ethernet 1/1/1

no shutdown

negotiation

duplex full

speed 1G
advertising-abilities 100Mfull 1Gfull
mdix normal
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Impacts and precautions

N/A

Hardware restrictions

N/A
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rollback configuration

Description

Used to return the current configuration to a previously committed configuration. All
changes, from the selected number up to the newest, are rolled back. For example, if
the rollback file number 5 is selected, the changes existing in the files 4, 3, 2, 1 and 0

are rolled back too.

Supported Platforms

This command is supported in all platforms.

Syntax

rollback configuration [ number ]

Parameters
number
Description: Number that identifies the rollback file to be used.
Value: 0-64

Default Value: 0

Default

Return the current configuration to the most recently committed configuration, without

activating it.

Command Mode

Configuration mode

Required Privileges

Config
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History
Release Modification
1.0 This command was introduced.

Usage Guidelines

These examples show how to use the rollback configuration command. It includes a few
additional steps only for better understanding.

Examples:

Generating and visualizing the rollback files. First, it shows the configuration commit

list to illustrate the system’s current state.

# config

Entering configuration mode terminal
(config) # show configuration commit list
1970-01-01 07:28:32

SNo. ID User Client Time Stamp Label Comment
0 10051 admin cli 1970-01-01 07:28:12
1 10050 admin cli 1970-01-01 07:01:59
2 10049 admin cli 1970-01-01 06:29:00
3 10048 admin cli 1970-01-01 06:28:36
4 10047 admin cli 1970-01-01 05:36:01
5 10046 admin cli 1970-01-01 01:49:10
6 10045 admin cli 1970-01-01 01:45:42
7 10044 admin cli 1970-01-01 01:42:42
8 10042 admin cli 1970-01-01 01:32:03
9 10041 admin cli 1970-01-01 01:30:24
10 10040 admin cli 1970-01-01 01:24:45

Then, it configures two different alias and commit them assigning a label. Next, it creates
more two alias and also commit them with another label.

(config) # alias cmd-aliasOl expansion testl
(config-alias-cmd-alias0l) # exit

(config)# alias cmd-alias02 expansion test2
(config-alias-cmd-alias02) # exit

(config) # commit comment "add cmd-alias 1/2"
Commit complete.

(config)# alias cmd-alias03 expansion test3
(config-alias-cmd-alias03) # exit

(config) # alias cmd-alias04 expansion test4
(config-alias-cmd-alias04)# exit

(config) # commit comment "add cmd-alias 3/4"
Commit complete.

(config) # show configuration commit 1list
1970-01-01 07:30:56

SNo. ID User Client Time Stamp Label Comment

0 10053 admin cli 1970-01-01 07:30:49 add cmd-alias 3/4
1 10052 admin cli 1970-01-01 07:30:23 add cmd-alias 1/2
2 10051 admin cli 1970-01-01 07:28:12
3 10050 admin cli 1970-01-01 07:01:59
4 10049 admin cli 1970-01-01 06:29:00
5 10048 admin cli 1970-01-01 06:28:36
6 10047 admin cli 1970-01-01 05:36:01
7 10046 admin cli 1970-01-01 01:49:10
8 10045 admin cli 1970-01-01 01:45:42
9 10044 admin cli 1970-01-01 01:42:42
10 10042 admin cli 1970-01-01 01:32:03
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The command below shows the resultant alias configuration.

(config) # show configuration running alias
alias cmd-aliasO1

expansion testl
|

alias cmd-alias02
expansion test2
|

alias cmd-alias03

expansion test3
|

alias cmd-alias04

expansion test4
|

Finally, the command sequence below uses the rollback command to return the current
configuration to a previously committed configuration. In this case, the last 2 commits
(0 and 1) are rolled back.

(config) # rollback configuration 1
(config) # commit
Commit complete.

As a result, all alias specific configurations (previously configured in this example) were
removed from the system.

(config) # show configuration running alias
% No entries found.

Impacts and precautions

The system stores a limited number of rollback files (65). If the maximum number is
reached, then the oldest configuration is removed before creating a new one. The most
recently committed configuration (the running configuration) is number 0, the next most
recent is number 1, etc.

This command does not automatically commit the rolled back configuration. The user
must explicitly run the commit command in order to apply the configuration.

When a firmware upgrade is performed some commands might have been modified and
the use of rollback command might fail if the rollback contains commands modified be-
tween firmware versions. In this case it is recommended to execute the configuration
step by step again.

When TACACS+ authorization is enabled and the user is allowed to execute the com-

mand rollback configuration the operation will be done independent from the user
permission to execute the commands in the rollback files.
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Hardware restrictions

N/A
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rollback selective
Description

Used to return the current configuration to a previously committed configuration. Only
the changes existing in selected rollback file are rolled back.

Supported Platforms

This command is supported in all platforms.

Syntax

rollback selective [ number ]

Parameters
number
Description: Number that identifies the rollback file to be used.
Value: 0-64

Default Value: 0

Default

Return the current configuration to the most recently committed configuration, without
activating it.

Command Mode

Configuration mode

Required Privileges

Config

History
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Release Modification

1.0 This command was introduced.

Usage Guidelines

These examples show how to use the rollback selective command. It includes a few ad-
ditional steps only for better understanding.

Examples:

Generating and visualizing the rollback files. First, it shows the configuration commit

list to illustrate the system’s current state.

# config

Entering configuration mode terminal
(config) # show configuration commit list
1970-01-01 07:28:32

SNo. ID User Client Time Stamp Label Comment
0 10051 admin cli 1970-01-01 07:28:12
1 10050 admin cli 1970-01-01 07:01:59
2 10049 admin cli 1970-01-01 06:29:00
3 10048 admin cli 1970-01-01 06:28:36
4 10047 admin cli 1970-01-01 05:36:01
5 10046 admin cli 1970-01-01 01:49:10
6 10045 admin cli 1970-01-01 01:45:42
7 10044 admin cli 1970-01-01 01:42:42
8 10042 admin cli 1970-01-01 01:32:03
9 10041 admin cli 1970-01-01 01:30:24
10 10040 admin cli 1970-01-01 01:24:45

Then, it configures two different alias and commit them assigning a label. Next, it creates
more two alias and also commit them with another label.

(config) # alias cmd-aliasOl expansion testl
(config-alias-cmd-alias0l) # exit

(config) # alias cmd-alias02 expansion test2
(config-alias-cmd-alias02)# exit

(config) # commit comment "add cmd-alias 1/2"
Commit complete.

(config)# alias cmd-alias03 expansion test3
(config-alias-cmd-alias03)# exit

(config) # alias cmd-alias04 expansion test4
(config-alias-cmd-alias04)# exit

(config) # commit comment "add cmd-alias 3/4"
Commit complete.

(config) # show configuration commit 1list
197070%701 07:30:56

SNo. I User Client Time Stamp Label Comment

0 10053 admin cli 1970-01-01 07:30:49 add cmd-alias 3/4
1 10052 admin cli 1970-01-01 07:30:23 add cmd-alias 1/2
2 10051 admin cli 1970-01-01 07:28:12

3 10050 admin cli 1970-01-01 07:01:59

4 10049 admin cli 1970-01-01 06:29:00

5 10048 admin cli 1970-01-01 06:28:36

6 10047 admin cli 1970-01-01 05:36:01

7 10046 admin cli 1970-01-01 01:49:10

8 10045 admin cli 1970-01-01 01:45:42

9 10044 admin cli 1970-01-01 01:42:42

10 10042 admin cli 1970-01-01 01:32:03

The command below shows the resultant alias configuration.
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(config) # show configuration running alias
alias cmd-aliasO1l

expansion testl
|

alias cmd-alias02

expansion test2
|

alias cmd-alias03
expansion test3
|

alias cmd-alias04

expansion test4
|

Finally, the command sequence below uses the rollback selective command to return the
current configuration to a previously committed configuration. In this case, the “commit
1" is rolled back.

(config)# rollback selective 1
(config) # commit
Commit complete.

As a result, all configurations applied by “commit 1” (previously configured in this ex-
ample) were removed from the system.

(config) # show configuration running alias
alias cmd-alias03

expansion test3
!

alias cmd-alias04

expansion test4
|

Impacts and precautions

The system stores a limited number of rollback files (65). If the maximum number is
reached, then the oldest configuration is removed before creating a new one. The most
recently committed configuration (the running configuration) is number 0, the next most
recent is number 1, etc.

This command does not automatically commit the rolled back configuration. The user
must explicitly run the commit command in order to apply the configuration.

When a firmware upgrade is performed some commands might have been modified and
the use of rollback command might fail if the rollback contains commands modified be-
tween firmware versions. In this case it is recommended to execute the configuration
step by step again.

When TACACS+ authorization is enabled and the user is allowed to execute the command

rollback selective the operation will be done independent from the user permission to
execute the commands present in the selected commit.
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Hardware restrictions

N/A

DATACOM DmOS 9.2.0 - Command Reference 92| 1802



Chapter 3: Management - Configuration

save
Description

Used to save all or parts of the current configuration to a file.

Supported Platforms

This command is supported in all platforms.

Syntax

save file [xml] [pathfilter]

Parameters
file
Description: Name of the file where the configurations will be saved.
Value: Text

Default Value: N/A

xml
Description: Save the configuration in XML format. If this parameter is not
used the configuration will be saved in text format as visualized
in show command.
Value: N/A
Default Value: N/A
pathfilter
Description: Specify a filter to save only parts of the current configuration.
Value: Text
Default Value: N/A
Default

Save the whole configuration using the same format as visualized in show command.
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Command Mode

Configuration mode

Required Privileges

Audit
History
Release Modification
1.0 This command was introduced.

Usage Guidelines

The following examples show how to use the save command with each parameter.
Examples:

The command sequence below, shows how to save the current configuration into a file

named cfg001.

# config

(config) # save cfg001

(config) # exit

# file show cfg001

aaa user admin
password $1S$BuQV.kcR$JkYGm./9vB8LIS5bjCjEpkl
group admin

|

router static 0.0.0.0/0 next-hop 10.4.16.1

|

interface gpon 1/1/7
upstream—-fec
downstream-fec
no shutdown

|

interface gpon 1/1/8
upstream-fec
downstream-fec

no shutdown
|

The command sequence below, shows how to save the current configuration into a file
named cfg002, using xml format.
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# config

(config) # save cfg002 xml

(config) # exit

# file show cfg002

<config xmlns="http://tail-f.com/ns/config/1.0">
<bfd xmlns="http://tail-f.com/ns/bfd-stub">

<stub>
</stub>
</bfd>
<config xmlns="urn:dmos">
<interface>
<gigabit-ethernet xmlns="urn:dmos:dmos-interface-ethernet">
<id>1/1/1</id>

<shutdown>false</shutdown>
<negotiation>true</negotiation>
<duplex>full</duplex>
<speed>1G</speed>
<advertising-abilities>1Gfull</advertising-abilities>
<mdix>normal</mdix>

</gigabit—-ethernet>

<dotlg xmlns="http://tail-f.com/ns/example/vlan-manager">
<vlan>
<vlan-id>1</vlan-id>
<interface>
<interface-name>gigabit-ethernet 1/1/9</interface-name>
</interface>
</vlan>
</dotlg>

The command sequence below, shows how to save a partial configuration into a file
named cfg003.

# config
(config) # save cfg003 dotlg
Saving dotlg
(config) # exit
# file show cfg003
dotlqg
vlan 1

interface gigabit-ethernet 1/1/9
1

The command sequence below, shows how to save a partial configuration into a file
named cfg004, using xml format.

# config
(config)# save cfg004 xml dotlg
Saving parts of the configuration.
(config) # exit
# file show cfg004
<config xmlns="http://tail-f.com/ns/config/1.0">
<dotlg xmlns="http://tail-f.com/ns/example/vlan-manager">
<vlan>
<vlan-id>1</vlan-id>
<interface>
<interface-name>gigabit-ethernet 1/1/9</interface-name>
</interface>
</vlan>
</dotlq>
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Impacts and precautions

N/A

Hardware restrictions

N/A
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show
Description

Used to display all running configuration (applied by commits) without the default values.
It can be used to display all fields when editing a subgroup configuration (e.g. a specific
user in users configuration).

Supported Platforms

This command is supported in all platforms.

Syntax

show { pathfilter }

Parameters
pathfilter
Description: Specifies a filter to display only a specific configuration
Value: Text

Default Value: N/A

Output Terms

Output Description

Displays

information Examples of this command are displayed in the Usage Guidelines
about the system field

configuration

Default

All running configuration are displayed
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Command Mode

Configuration mode

Required Privileges

Audit
History
Release Modification
1.0 This command was introduced.

Usage Guidelines

The examples below shows how to use the command show.
Examples:

Example 1:

(config) # show

aaa user admin

password $15UoyZaDJS$aUxgMRkWXhhKCRmzqwasd/
group admin

|

alias bla
expansion bla7
|

bfd

|

interface mgmt 1/1/1

ipv4 address 10.4.16.132/22
|

router static 0.0.0.0/0 next-hop 10.4.16.1
|

snmp agent enabled

snmp agent version v2c

snmp agent version v3

snmp agent max-message-size 50000
snmp community public

sec-name public

|

snmp notify std_vl_trap
tag std_vl_trap
|

snmp notify std_v2_inform
tag std_v2_inform

type inform
|

snmp notify std_v2_trap
tag std_v2_trap
|
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Example 2:

(config)# show aaa
aaa user admin
password $15UoyZaDJS$aUxgMRkWXhhKCRmzqwasd/

group admin
|

Impacts and precautions

N/A

Hardware restrictions

N/A
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show banner login
Description

Display login banner.

Supported Platforms

This command is supported in all platforms.

Syntax

show banner login

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
login
Description: Display login banner.
Value: N/A

Default Value: N/A

Output Terms

Output Description

Displays the login banner formatted as it will be shown on login via
Login banner
console, SSH or Telnet.

Default

N/A
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Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
4.6 This command was introduced.

Usage Guidelines

DM4610# show banner login
Login banner will be displayed as shown inside <>

R R R I R I I R R ik kI R Sk ki ki

* k% Only authorized personnel are allowed to access this piece of equipment. *x*x*
* ok ok Others are urged to log off IMMEDIATELY. * ok ok
* K Kk * K Kk
* K Kk Somente pessoal autorizado pode acessar este equipamento. * KKk
* % Kk Outros, por favor, desconectar IMEDIATAMENTE. * kK

* Kk k * Kk Kk
R I b b bk kb kI I I I S I ki kI Rk ki ik i

>
DM4610#

Impacts and precautions

None.

Hardware restrictions

None.
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show configuration

Description

Used to list all uncommitted configuration changes.

Supported Platforms

This command is supported in all platforms.

Syntax

show configuration { this | diff | merge } [ pathfilter ]

Parameters

this
Description:

Value:

Default Value:

diff
Description:

Value:

Default Value:

merge

Description:

Value:

Default Value:

pathfilter
Description:

Value:

Default Value:

DATACOM

Shows the configuration changes in CLI format.
N/A

N/A

Shows the changes using diff notation.
N/A

N/A

Shows the complete configuration merging the running config-
uration to the uncommitted changes.

N/A

N/A

Specifies a filter to display only a specific configuration change.
Text

N/A
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Output Terms

Output Description

Displays the
difference between

the candidate . . . . .
Examples of this command are displayed in the Usage Guidelines

field

and commited
configurations
for the specified

module.

Default

N/A

Command Mode

Configuration mode

Required Privileges

Audit

History

Release Modification

1.0 This command was introduced.

Usage Guidelines

In order to check the “show configuration” command functionality, it is necessary to
change the system default configuration and then execute:

show configuration <path>.

The example below, shows how to use the command show configuration.

Example:
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If the candidate configuration is empty, the equipment shall return the message stated
below:

(config) # show configuration diff
% No configuration changes found.

The same idea applies when a module is specified:

(config) # show configuration diff aaa
% No configuration changes found.

Now, to clarify the purpose and operation of this command, the example below will

perform a change in the configuration. In this case, the gigabit-ethernet 1/1/1 interface
was activated.

(config) # interface gigabit-ethernet 1/1/1
(config-gigabit-ethernet-1/1/1)# no shutdown
(config-gigabit—-ethernet-1/1/1)# exit

Then, it is possible to verify the diference between the candidate and commited con-
figuration.

(config) # show configuration this interface gigabit-ethernet 1/1/1
interface gigabit-ethernet 1/1/1

no shutdown

|

And if the user wants to check this difference using diff notation:

(config) # show configuration diff interface gigabit-ethernet 1/1/1
interface gigabit-ethernet 1/1/1
— shutdown

+ no shutdown
|

Impacts and precautions

N/A
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Hardware restrictions

N/A
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show configuration commit changes
Description

Used to display the content of a commit file. A commit file is saved with new config-
urations any time a commit command is performed. These files can also be used in a
rollback command.

Supported Platforms

This command is supported in all platforms.

Syntax

show configuration commit changes [ diff ] [ id [ pathfilter 1]

Parameters
diff
Description: Marks the changes between running-config and rollback file us-
ing the diff notation.
Value: N/A

Default Value: N/A

id
Description: For a valid value of id number, read the explanation example in
the Usage Guidelines field.
Value: Number
Default Value: N/A
pathfilter
Description: Specifies a filter to display only a specific configuration.
Value: Text

Default Value: N/A

Output Terms
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Output Description

Displays the . . . . .
Examples of this command are displayed in the Usage Guidelines

field.

content of a

commit file.

Default

N/A

Command Mode

Configuration mode

Required Privileges

Audit

History

Release Modification

1.0 This command was introduced.

Usage Guidelines

These examples show how to use the show configuration commit changes command. It
includes a few additional steps only for better understanding.

Examples:

In the first boot of system the commit list is empty:

Welcome to the DmOS CLI

admin connected from 127.0.0.1 using console on
# config

Entering configuration mode terminal

(config) # show configuration commit list

% no rollback files found

(config) #

If an invalid id is used the following message is displayed:
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(config) # show configuration commit changes 10
Error: invalid rollback number

Now, just to illustrate a pratical and valid command use, the command sequences below
shall perform three configuration changes. First, the management IP address is changed
and committed:

(config)# interface mgmt 1/1/1
(config-mgmt-1/1/1)# no ipv4 address
(config-mgmt-1/1/1)# ipv4 address 10.4.16.132/22
(config-mgmt-1/1/1) # exit

(config)# commit

Commit complete.

(config) #

Secondly, a static router is added and committed:

(config)# router static 0.0.0.0/0 next-hop 10.4.16.1
(config-static-0.0.0.0/0/10.4.16.1)# exit

(config) # commit

Commit complete.

(config) #

Finally, two new users are added and committed:

(config) # aaa user datacom_ 1 password 1234 group admin
(config-user-datacom_1) # exit

(config) # aaa user datacom_2 password 1234 group admin
(config-user—-datacom_2)# exit

(config) # commit

Commit complete.

(config) #

Now the commit list has three items:

(config)# show configuration commit list
1970-01-01 00:09:02

SNo. ID User Client Time Stamp Label Comment
0 10002 admin cli 1970-01-01 00:04:55

1 10001 admin cli 1970-01-01 00:04:44

2 10000 admin cli 1970-01-01 00:04:33

(config) #

Summary descriptions of the command:

(config) # show configuration commit ?
Possible completions:
changes Changes for a given rollback id
list Show commit history
(config) # show configuration commit changes ?
Possible completions:

0 1970-01-01 00:04:55 by admin via cli
1 1970-01-01 00:04:44 by admin via cli
2 1970-01-01 00:04:33 by admin via cli
diff Changes for a given rollback id
<cr> latest

(config) #

Using the command with its parameters:

(config) # show configuration commit changes

|
! Created by: admin

! Date: 1970-01-01 00:04:55
! Client: cli

|

aaa user datacom_1

password $1$VmUUO6GUSCE36xMHMikZBXDxgwYsXW0
group admin

|

aaa user datacom_2

password $1$5dZ1FwQD$2SF8Q6K7pHMGNnd7xGLWhS1
group admin
|
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Showing changes that were committed for a given commit id (id = 0):

(config) #

(config) # show configuration commit changes 0
|

! Created by: admin

! Date: 1970-01-01 00:04:55

! Client: cli

|

aaa user datacom_1

password $1$VmUUO6GUSCE36xMHM1kZBXDxgwYsXWO
group admin

|

aaa user datacom_2

password $1$5dZ1FwQD$2SF8Q6K7pHMGNd7xGLWhS1
group admin

!

.Showing changes that were committed for a given commit id (id = 1):

(config) #

(config) # show configuration commit changes 1
|

! Created by: admin

! Date: 1970-01-01 00:04:44

! Client: cli

|

router static 0.0.0.0/0 next-hop 10.4.16.1
|

.Showing changes that were committed for a given commit id (id = 2):

(config) #

(config) # show configuration commit changes 2
!

!

Created by: admin
! Date: 1970-01-01 00:04:33
! Client: cli
!
interface mgmt 1/1/1
no ipv4 address
ipv4 address 10.4.16.132/22
|

.Showing the changes between running-config and rollback file (id = 0) using the diff
notation:

(config) #

(config) # show configuration commit changes diff 0
|

!

Created by: admin
! Date: 1970-01-01 00:04:55
! Client: cli
|
+aaa user datacom_1
+ password $1$VmUUO6GUSCE36xMHMikZBXDxgwYsXWO0
+ group admin
+!
+aaa user datacom_2
+ password $1$5dZ1FwQD$2SF8Q6K7pHMGNnd7xGLWhS1
+ group admin
+!

Showing the changes between running-config and rollback file (id = 0) to a specific
configuration (aaa) using the diff notation:

(config) #

(config)# show configuration commit changes diff 0 aaa user datacom_2
|

!

Created by: admin
! Date: 1970-01-01 00:04:55
! Client: cli
|
+aaa user datacom_2
+ password $1$5dZ1FwQDS$2SF8Q6K7pHMGnd7xGLWhS1
+ group admin
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+!
(config) #

Impacts and precautions

N/A

Hardware restrictions

N/A
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show configuration commit list.
Description

Shows a list including all configuration commits stored in the commit database.

Supported Platforms

This command is supported in all platforms.

Syntax

show configuration commit list { nhum | pathfilter }

Parameters
num
Description: Number of commit IDs (beginning with the most recent commit)
that will be displayed
Value: Positive number

Default Value: 100

pathfilter
Description: Specifies a filter to display only commit IDs that contain a spe-
cific configuration
Value: Text

Default Value: N/A

Output Terms
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Output Description

The output

displays the . . . . .
Examples of this command are displayed in the Usage Guidelines

field

commit IDs that
are available for

rollback

Default

Show all existing files

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.0 This command was introduced

Usage Guidelines

Use the show configuration commit list command to list the commit IDs (up to 65) that
are available for rollback. The newest 65 commits are stored by the system. As new
commit IDs are added, the oldest commit IDs are discarded.

Examples:

(config) # show configuration commit list
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2016-01-01 09:02:07

SNo. ID User Client Time Stamp Label Comment
0 10068 admin cli 2015-03-26 16:17:40
1 10067 admin cli 2015-03-26 16:15:03
2 10066 oper cli 2015-03-26 16:13:35
3 10065 admin cli 2015-03-26 14:43:03
4 10059 oper cli 2015-03-26 14:09:34
5 10058 oper cli 2015-03-26 13:55:31
6 10056 oper cli 2015-03-26 13:54:25
7 10054 admin cli 2015-03-26 13:45:39
8 10053 admin cli 2015-03-26 13:45:00
9 10051 admin cli 2015-03-26 13:43:26
10 10044 admin cli 2015-03-25 14:33:31
11 10043 admin cli 2015-03-25 14:32:47
12 10042 admin cli 2015-03-25 11:30:25

It is also possible to limit the number of commits displayed in the command output, by
using the num parameter. The example below, shows the last 3 configuration commits
executed by the user.

(config) # show configuration commit list 3
2016-01-01 09:03:44

SNo. ID User Client Time Stamp Label Comment
0 10068 admin cli 2015-03-26 16:17:40
1 10067 admin cli 2015-03-26 16:15:03
2 10066 oper cli 2015-03-26 16:13:35

An example showing when a specific configuration filter is used:

(config) # show configuration commit list aaa
2016-01-01 09:04:14

SNo. ID User Client Time Stamp Label Comment
0 10068 admin cli 2015-03-26 16:17:40
1 10067 admin cli 2015-03-26 16:15:03
12 10042 admin cli 2015-03-25 11:30:25

Impacts and precautions

N/A

Hardware restrictions

N/A
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show configuration rollback changes
Description

Used to display the changes applied after a specific commit file is used in a rollback
command.

Supported Platforms

This command is supported in all platforms.

Syntax

show configuration rollback changes [ diff | [ id ]

Parameters
diff
Description: Marks the changes using diff notation.
Value: N/A

Default Value: N/A
id
Description: For a valid value of id number, read the explanation example in
the Usage Guidelines field.

Value: Number

Default Value: N/A

Output Terms
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Output Description

Displays the

changes applied

after a specific Examples of this command are displayed in the Usage Guidelines
commit file is field.

used in a rollback

command.

Default

N/A

Command Mode

Configuration mode

Required Privileges

Audit
History
Release Modification
1.0 This command was introduced.

Usage Guidelines

These examples show how to use the show configuration rollback changes command. It
includes a few additional steps only for better understanding.

Examples:

In the first boot of system the commit list is empty.

Welcome to the DmOS CLI
admin connected from 127.0.0.1 using console on
# config
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Entering configuration mode terminal
(config) # show configuration commit 1list
% no rollback files found

(config) #

If an invalid id is used the following message is displayed.

(config) # show configuration rollback changes 10
Error: invalid rollback number

Now, just to illustrate a pratical and valid command use, the command sequences below
shall perform three configuration changes. First, the management IP address is changed
and committed.

(config)# interface mgmt 1/1/1
(config-mgmt-1/1/1)# no ipv4 address
(config-mgmt-1/1/1)# ipv4 address 10.4.16.132/22
(config-mgmt-1/1/1)# exit

(config)# commit

Commit complete.

(config) #

Secondly, a static router is added and committed.

(config)# router static 0.0.0.0/0 next-hop 10.4.16.1
(config-static-0.0.0.0/0/10.4.16.1)# exit

(config) # commit

Commit complete.

(config) #

Now the commit list has two items.

(config)# show configuration commit list
1970-01-01 00:09:02

SNo. ID User Client Time Stamp Label Comment
0 10001 admin cli 1970-01-01 00:04:44

1 10000 admin cli 1970-01-01 00:04:33

(config) #

Summary descriptions of the command.

(config) # show configuration rollback ?
Possible completions:

changes Changes for rolling back last n commits
(config)# show configuration rollback changes ?
Possible completions:

0 1970-01-01 00:04:44 by admin via cli
1 1970-01-01 00:04:33 by admin via cli
diff Changes for rolling back last n commits
<cr> latest

(config) #

Using the command with its parameters.

(config)# show configuration rollback changes
no router static 0.0.0.0/0 next-hop 10.4.16.1
(config) #

(config) # show configuration rollback changes 0
no router static 0.0.0.0/0 next-hop 10.4.16.1
(config) #

(config) # show configuration rollback changes 1
interface mgmt 1/1/1

no ipv4 address

ipv4 address 192.168.0.25/24

|

no router static 0.0.0.0/0 next-hop 10.4.16.1
(config) #
(config)# show configuration rollback changes diff 1
interface mgmt 1/1/1
- ipv4 address 10.4.16.132/22
+ ipv4 address 192.168.0.25/24
|

-router static 0.0.0.0/0 next-hop 10.4.16.1
— 1

(config) #
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Impacts and precautions

When a firmware upgrade is performed some commands might have been modified
and the use of rollback command might fail if the rollback contains commands modified
between firmware versions. In this case it is recommended to execute the configuration
step by step again.

Hardware restrictions

N/A
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show configuration running
Description

Used to display all running configurations without the default values.

Supported Platforms

This command is supported in all platforms.

Syntax

show configuration running [ pathfilter ]

Parameters
pathfilter
Description: Specifies a filter to display only a specific configuration.
Value: Text

Default Value: N/A

Output Terms

Output Description

Displays

the running

configuration Examples of this command are displayed in the Usage Guidelines
without its field.

default values.

Default

N/A
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Configuration mode

Required Privileges
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Audit
History
Release Modification
1.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:

These examples shows how to use the show configuration running command.

# config
Entering configuration mode terminal
(config) # show configuration running
aaa user admin
password $1$DMOzVTxJS$pczOpWZo2hIUl0r0VUfce.
group admin
|

interface mgmt 1/1/1
ipv4d address 192.168.0.25/24
|

snmp agent enabled
snmp agent version v2c
snmp agent version v3
snmp agent max-message—-size 50000
snmp community public
sec—-name public
|
snmp vacm group public
member public
sec-model [ v2c ]
|
access v2c no-auth-no-priv
read-view root
write-view root

notify-view root
!

(config) #
# config
Entering configuration mode terminal

(config) # show configuration running interface
interface mgmt 1/1/1
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ipv4 address 192.168.0.25/24
|

(config) #

Impacts and precautions

N/A

Hardware restrictions

N/A
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show running-config
Description

Used to display all the current configurations (applied by commits). The configurations
with default values will not be displayed.

Supported Platforms

This command is supported in all platforms.

Syntax

show running-config [ pathfilter ]

Parameters
pathfilter
Description: Specifies a filter to display only a specific configuration.
Value: Text

Default Value: N/A

Output Terms

Output Description

Displays

the running

configuration Examples of this command are displayed in the Usage Guidelines
without its field.

default values.

Default

N/A
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Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.
Example:

These examples shows how to use the show running-config command.

# show running-config

aaa user admin
password $1$UoyzaDJS$aUxgMRkWXhhKCRmzLkolx/
group admin

|

bfd
!

interface mgmt 1/1/1
ipv4 address 10.4.16.132/22
|

router static 0.0.0.0/0 next-hop 10.4.16.1
|

snmp agent enabled

snmp agent version v2c

snmp agent version v3

snmp agent max-message-size 50000
snmp community public

sec—-name public

|

snmp notify std_vl_trap

tag std_vl_trap

|

snmp notify std_v2_inform

tag std_v2_inform

If a filter is specified, the command returns only the respective
configuration. For instance, the command below shows all management
interface configuration

# show running-config interface mgmt
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interface mgmt 1/1/1

ipv4 address 10.4.16.132/22
|

#

Impacts and precautions

N/A

Hardware restrictions

N/A
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top
Description

Used to exit to the top level of configuration mode or execute a command at the top
level of the configuration.

Supported Platforms

This command is supported in all platforms.

Syntax

top [ command ]

Parameters
command
Description: It is an optional parameter that specifies a command to be ex-
ecuted at the top level of configuration.
Value: Text

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Audit

History
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Release Modification

1.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This examples shows how to use the top command. Exit to the top level of configuration
mode.

# config

Entering configuration mode terminal
(config) # aaa user config
(config-user-config)# top

(config) #

Execute a command at the top level of the configuration. In this example the command
“interface 13 L3-name” is executed at the top of configuration creating a new interface

but keep the actual configuration level.

# config

Entering configuration mode terminal

(config) #aaa user config

(config-user-config)# top interface 13 L3-name
(config-user—-config) #

(config-user-config)# show interface 13
interface 13 L3-name

|

(config-user-config) #

Execute the command top and enter in other configuration level. In this example using

“w,.n

;" is possible to execute top command and enter at interface 13 configuration level.
# config

Entering configuration mode terminal

(config) #aaa user config

(config-user—-config)# top ; interface 13 L3-name
(config-13-L3-name) #

Impacts and precautions

N/A

Hardware restrictions

N/A
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FIRMWARE

This topic describes the commands related to firmware management such as commands
to identify current version or to execute an upgrade.

request firmware onu add
Description

This command is used to download a remotely stored ONU firmware file and store it
localy.

Supported Platforms

This command is supported only in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4618.

Syntax

request firmware onu add protocol://A.B.C.D/path/fw_name

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

protocol://A.B.C.D/path/fw_name

Description: Download and store an ONU firmware file in the local device
to be used in a remote device ONU update. This parameter
specifies the ‘protocol’ (available protocol is TFTP); the remote
server address ‘A.B.C.D’ (IPv4 address); and the path and name
‘path/fw_name’ of the firmware stored in the remote server.

Value: Max. Length 765

Default Value: N/A

Default

N/A
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Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Admin
History
Release Modification
1.4 This command was introduced.
2.0 The command was modified to remove remote option
49 Added text to Impacts and precautions about ONU FW available flash

memory.

Usage Guidelines

Use the request firmware onu add command to download and store a new ONU firmware

file in the local device.

Impacts and precautions

There is up to 106 MB available for ONU firmware files in the equipment flash memory.

Hardware restrictions

N/A
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request firmware onu remove
Description

This command is used to remove a ONU firmware file stored in the local device.

Supported Platforms

This command is supported only in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4618.

Syntax

request firmware onu remove filename

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
filename
Description: Delete an ONU firmware file stored in the local device. This
parameter specifies the name of the ONU firmware file to be
removed.
Value: Max. Length 255

Default Value: N/A

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.
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Required Privileges

Admin
History
Release Modification
1.4 This command was introduced.

Usage Guidelines

Use the request firmware onu remove command to delete a downloaded ONU firmware
file from the local device.

Impacts and precautions

N/A

Hardware restrictions

N/A
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DIAGNOSTICS

This topic describes the commands related to management diagnostic such as com-
mands to verify some interface connection, to check CPU usage or to execute a traffic
mirror.

clear core-dump
Description

Deletes a core-dump file of the list. Uses the file name.

Supported Platforms

This command is supported in all platforms.

Syntax

clear core-dump filename

Parameters
filename
Description: Name of core dump file to be deleted
Value: File name or ‘all’ to delete all core dumps

Default Value: No default value.

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.
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Required Privileges

Admin
History
Release Modification
1.0 This command was introduced.

Usage Guidelines
To clear existing core-dump file, as in the example below.

DM4610# clear core-dump core-file.5407.111222333.core.gz
Success!

DM4610#

Impacts and precautions

N/A

Hardware restrictions

N/A
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Description
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Clear statistics counters for User-Defined Counter instances. If no parameters are given

all user-defined counters will be cleared.

Supported Platforms

This command is supported in all platforms.

Syntax

clear counters [ { ingress | egress } [ id counter-id ] ]

Parameters

ingress

Description:

Value:

Default Value:

egress

Description:

Value:

Default Value:

id counter-id

Description:

Value:

Default Value:

DATACOM

Clear counters of ingress stage. If no IDs are given all counters
of ingress stage will be cleared.

N/A

N/A

Clear counters of egress stage. If no IDs are given all counters
of egress stage will be cleared.

N/A

N/A

Counter ID to be cleared. It supports multiple IDs by using
range/list syntax (e.g. 1-3,5).

1-512

N/A
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Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
4.9 This command was introduced.

Usage Guidelines

Given the equipment has ingress counters 1, 3, 5 and 7 and egress counters 2, 4, 6 and
8 configured.

# show counters
INGRESS COUNTERS
ID DESCRIPTION VALUE TYPE

1 One 6546 octets
3 Three 47984 octets
5 Five 1321 octets
7 Seven 71211 octets

EGRESS COUNTERS
ID DESCRIPTION VALUE TYPE

2 Two 19655 octets
4 Four 75203 octets
6 Six 5616 octets
8 Eight 39458 octets

Let’s clear ingress counter 1:

# clear counters ingress id 1
# show counters

INGRESS COUNTERS

ID DESCRIPTION VALUE TYPE

1 One 0 octets
3 Three 47984 octets
5 Five 1321 octets
7 Seven 71211 octets
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EGRESS COUNTERS
ID DESCRIPTION VALUE TYPE

2 Two 19655 octets
4 Four 75203 octets
6 Six 5616 octets
8 Eight 39458 octets

Now let’s clear ingress counters 3 and 7 by using list syntax:

# clear counters ingress id 3,7
# show counters

INGRESS COUNTERS

ID DESCRIPTION VALUE TYPE

1 One 0 octets
3 Three 0 octets
5 Five 1321 octets
7 Seven 0 octets

EGRESS COUNTERS
ID DESCRIPTION VALUE TYPE

2 Two 19655 octets
4 Four 75203 octets
6 Six 5616 octets
8 Eight 39458 octets

It is possible to clear multiple counters by using range syntax, so let’s clear egress coun-
ters from ID 4 up to ID 8. Note that in that range there are non-existent counters and
they are going to be ignored:

# clear counters egress id 4-8

Counter ID 5 doesn’t exist. Skipping...
Counter ID 7 doesn’t exist. Skipping...
# show counters

INGRESS COUNTERS

ID DESCRIPTION VALUE TYPE

1 One 0 octets
3 Three 0 octets
5 Five 1321 octets
7 Seven 0 octets

EGRESS COUNTERS
ID DESCRIPTION VALUE TYPE

2 Two 19655 octets
4 Four 0 octets
6 Six 0 octets
8 Eight 0 octets

To clear all counter of a given stage just omit the ID:

# clear counters egress

# show counters

INGRESS COUNTERS

ID DESCRIPTION VALUE TYPE

1 One 0 octets
3 Three 0 octets
5 Five 1321 octets
7 Seven 0 octets

EGRESS COUNTERS
ID DESCRIPTION VALUE TYPE

2 Two 0 octets
4 Four 0 octets
6 Six 0 octets
8 Eight 0 octets
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To clear all counters of all stages just omit all parameters:

# clear counters

# show counters

INGRESS COUNTERS

ID DESCRIPTION VALUE TYPE

1 One 0 octets
3 Three 0 octets
5 Five 0 octets
7 Seven 0 octets

EGRESS COUNTERS
ID DESCRIPTION VALUE TYPE

2 Two 0 octets
4 Four 0 octets
6 Six 0 octets
8 Eight 0 octets

Impacts and precautions

The clear operation is valid for all user interfaces. That means that a clear operation
done through CLI, for example, will affect the values shown in all other user interfaces
too i.e. SNMP and NETCONF.

Hardware restrictions

None
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clear statistics
Description

This command clears the statistics counters of an interface.

Supported Platforms

This command is supported in all platforms.

Syntax

clear statistics interface-name

Parameters

interface-name

Description: Interface id referencing chassis/slot/port respectively or an id
referencing a specified LAG.

Value: { { gigabit-ethernet | ten-gigabit-ethernet | twenty-five-
g-ethernet | forty-gigabit-ethernet | hundred-gigabit-ethernet
Y c/s/p | lagid }

Default Value: None

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
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History

Release Modification

1.2 This command was introduced.

3.0 Added support for 40G interfaces.

4.6 Added support for 100G and LAG interfaces.
5.0 Added support for 25G.

Usage Guidelines

The CLI and Netconf values are subject to this command and should not be used for
accounting or billing.

Impacts and precautions

Once issued, this command will set all counters to 0 on the network interface interface-
name, on the CLI and NetConf access interfaces. Other access interfaces will not be
cleared by this command. The values on these access interfaces should not be used for
accounting or billing (see usage guidelines).

Hardware restrictions

N/A
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Description
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Copies a core-dump file using the TFTP or SCP protocol to valid host.

Supported Platforms

This command is supported in all platforms.

Syntax

copy core-dump filename protocol://ip-address/ [username /ogin] [password pass]

[source {ip-address | interface}]

Parameters

filename
Description:
Value:
Default Value:
protocol
Description:
Value:
Default Value:
ip-address
Description:
Value:
Default Value:
username
Description:
Value:

Default Value:

DATACOM

Name of core dump file to be copied
File name or ‘all’ to copy all core dumps

No default value.

Protocol to be used to upload core dump file
tftp or scp

None.

IP address of destination host.
a.b.c.d or X:X:X:X::X

None.

The username is required by SCP protocol.

Max. Length 40

N/A

DmOS 9.2.0 - Command Reference 138 | 1802



Chapter 3: Management - Diagnostics

password
Description: The password is required by SCP protocol.
If ommited in the command, the system will ask for the pass-
word.
Value: Max. Length 40

Default Value: N/A
source {ip-address | interface}

Description: Specify the source ip address or the interface name where core
dump file should be send through.

Value: ip-address - IP address from a configured interface in a.b.c.d or
XXX XX format;
or

interface - name of the management or I3 interface in I13-<name>,
mgmt-<c>/<s>/<p> format.

Default Value: None.

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Admin

History
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Release Modification

1.0 This command was introduced.

55 Changed parameters order and included ‘scp’ option for protocol param-
' eter.

2.4 Included IPv6 and VRF support.

Usage Guidelines

To copy core-dump file to existing remote host using TFTP protocol as in the example
below.

DM4610# copy core-dump core-file.5407.111222333.core.gz tftp://172.22.110.12
Transfer complete.
DM4610#

To copy core-dump file to existing remote host using SCP protocol as in the example be-
low.

DM4610# copy core—-dump core-file.5407.111222333.core.gz scp://172.22.110.12/~
User name: user

Password: **x%x%x*

Transfer complete.

DM4610#

To copy core-dump file to existing remote host using SCP protocol and IPv6 as in the
example below.

DM4610# copy core-dump core-file.5407.111222333.core.gz scp://2001:db8::10/~
User name: user

Password: *x*xx

Transfer complete.

DM4610#

To copy core-dump file to existing remote host using TFTP protocol and source ip address
as in the example below.

DM4610# copy core-dump core-file.540.1.core.gz tftp://172.22.110.12 source 10.1.1.1
Transfer complete.
DM4610#

To copy core-dump file to existing remote host using TFTP protocol and source interface
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as in the example below.

DM4610# copy core-dump core-file.540.1l.core.gz tftp://172.22.110.12 source 13-v1lan200
Transfer complete.
DM46104#

Impacts and precautions

N/A

Hardware restrictions

N/A
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Description
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Copy file using TFTP or SCP protocol to/from valid host.

Supported Platforms

This command is supported in all platforms.

Syntax

copy file { local-filename | protocol://ip-address/remote-path } { protocol://ip-address/remote-

path | remote-filename } [username /ogin | password pass | port number | rename

name | source {ip-address | interface} I*

Parameters

local-filename

Description:

Value:

Default Value:

protocol
Description:

Value:

Default Value:

ip-address
Description:

Value:

Default Value:

remote-path

Description:

DATACOM

Name of local file to be copied to remote host. Names are lim-
ited to 255 characters and must not start with *.” and *-’.

File name.

N/A

Protocol to be used to upload/download file
tftp or scp

N/A

IP address of the host.

a.b.c.d or X:X:X:X::X.

N/A

Remote file path.
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Value:

Default Value:
remote-filename

Description:

Value:

Default Value:
username /ogin

Description:

Value:
Default Value:
password pass

Description:

Value:

Default Value:
port number

Description:

Value:

Default Value:
rename name

Description:

Value:

Default Value:

Chapter 3: Management - Diagnostics

File path.

N/A

Name of remote file to be copied from remote host.
File name.

N/A

Specifies the login name to access a remote host. Use this only
when protocol is scp.

Login name.

N/A

Specifies the login password to access a remote host. Use this
only when protocol is scp.

Login password.

N/A

Specifies the port number to access a remote host.
0-65535.

For tftp protocol is 69 and scp protocol is 22.

Specifies the name to save file on device or remote host. Names
are limited to 255 characters and must not start with *.” and ‘-".

File name.

N/A

source {ip-address | interface}

Description:

Value:

DATACOM

Specifies the source ip address or the interface name from which
transfer should be started.

ip-address - IP address from a configured interface in a.b.c.d or
X:X:X: XX format;
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or
interface - name of the management or 13 interface in 1I3-<name>,
mgmt-<c>/<s>/<p> format.

Default Value: N/A

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Config
History
Release Modification
2.4 This command was introduced.

Usage Guidelines

To copy file to existing remote host using TFTP protocol.

# copy file test tftp://1.2.1.1
Transfer complete.
#

To copy file to existing remote IPv6 host using TFTP protocol.

# copy file test tftp://2001:DB8::10
Transfer complete.
#

To copy file to existing remote host using SCP protocol in a specific folder.
# copy file test scp://1.2.1.1/dir/ username user password pass

Transfer complete.
#
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To copy file to existing remote host using SCP protocol in a specific folder and a specific
port.

# copy file test scp://1.2.1.1/dir/ username user password pass port 200
Transfer complete.

#

To copy file to existing remote host using TFTP protocol in a specific folder.

# copy file test tftp://1.2.1.1/dir/
Transfer complete.

#

To copy file to existing remote host using TFTP protocol and rename the file.

# copy file test tftp://1.2.1.1 rename test_renamed
Transfer complete.

#

To copy file from existing remote host using TFTP protocol without rename.

# copy file tftp://1.2.1.1 test
Transfer complete.

#

To copy file from existing remote host using TFTP protocol and rename the file.

# copy file tftp://1.2.1.1 test rename test_renamed
Transfer complete.

#

To copy file from existing remote host using TFTP protocol with source IPv4 address.

# copy file tftp://1.2.1.1 test source 1.1.1.1
Transfer complete.

#

To copy file from existing remote host using TFTP protocol with source interface-name.

# copy file tftp://1.2.1.1 test source mgmt-1/1/1
Transfer complete.
#

To copy file from existing remote IPv6 host using TFTP protocol with source IPv6 address.

# copy file tftp://2001::DB8::10 test source 2001:DB8::1
Transfer complete.
#

Impacts and precautions

N/A
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Hardware restrictions

N/A
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copy mibs

Description
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Copies a compressed file containing the device MIB files via the TFTP or SCP protocol to

a remote host.

Supported Platforms

This command is supported in all platforms.

Syntax

copy mibs protocol://ip-address/ [username /ogin] [password pass] [source {ip-address

| interface}]

Parameters

protocol
Description:

Value:

Default Value:

ip-address
Description:

Value:

Default Value:

username
Description:

Value:

Default Value:

password

Description:

DATACOM

Protocol to be used to upload the compressed file.
tftp or scp

None.

IP address of destination host.
a.b.c.d or X:X:X:X::X

None.

The username is required by the SCP protocol.
Max. Length 40

N/A

The password is required by the SCP protocol.
If ommited in the command, the system will prompt for the
password.
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Value:

Default Value:
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Max. Length 40

N/A

source {ip-address | interface}

Description:

Value:

Default Value:

Default

N/A

Command Mode

Specifies the source IP address or the interface name from which
the transfer should be initiated.

ip-address - IP address of a configured interface in a.b.c.d or
X:X:X:X:: X format;

or

interface - name of the management or I3 interface in I13-<name>,
mgmt-<c>/<s>/<p> format.

N/A

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Admin
History
Release Modification
5.4 This command was introduced.
5.6 The parameter ‘source’ was added.

DATACOM
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Usage Guidelines
Copying MIBs to a remote host using the TFTP protocol:

DM4610# copy mibs tftp://172.22.110.12
File ’"datacom-mibs.tar.gz’ successfully transferred.
DM4610#

Copying MIBs to a remote host using the SCP protocol:

DM4610# copy mibs scp://172.22.110.12/dir

User name: user

Password: #*xxx*

File ’"datacom-mibs.tar.gz’ successfully transferred.
DM46104#

Copying MIBs to a remote host using IPv6 and the SCP protocol:

DM4610# copy mibs scp://2001:db8::10/dir

User name: user

Password: **xxx*

File ’'datacom-mibs.tar.gz’ successfully transferred.
DM4610#

Copying MIBs to a remote host using the TFTP protocol and a source IP address:

DM4610# copy mibs tftp://172.22.110.12 source 1.1.1.1
File ’'datacom-mibs.tar.gz’ successfully transferred.
DM46104#

Copying MIBs to a remote host using the SCP protocol and a source interface name:

DM4610# copy mibs scp://172.22.110.12/dir source mgmt-1/1/1
User name: user

Password: *xx#*x*

File ’"datacom-mibs.tar.gz’ successfully transferred.
DM4610#

Impacts and precautions

N/A

Hardware restrictions

N/A
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copy pcap

Description
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Copies the pcap file generated by tcpdump using the TFTP or SCP protocol to valid host.

Supported Platforms

This command is supported in all platforms.

Syntax

copy pcap protocol://ip-address/ [username login] [password pass] [source {ip-address

| interface}]

Parameters

protocol
Description:

Value:

Default Value:

ip-address
Description:

Value:

Default Value:

username

Description:

Value:

Default Value:

password

DATACOM

Protocol to be used to upload pcap file
tftp or scp

None.

IP address of destination host.
a.b.c.d or X:X:X:X::X

None.

The username is required by SCP protocol.
If ommited in the command, the system will ask for the user-
name.

Max. Length 40

N/A
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Description: The password is required by SCP protocol.
If ommited in the command, the system will ask for the pass-
word.

Value: Max. Length 40

Default Value: N/A
source {ip-address | interface}

Description: Specify the source IP address or the interface name where pcap
file should be send through.

Value: ip-address - IP address from a configured interface in a.b.c.d or
X:X:X:X::X format;
or

interface - name of the management or 13 interface in 13-<name>,
mgmt-<c>/<s>/<p> format.

Default Value: None.

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
6.0 This command was introduced.
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Usage Guidelines
To copy pcap file to existing remote host using TFTP protocol as in the example below.

# copy pcap tftp://172.22.110.12
Transfer complete.
#

To copy pcap file to existing remote host using SCP protocol as in the example below.

# copy pcap scp://172.22.110.12/~
User name: user

Password: #*x*x*x*

Transfer complete.

#

To copy pcap file to existing remote host using SCP protocol and IPv6 as in the example
below.

# copy pcap scp://2001:db8::10/~
User name: user

Password: **xxx*

Transfer complete.

#

To copy pcap file to existing remote host using TFTP protocol and source ip address as in
the example below.

# copy pcap tftp://172.22.110.12 source 10.1.1.1
Transfer complete.
#

To copy pcap file to existing remote host using TFTP protocol and source interface as in
the example below.

# copy pcap tftp://172.22.110.12 source 13-v1an200
Transfer complete.

#

Impacts and precautions

N/A

Hardware restrictions

N/A
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Description
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Create a User-Defined Counter instance.

Supported Platforms

This command is supported in all platforms.

Syntax

counters {ingress | egress} id counter-id type octets [description counter-description]

{vlan vi/an-id [inner-vlan vian-id] | interface interface-name}*

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

ingress
Description:

Value:

Default Value:

egress
Description:

Value:

Default Value:

id counter-id
Description:

Value:

Default Value:

type octets

Description:

DATACOM

This parameter configures ingress user defined counters.
N/A

N/A

This parameter configures egress user defined counters.
N/A

N/A
User defined counter identifier.
1-512

N/A

Define the type of data counted by this counter.
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Value:

Default Value:
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octets

octets

description counter-description

Description:

Value:

Default Value:

vlan vian-id
Description:

Value:

Default Value:

inner-vlan vian-id
Description:

Value:

Default Value:

User defined counter description, used to identification.
String with a maximum of 128 characters.

N/A

Apply this counter only in specific outer VLAN ID.
1-4094

N/A

Apply this counter only in specific inner VLAN ID.
1-4094

N/A

interface interface-name

Description:

Value:

Default Value:

Default

N/A

Command Mode

Configuration mode

DATACOM

DmMOS 9.2.0 - Command Reference

Apply this counter only in specific interface. Multiple interface
may be specified, and the counter will aggregate all these in-
terfaces.

interface-type-chassis/slot/port | lag-id

Examples of interface-type: gigabit-ethernet, ten-gigabit-ethernet,
twenty-five-g-ethernet, forty-gigabit-ethernet and hundred-gigabit-

ethernet.

N/A
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Required Privileges

Config
History
Release Modification
4.9 This command was introduced.
5.1 Added support for 25G interfaces.

Usage Guidelines

Counters can be created specifying multiple interfaces to count only the traffic in the
specified interfaces.

Examples:

The following example creates one counter instance to count the number of octets on

the ingress side of VLAN 100 and interfaces gigabit-ethernet-1/1/4 and gigabit-ethernet-
1/1/5.

# config

Entering configuration mode terminal

(config) # counters

counters) # ingress id 12

counters—ingress-12)# vlan 100

counters-ingress-12)# interface gigabit-ethernet-1/1/4
counters-ingress-12)# interface gigabit-ethernet-1/1/5
(counters—ingress—-12)# commit

Commit complete.

(counters—-ingress—-12) #

(
(
(
(

Impacts and precautions
With ACL: Ingress counters increment even for packets dropped by Ingress ACLs.

With VLAN Mapping: For packets which Action Replace has been applied the inner-VLAN
considered by the Ingress Counter is the VLAN that has just been replaced.

Hardware restrictions

On DM4611, DM4612 and DM4616 series: Ingress Counters are not supported.
On DM4270, DM4770 and DM4380 series: it is not allowed to create an egress counter
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for an interface + VLAN when the interface is an untagged member of the VLAN.
On DM4270, DM4770 and DM4380 series: Layer 2 Control Protocol tunneled packets are
counted twice on matching ingress counters.
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interface utilization
Description

This command shows the port utilization bandwidth.

Supported Platforms

This command is supported in all platforms.

Syntax

show interface utilization interface-name [11] [12]

Parameters

interface-name

Description: Single interface or a group of interfaces using regular expres-
sion.
Value: String with a maximum of 64 characters. It accepts a string to

match a single interface or a regular expression to match more
than one interface (See Usage Guidelines).

Default Value: N/A

11
Description: Displays L1 bandwidth utilization.
Value: N/A
Default Value: N/A

12
Description: Displays L2 bandwidth utilization.
Value: N/A

Default Value: N/A

Output Terms
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Output Description
L1 TX Bandwidth L1 bandwidth TX utilization.
L1 RX Bandwidth L1 bandwidth RX utilization.
L2 TX Bandwidth L2 bandwidth TX utilization.
L2 RX Bandwidth L2 bandwidth RX utilization.
Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
4.4 This command was introduced.

Usage Guidelines
Example:
Display L1 and L2 bandwidth of all available interfaces.

#show interface utilization

Display L1 bandwidth of all available interfaces.
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#show interface utilization 11

Display L2 bandwidth of all available interfaces

#show interface utilization 12

Repetition Mode
For monitoring the bandwidth it is useful to use this command within the <repeat>
command:

Repeat the command every 2 seconds (default is 1 second):

#show interface utilization fortyx | repeat 2

Filtering interfaces:
This command also has a property to refine and only display some interfaces.
Some filters are:

» \

Matches the beginning of a string.

[abc] | Character class, which matches any of the characters abc. Character
ranges are specified by a pair of characters separated by a.
r* | Matches zero or more rs.

Common filters examples:

Match exactly an interface (pressing <tab> button will display all possible interfaces):
#show interface utilization gigabit-ethernet-1/1/1

Filter for forty-gigabit-ethernet interfaces (when available):

#show interface utilization fortyx

Filter for interfaces presents in chassis 1 and slot 2 (when available):

#show interface utilization *1/2/x*

Filter for forty-gigabit-ethernet interfaces and ten-gigabit-ethernet (when available):
#show interface utilization [ft]*

Filter for any interfaces presents in chassis 1 and any slot (when available):

#show interface utilization *1/x/*

Filter for a range of interfaces presents in chassis 1 and slot 2 (when available):
#show interface utilization *1/2/2-5

Filter for some interfaces presents in chassis 1 and slot 2 (when available):

#show interface utilization *1/2/2,7,10

Impacts and precautions

When the interval between the two last executions of this command is less than 1
minute, the measured and displayed bandwidth is the mean bandwidth during this inter-
val. When the interval is greater than 1 minute, the displayed value is the instantaneous
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bandwidth. When this command is executed in more than one user session at the same
time, the bandwidth value displayed is not guaranteed to be accurate. For more accu-
rate results, use this command with <repeat> option in a single user session (See Usage
Guidelines).

Hardware restrictions

N/A
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monitor session
Description

Create a monitor session and configure its parameters.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

monitor session id
monitor session id destination interface interface-name
monitor session id source interface interface-name [ traffic-type |

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

monitor session id
Description: Sets the monitor session id.
Value: 1
Default Value: None
destination interface interface-name
Description: Sets the destination port for the monitoring session.

Value: interface-type-chassis/slot/port
Examples of interface-type: gigabit-ethernet, ten-gigabit-
ethernet, twenty-five-g-ethernet, forty-gigabit-ethernet,
hundred-gigabit-ethernet.

Default Value: None
source interface interface-name

Description: Adds a source port to the monitoring session.
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Value:

Default Value:

traffic-type
Description:

Value:

Default Value:

Default

N/A

Command Mode

Configuration mode

Required Privileges

Chapter 3: Management - Diagnostics

interface-type-chassis/slot/port | lag-id

Examples of interface-type: gigabit-ethernet, ten-gigabit-
ethernet, twenty-five-g-ethernet, forty-gigabit-ethernet,
hundred-gigabit-ethernet.

None

Sets the traffic type to monitor on a source interface.
rx | tx | all

rx (monitor the received traffic only)

Config
History
Release Modification
4.2 This command was introduced.
5.0 Added support for 25G interfaces.

Usage Guidelines

Example:

This example shows how to create a monitor session.

DATACOM
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#config

Entering configuration mode terminal

(config) # monitor session 1

(monitor-session-1)# destination interface gigabit-ethernet-1/1/1
(monitor-session-1l-destination)# exit

(monitor-session-1)# source interface ten-gigabit-ethernet-1/1/1 tx
(monitor-session-source—interface-gigabit-ethernet-1/1/1)# top
(config)# commit

Commit complete.

(config) #

When adding a source interface to the monitor session, the default behaviour is to mon-
itor its received traffic. Inside the interface configuration tree, the command tx or all will
change the monitored traffic type.

Impacts and precautions

e Only one monitor session is available for configuration.
e Only pre-existing interfaces will be accepted when entering an interface name.
e A LAG cannot be used as the session destination interface.

e A LAG and its members cannot be used as source interfaces in the same monitor
session.

e The mirrored traffic is subjected to the QoS and shaping rules of the destination inter-
face.

Hardware restrictions

N/A
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ping
Description

Ping is a utility that uses the ICMP protocol to test connectivity between IP networks
devices.

Supported Platforms

This command is supported in all platforms.

Syntax

ping ipv4-address [ vrf name | size number | count number | interval time | fragment
type | tos number | source {ip-address | interface} 1

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

ipv4-address
Description: The IPv4 address destination to verify the reachability.
Value: a.b.c.d

Default Value: None.

vrf name
Description: The name of VRF to use.
Value: Any VRF created.

Default Value: None.

size number

Description: ICMP payload size.
Value: 0 - 65507
Default Value: 56.

count number
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Description:

Value:

Default Value:
interval number

Description:

Value:

Default Value:
fragment type

Description:

Value:

Default Value:
tos number

Description:

Value:

Default Value:
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Number of packets to be sent.
1-1000000000
5.

Time interval in seconds to generate each packet.
1.0 - 86400.0

1.0

Set the Path MTU Discovery strategy:

The value prohibit prohibits fragmentation, even local one.
The value discover does PMTU discovery, fragment locally when
packet size is large.

The value permit does not change fragmentation mode.

{prohibit | discover | permit}

permit.

Set Type of Service bits.
0-255

None.

source {ip-address | interface}

Description:

Value:

Default Value:

DATACOM

Specify the source IP address or the interface name from which
packets should be sent.

ip-address - IP address from a configured interface in a.b.c.d
format;

or

interface - name of the management or 13 interface in I3-<name>,
mgmt-<c>/<s>/<p> format.

None.
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Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Admin
History
Release Modification
1.0 This command was introduced.
5.4 Added VRF support.

Usage Guidelines

The following example demonstrates how to use the ping command without any param-
eter. It will send 5 ICMP probes to the destination host.

# ping 10.0.121.80

PING 10.0.121.80 (10.0.121.80) 56(84) bytes of data.

64 bytes from 10.0.121.80: icmp_seg=1 ttl=64 time=0.015 ms
64 bytes from 10.0.121.80: icmp_seqg=2 ttl=64 time=0.033 ms
64 bytes from 10.0.121.80: icmp_seqg=3 ttl=64 time=0.019 ms
64 bytes from 10.0.121.80: icmp_seqg=4 ttl=64 time=0.033 ms
64 bytes from 10.0.121.80: icmp_seg=5 ttl=64 time=0.036 ms

—-——10.0.121.80 ping statistics —---
5 packets transmitted, 5 received, 0% packet loss, time 3999ms
rtt min/avg/max/mdev = 0.015/0.027/0.036/0.009 ms

The following example demonstrates how to use the ping command with the “count”
parameter:

# ping 10.0.121.80 count 2
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PING 10.0.121.80 (10.0.121.80) 56(84) bytes of data.
64 bytes from 10.0.121.80: icmp_seg=1 ttl=64 time=0.023 ms
64 bytes from 10.0.121.80: icmp_seg=2 ttl=64 time=0.034 ms

—-——-10.0.121.80 ping statistics —---
2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.023/0.028/0.034/0.007 ms

The following example demonstrates how to use the ping command with the “size” pa-

rameter:

# ping 10.0.121.80 size 1500

PING 10.0.121.80 (10.0.121.80) 1500(1528) bytes of data.
1508 bytes from 10.0.121.80: icmp_seg=1 ttl=64 time=0.018 ms
1508 bytes from 10.0.121.80: icmp_seqg=2 ttl=64 time=0.035 ms
1508 bytes from 10.0.121.80: icmp_seqg=3 ttl=64 time=0.034 ms
1508 bytes from 10.0.121.80: icmp_seg=4 ttl=64 time=0.035 ms
1508 bytes from 10.0.121.80: icmp_seg=5 ttl=64 time=0.037 ms

---10.0.121.80 ping statistics --—-—
5 packets transmitted, 5 received, 0% packet loss, time 3999ms
rtt min/avg/max/mdev = 0.018/0.031/0.037/0.009 ms

The following example demonstrates how to use the ping command with the “source”

parameter using ip address:

# ping 10.0.121.80 source 200.20.136.10

PING 10.0.121.80 (10.0.121.80) from 200.20.136.10 : 56(84) bytes of data.
64 bytes from 10.0.121.80: icmp_seg=1 ttl=64 time=0.018 ms

64 bytes from 10.0.121.80: icmp_seg=2 ttl=64 time=0.035 ms

64 bytes from 10.0.121.80: icmp_seg=3 ttl=64 time=0.034 ms

64 bytes from 10.0.121.80: icmp_seg=4 ttl=64 time=0.035 ms

64 bytes from 10.0.121.80: icmp_seg=5 ttl=64 time=0.037 ms

---10.0.121.80 ping statistics —-—-—
5 packets transmitted, 5 received, 0% packet loss, time 3999ms
rtt min/avg/max/mdev = 0.018/0.031/0.037/0.009 ms

The following example demonstrates how to use the ping command with the “source”

parameter using interface name:

# ping 10.0.121.80 source mgmt-1/1/1

PING 10.0.121.80 (10.0.121.80) from 11.12.0.14 ethO: 56(84) bytes of data.
64 bytes from 10.0.121.80: icmp_seg=1 ttl=64 time=0.018 ms

64 bytes from 10.0.121.80: icmp_seg=2 ttl=64 time=0.035 ms

64 bytes from 10.0.121.80: icmp_seg=3 ttl=64 time=0.034 ms

64 bytes from 10.0.121.80: icmp_seg=4 ttl=64 time=0.035 ms

64 bytes from 10.0.121.80: icmp_seg=5 ttl=64 time=0.037 ms

—-—— 10.0.121.80 ping statistics —---—
5 packets transmitted, 5 received, 0% packet loss, time 3999ms
rtt min/avg/max/mdev = 0.018/0.031/0.037/0.009 ms
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Impacts and precautions

N/A

Hardware restrictions

N/A
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ping6
Description

Ping6 is a utility that uses the ICMPv6 protocol to test connectivity between IP networks
devices.

Supported Platforms

This command is supported in all platforms.

Syntax

ping6 ipv6-address [ vrf name | size number | count number | interval time | tos
number | source {ip-address | interface} ]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

ipv6-address
Description: The IPv6 address destination to verify the reachability.
Value: XXX XX

Default Value: None.

vrf name
Description: The name of VRF to use.
Value: Any VRF created.

Default Value: None.

size number

Description: ICMPv6 payload size.
Value: 0 - 65507
Default Value: 56.

count number
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Description:

Value:

Default Value:

interval number
Description:

Value:

Default Value:

tos number
Description:

Value:

Default Value:
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Number of packets to be sent.
1-1000000000
5.

Time interval in seconds to generate each packet.
1.0 - 86400.0

1.0

Set Traffic Class bits.
0 - 255

None.

source {ip-address | interface}

Description:

Value:

Default Value:

Default

N/A

Command Mode

Specify the source IP address or the interface name from which
packets should be sent.

ip-address - IP address from a configured interface in X:X:X:X::X
format;

or

interface - name of the management or I3 interface in I13-<name>,
mgmt-<c>/<s>/<p> format.

None.

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

DATACOM
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Required Privileges

Admin
History
Release Modification
2.4 This command was introduced.
6.0 Added VRF support.

Usage Guidelines

The following example demonstrates how to use the pingé command without any pa-

rameter. It will send 5 ICMPv6 probes to the destination host:

# ping6 2001:DB8::1

PING 2001:DB8::1(2001:DB8::1) 56 data bytes

64 bytes from 2001:DB8::
64 bytes from 2001:DBS8::
64 bytes from 2001:DB8::
64 bytes from 2001:DB8::
64 bytes from 2001:DB8::

——— 2001:DB8::1 ping

: icmp_seg=1 ttl=64 time=0.027 ms
: icmp_seg=2 ttl=64 time=0.028 ms
: icmp_seg=3 ttl=64 time=0.038 ms
: icmp_seg=4 ttl=64 time=0.038 ms
: icmp_seg=5 ttl=64 time=0.051 ms

B e e

statistics —---

5 packets transmitted, 5 received, 0% packet loss, time 3999ms

rtt min/avg/max/mdev

= 0.027/0.036/0.051/0.010 ms

The following example demonstrates how to use the pingé command with the “count”

parameter:

# ping6 2001:DB8::1 count 2

PING 2001:DB8::1(2001:DB8::1) 56 data bytes

64 bytes from 2001:DB8::1: icmp_seqg=1 ttl=64 time=0.028 ms
64 bytes from 2001:DB8::1: icmp_seg=2 ttl=64 time=0.037 ms

—-—— 2001:DB8::1 ping

statistics —---

2 packets transmitted, 2 received, 0% packet loss, time 999ms

rtt min/avg/max/mdev

= 0.028/0.032/0.037/0.007 ms

The following example demonstrates how to use the pingé command with the “size”

parameter:

# ping6 2001:DB8::1 size 1500
PING 2001:DB8::1(2001:DB8::1) 1500 data bytes

DATACOM
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1508 bytes from 2001:DB8::
1508 bytes from 2001:DB8::
1508 bytes from 2001:DB8::
1508 bytes from 2001:DB8::
1508 bytes from 2001:DB8::

icmp_seg=1 ttl=64 time=0.050 ms
icmp_seg=2 ttl=64 time=0.073 ms
icmp_seg=3 ttl=64 time=0.039 ms
icmp_seg=4 ttl=64 time=0.037 ms
icmp_seg=5 ttl=64 time=0.040 ms

)

—-—— 2001:DB8::1 ping statistics --—-—
5 packets transmitted, 5 received, 0% packet loss, time 3999ms
rtt min/avg/max/mdev = 0.037/0.047/0.073/0.015 ms

The following example demonstrates how to use the pingé command with the “source”
parameter using ip address:

# ping6 2001:DB8::1 source 3001:AFF::2

PING 2001:DB8::1(2001:DB8::1) from 3001:AFF::2 : 56 data bytes
64 bytes from 2001:DB8::1: icmp_seg=1 ttl=64 time=0.027 ms

64 bytes from 2001:DB8:: icmp_seg=2 ttl=64 time=0.028 ms

64 bytes from 2001:DB8:: icmp_seg=3 ttl=64 time=0.038 ms

64 bytes from 2001:DB8:: icmp_seg=4 ttl=64 time=0.038 ms

64 bytes from 2001:DB8:: icmp_seg=5 ttl=64 time=0.051 ms

e

——— 2001:DB8::1 ping statistics —--—-—
5 packets transmitted, 5 received, 0% packet loss, time 3999ms
rtt min/avg/max/mdev = 0.027/0.036/0.051/0.010 ms

The following example demonstrates how to use the pingé command with the “source”
parameter using interface name:

# ping6 2001:DB8::1 source mgmt-1/1/1

PING 2001:DB8::1(2001:DB8::1) from 11:12::14 ethO : 56 data bytes
64 bytes from 2001:DB8::1: icmp_seg=1 ttl=64 time=0.027 ms

64 bytes from 2001:DB8:: icmp_seg=2 ttl=64 time=0.028 ms

64 bytes from 2001:DB8:: icmp_seg=3 ttl=64 time=0.038 ms

64 bytes from 2001:DB8:: icmp_seg=4 ttl=64 time=0.038 ms

64 bytes from 2001:DB8:: icmp_seg=5 ttl=64 time=0.051 ms

e e e

——— 2001:DB8::1 ping statistics —---
5 packets transmitted, 5 received, 0% packet loss, time 3999ms
rtt min/avg/max/mdev = 0.027/0.036/0.051/0.010 ms

Impacts and precautions

N/A

Hardware restrictions

N/A
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show alarm
Description

Display the current active alarms.

Supported Platforms

This command is supported in all platforms.

Syntax

show alarm

Parameters

N/A

Output Terms

Output Description

Triggered on Time of when the alarm was triggered.

Severity Severity of the alarm, can be either MINOR, MAJOR or CRITICAL.
Source Source interface which triggered the alarm.

Status Status of the alarm.

Name Name of the alarm, prefixed with "*’ when the alarm is unstable.
Description Description of the alarm.
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Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Admin
History
Release Modification
1.0 This command was introduced.

Usage Guidelines

N/A

Impacts and precautions

N/A

Hardware restrictions

N/A
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show core-dump
Description

Show list core dump files.

Supported Platforms

This command is supported in all platforms.

Syntax

show core-dump

Parameters

N/A

Output Terms

Output Description
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Filename, size and

Filename, size and timestamp of the core dump file.

timestamp

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Admin
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History

Release Modification

1.0 This command was introduced.

20 The format of timestamp was changed to include the timezone offset

information.

Usage Guidelines

To show core-dump file list. Maximun files in list: 10

DM4610# show core-dump

Filename | Size | Date created
core-file.5407.1493214178.core.gz 0.99 MB 2017-04-26 13:42:58 UTC+0
DM4610#

Impacts and precautions

N/A

Hardware restrictions

N/A
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show counters
Description

Displays statistics counters for User-Defined Counter instances.

Supported Platforms

This command is supported in all platforms.

Syntax

show counters [ { ingress | egress } [ id counter-id ] ]

Parameters
ingress
Description: This parameter displays ingress user defined counters only.
Value: N/A

Default Value: N/A

egress
Description: This parameter displays egress user defined counters only.
Value: N/A

Default Value: N/A

id counter-id
Description: User defined counter identifier.
Value: 1-256

Default Value: N/A

Output Terms
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Output Description
ID The user defined counter identifier.
DESCRIPTION The user defined counter description.
VALUE The current value of the user defined counter.
TYPE The unit of the user defined counter current value.
Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
4.9 This command was introduced.

Usage Guidelines

Given the equipment has an ingress and an egress user defined counter configured, the
command could result in the following output:

# show counters
INGRESS COUNTERS
ID DESCRIPTION VALUE TYPE

1 v1anl00 1024 octets
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EGRESS COUNTERS
ID DESCRIPTION VALUE TYPE

1 v1anl00 2048 octets

The output of the command when the user specifies the ingress counter-id 1 could look
like this:

# show counters ingress id 1
INGRESS COUNTERS
ID DESCRIPTION VALUE TYPE

1 v1anl00 1024 octets

Impacts and precautions

The values presented by this command are accumulated since the last time the operator
issued a clear command.

Hardware restrictions

The maximum counter value is restricted by the width of the hardware counter storage.
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show interface statistics

Description

This command display

s the statistics counters for an interface.

Supported Platforms

This command is supp

Syntax

orted in all platforms.

show interface interface-name statistics

Parameters

interface-name

Description:

Value:

Default Value:

Output Terms

Output

Interface id referencing chassis/slot/port respectively or an id
referencing a specified LAG.

{ { gigabit-ethernet | ten-gigabit-ethernet | twenty-five-
g-ethernet | forty-gigabit-ethernet | hundred-gigabit-ethernet
Yc/s/p}|lag id }

None

Description

In Octets

In Unicast Pkts

In Broadcast Pkts

DATACOM

The amount of octets that entered the network interface

The amount of packets that entered the network interface to a uni-
cast address

The amount of packets that entered the network interface to a broad-
cast address

DmOS 9.2.0 - Command Reference 180 | 1802



Output

Chapter 3: Management - Diagnostics

Description

In

In

In

In

Oout

Out

Out

Out

Oout

Out

Multicast Pkts

Discards

Errors

Unknown Protos

Octets

Unicast Pkts

Broadcast Pkts

Multicast Pkts

Discards

Errors

Default

N/A

Command Mode

The amount of packets that entered the network interface to a mul-
ticast address

The amount of packets discarded by the network interface

The amount of packets that entered the network interface with errors

The amount of packets whose protocol was unknown that entered
the network interface

The amount of octets that exited the network interface

The amount of packets that exited the network interface to a unicast
address

The amount of packets that exited the network interface to a broad-
cast address

The amount of packets that exited the network interface to a multi-
cast address

The amount of packets discarded by the network interface in the
egress block

The amount of packets with errors in the egress block

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

DATACOM
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Required Privileges

Audit
History
Release Modification
1.2 This command was introduced.
3.0 Added support for 40G interfaces.
4.6 Added support for 100G and LAG interfaces.
5.0 Added support for 25G.

Usage Guidelines

The values presented by this command are accumulated since the last time the opera-
tor issued a clear statistics interface-name command. Because of this, these values
should not be used for accounting or billing. A sample usage of the command is pre-
sented below:

> show interface gigabit-ethernet 1/1/1 statistics

Counter Value

In Octets

In Unicast Pkts
In Broadcast Pkts
In Multicast Pkts
In Discards

In Errors

In Unknown Protos
Out Octets

Out Unicast Pkts :
Out Broadcast Pkts :
Out Multicast Pkts :
Out Discards
Out Errors

OO OO OO OOOOOoOOoOo

Impacts and precautions

The values presented via CLI and Netconf should not be used for accounting or billing
(see usage guidelines for more information).
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Hardware restrictions

The maximum counter value is restricted by the width of the hardware counter storage.
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show system cpu
Description

Displays information about CPU usage including the overall CPU load per chassi and slot
on the equipment.

Supported Platforms

This command is supported in all platforms.

Syntax

show system cpu [ detail | chassis chassis-id [ slot slot-id [ { load | core [ core-id ]

P11
Parameters
detail
Description: Show the CPU usage of all process.
Value: None.

Default Value: None.

chassis chassis-id
Description: Chassis identification.
Value: 1.

Default Value: None.

slot slot-id
Description: Slot identification.
Value: 1.

Default Value: None.
load
Description: Load information.

Value: None.

DATACOM DmOS 9.2.0 - Command Reference 184 | 1802



Chapter 3: Management - Diagnostics

Default Value: None.

core core-id
Description: Core information.
Value: 0-1.

Default Value: None.

Output Terms

Output Description
user Statistics for CPU time spent in user mode.
system Statistics for CPU time spent in system mode.
nice Statistics for CPU time spent in user mode with low priority.
wait Statistics for CPU time spent awaiting for I/O to complete.
irq Statistics for CPU time spent in hardware interrupts.
softirqg Statistics for CPU time spent in software interrupts.
active Statistics for active CPU time spent.
idle Statistics for idle CPU time spent.
Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit

History
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1.6 This command was introduced.

Usage Guidelines

Displaying load average of all CPUs, in particular slot, in different interval of time:

DM4610# show system cpu chassis 1 slot 1 load

CPU load information:

- 5 seconds 1 minute 5 mi
active 60.0% 4.4% 100.
idle 40.0% 96.6% 0.0%

Displaying detailed information about a specific CPU core:

DM4610# show system cpu chassis 1 slot 1 core 0

CPU core 0 information:
- 5 seconds
user
system
nice

wait
interrupt
softirg
active
idle

mi
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Displaying the load average, and also detailed information per-core for each chassis and

slot:

DM4610# show system cpu
Chassis/Slot: 1/1

CPU load information:
- 5 seconds 1 minute

active 0.0% 2.9%
idle 100.0% 95.1%
CPU core 0 information:

- 5 seconds 1 minute
user 0.2% 0.8%
system 0.3% 1.7%
nice 0.0% 0.0%
wait 0.0% 1.9%
interrupt 0.0% 0.0%
softirg 0.2% 0.2%
active 0.5% 0.5%
idle 99.4% 95.4%

Impacts and precautions

5 minutes
2.9%
97.3%

minutes
2%
.3%
.0%
.0%
.0%
. 2%
.5

o\

o\

CHeoNeoNoNoNolNoNolNe,|

e
i
o°

Some minutes after system initialization, the percentage is zero because no information

was generated yet.
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Hardware restrictions

None.
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show system memory
Description

Displays system memory information and usage statistics useful for monitoring and trou-
bleshooting.

Supported Platforms

This command is supported in all platforms.

Syntax

show system memory [ detail | chassis chassis-id [ slot slot-id 1]

Parameters
detail
Description: Show the memory usage of all process.
Value: None.

Default Value: None.

chassis chassis-id
Description: Chassis identification.
Value: 1.

Default Value: None.

slot s/ot-id
Description: Slot identification.
Value: 1.

Default Value: None.

Output Terms
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Output Description

total Statistics for total usable RAM.

used Statistics for memory in use by processes.

available Statistics for memory available for starting new applications (not in-
cluding swap memory).

free Statistics for memory available for use by userspace programs, ker-
nel data structures and the pagecache.

buffered Statistics for buffered memory, used as temporary storage for raw
disk blocks lower than 20 MiB.

cached Statistics for cached memory, which is an in-memory cache for files

slab_recl

slab_unrecl

Default

N/A

Command Mode

read from disk (the page cache).

Statistics for reclaimable slab memory, which is a reclaimable in-
kernel cache for data structures.

Statistics for non-reclaimable slab memory, which is a non-
reclaimable in-kernel cache for data structures.

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.8 This command was introduced.
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Release Modification

4.4 Adds the ‘1 minute’ memory interval

Usage Guidelines

Report detailed memory information of the line card on slot 1 of chassis 1. There are
four consolidation intervals expressing the trend line of memory consumption in the last
thirty minutes. On non-modular equipments the values for chassi and slot are fixed at 1.

DM4610# show system memory chassis 1 slot 1
Memory information:
——= 5 seconds 1 minute 5 minutes 30 minutes

Report detailed memory information of line cards on chassis 1. There are four consolida-
tion intervals expressing the trend line of memory consumption in the last thirty minutes

DM4610# show system memory chassis 1
Memory information:
- 5 seconds 1 minute 5 minutes 30 minutes

Report detailed memory information of the entire system. There are four consolidation
intervals expressing the trend line of memory consumption in the last thirty minutes.

DM4610# show system memory
Chassis/Slot: 1/1

Memory information:
- 5 seconds 1 minute 5 minutes 30 minutes

Impacts and precautions

None.

Hardware restrictions

None.
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show system uptime

Description

Shows the system uptime.

Supported Platforms

This command is supported in all platforms.

Syntax

show system uptime

Parameters

N/A

Output Terms

Output

Description

Current uptime of

system

Default

N/A

Command Mode

Shows the time that the system is operational in “<Current time>
up <uptime>, <Number of logged users>, load average: <in 1
minute>, <in 5 minutes>, <in 15 minutes>" format

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

DATACOM
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Required Privileges

Audit
History
Release Modification
1.0 This command was introduced.
110 The command “uptime” was replaced by “show system uptime”. The old

command was kept for compatibility.

Usage Guidelines

N/A

Impacts and precautions

N/A

Hardware restrictions

N/A
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show tech-support
Description

Shows relevant information to be used by technical support.

Supported Platforms

This command is supported in all platforms.

Syntax

show tech-support [ gpon | infra | 12 | I3 | mpls | no-running ]

Parameters

tech-support
Description: Show all technical support informations.
Value: No range value.

Default Value: No default value.

gpon
Description: Show gpon information more infrastructure informations.
Value: No range value.
Default Value: No default value.
infra
Description: Show infrastructure informations.
Value: No range value.
Default Value: No default value.
12
Description: Show layer 2 information more infrastructure informations.
Value: No range value.
Default Value: No default value.
13
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Description: Show layer 3 information more infrastruture informations.
Value: No range value.
Default Value: No default value.

mpls
Description: Show mpls information more infrastruture informations.
Value: No range value.
Default Value: No default value.

no-running
Description: Show technical information without the running-config.
Value: No range value.

Default Value: No default value.

Output Terms

Output Description
Status Shows relevant information to be used by technical support
Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Admin

History
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Release Modification

1.0 This command was introduced.

6.0 Added parameter ‘no-running’ to exclude show running-config from tech-
' support.

Usage Guidelines

The following example shows how to use the show tech-support without parameters, it
will show all technical support informations:

hostname# show tech-support

The following example shows how to use the show tech-support with gpon option, it
will show gpon information more infrastructure informations:

hostname# show tech-support gpon

The following example shows how to use the show tech-support with infra option, it
will show infrastructure informations:

hostname# show tech-support infra

The following example shows how to use the show tech-support with 12 option, it will
show layer 2 information more infrastructure informations:

hostname# show tech-support 12

The following example shows how to use the show tech-support with I3 option, it will
show layer 3 information more infrastructure informations:

hostname# show tech-support 13
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Impacts and precautions

N/A

Hardware restrictions

N/A
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tcpdump
Description

Start a debug session to capture network traffic received or transmitted by the CPU.
Only inband management packets are captured, i.e., all traffic received or sent by out-
band management interfaces (such as mgmt 1/1/1) are not captured. Please note that
simultaneous debug sessions are not allowed.

Supported Platforms

This command is supported in all platforms.

Syntax

tcpdump packet-direction [ interface name ][ count number ] [ verbosity-level /evel]
[print-link-level-header] [ print-data format ] [ print-timestamp format ] [ filter
tcpdump-filter 1 [save-pcap]

Parameters

packet-direction
Description: Packet direction (received, transmitted or both).
Value: List of supported directions: rx, tx, and rx-and-tx.
Default Value: None.
interface name
Description: Name of the interface to be sniffed.
Value: Name of the interface.
Default Value: Listen all interfaces.
count number
Description: Number of packets to be sniffed.
Value: Integer number greater than zero.
Default Value: None.

verbosity-level /evel
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Value:

Default Value:
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Level of verbosity of packet dump.
1-3

Use non-verbose packet dump.

print-link-level-header

Description:

Value:

Default Value:
print-data format

Description:

Value:

Default Value:

Print link-level header of each packet.
N/A;

Do not print link-level header information.

Print the data of each packet in hex and/or ASCII format.

List of supported formats: hex, link-level-hex, hex-ascii, and
link-level-hex-ascii.

None.

print-timestamp format

Description:

Value:

Default Value:

filter tcodump-filter

Description:

Value:

DATACOM

Print timestamp of each packet.

List of supported formats and examples:

- no: no timestamp is printed

- utc: 1612286218.939735

- h-m-s: 2021-02-02 14:16:58.939735

- delta-current-previous: 00:00:00.000051
- delta-current-first: 00:00:00.001741

If not specified, time is shown for each packet. For instance:
14:16:58.939735.

Tcpdump filter expression. Note that tcpdump filter presents
an unusual behaviour when using “vlan” in the expression be-
cause “vlan” always causes an offset of 4 bytes to the follow-
ing parameters of the filter. If a filter is passed as “vlan and
arp”, tcpdump will correctly filter VLAN-encapsulated ARP pack-
ets. But “vlan or arp” instead of looking for VLAN-encapsulated
packets or ARP (without VLAN) packets, will also look for VLAN-
encapsulated ARP packets.

A Berkeley Packet Filter (BPF) expression.
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Default Value: None.

save-pcap

Description: Save captured packets to a pcap file, which has a maximum
size of 2MB. When this limit is reached, the file will be rotated,
removing ~1MB associated with the oldest packets. When a
new capture is started, the pcap file is removed, and data from
previous capture sessions are thus discarded. If no packet is
captured, no capture file is generated.

Value: N/A;

Default Value: Do not save dump to pcap file.

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
6.0 This command was introduced.

Usage Guidelines
The following example demonstrates how to use tcpdump only with direction parameter:

# tcpdump rx—and-tx
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type EN1OMB (Ethernet), capture size 262144 bytes
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[TX Mode: INTERFACE, TX] - 13:53:51.378208 ARP, Request who-has 1.1.1.1 tell 192.168.1.80, leng...
[TX Mode: INTERFACE, TX] - 13:53:52.407735 ARP, Request who-has 1.1.1.1 tell 192.168.1.80, leng...
[TX Mode: INTERFACE, TX] - 13:53:53.431732 ARP, Request who-has 1.1.1.1 tell 192.168.1.80, leng...
~C

3 packets captured

3 packets received by filter

0 packets dropped by metadata filters
0 packets dropped by kernel

The following example demonstrates how to use tcpdump with interface parameter:

# tcpdump rx interface gigabit-ethernet-1/1/1
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on gigabit-ethernet-1/1/1, link-type EN1OMB (Ethernet), capture size 262144 bytes

[Interface: gigabit-ethernet-1/1/1, RX] - 15:31:56.661166 ARP, Reply 5.5.5.1 is—-at 52:54:00:81:...
[Interface: gigabit-ethernet-1/1/1, RX] - 15:31:56.770118 ARP, Reply 5.5.5.1 is—at 52:54:00:81:...
[Interface: gigabit-ethernet-1/1/1, RX] - 15:31:56.878792 ARP, Reply 5.5.5.1 is-at 52:54:00:81:...
~C

3 packets captured

3 packets received by filter

0 packets dropped by metadata filters
0 packets dropped by kernel

The following example demonstrates how to use tcpdump with interface parameter when
there is a LAG interface:

# tcpdump rx interface gigabit-ethernet-1/1/1 count 20
tcpdump: verbose output suppressed, use verbosity-level 1, 2 or 3 for full protocol decode
listening on gigabit-ethernet-1/1/1, link-type EN1OMB (Ethernet), capture size 262144 bytes

[Physical interface: gigabit-ethernet-1/1/1, Interface: lag-1, RX] - 15:28:42.143215 ARP, Reply...
[Physical interface: gigabit-ethernet-1/1/1, Interface: lag-1l, RX] - 15:28:42.263215 ARP, Reply...
[Physical interface: gigabit-ethernet-1/1/1, Interface: lag-1l, RX] - 15:28:42.363215 ARP, Reply...
~C

3 packets captured

3 packets received by filter

0 packets dropped by metadata filters

0 packets dropped by kernel

# tcpdump rx interface lag-1

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on lag-1, link-type EN1OMB (Ethernet), capture size 262144 bytes

[Physical interface: gigabit-ethernet-1/1/3, Interface: lag-1l, RX] - 15:28:42.205291 IP 5.5.5.1...
[Physical interface: gigabit-ethernet-1/1/1, Interface: lag-1l, RX] - 15:28:42.263215 ARP, Reply...
[Physical interface: gigabit-ethernet-1/1/3, Interface: lag-1l, RX] - 15:28:42.306467 IP 5.5.5.1...
~C

3 packets captured

3 packets received by filter

0 packets dropped by metadata filters
0 packets dropped by kernel

The following example demonstrates how to use the tcpdump command with the “count”
parameter:

# tcpdump rx—-and-tx count 1
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type EN1OMB (Ethernet), capture size 262144 bytes

[TX Mode: INTERFACE, TX] - 16:42:51.186861 ARP, Request who-has 1.1.1.1 tell 192.168.1.80, leng...
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packet captured

packets received by filter

packets dropped by metadata filters
packets dropped by kernel

O O

The following example demonstrates how to use the tcpdump command with the “verbosity-
level” parameter:

# tcpdump rx—-and-tx verbosity-level 1
tcpdump: listening on any, link-type EN1OMB (Ethernet), capture size 262144 bytes

[TX Mode: INTERFACE, TX] - 16:44:02.866870 ARP, Ethernet (len 6), IPv4 (len 4), Request who-has...

~C

1 packet captured

1 packet received by filter

0 packets dropped by metadata filters
0 packets dropped by kernel

The following example demonstrates how to use the tcpdump command with the “print-
timestamp” parameter:

# tcpdump rx-and-tx print-timestamp h-m-s
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type EN1OMB (Ethernet), capture size 262144 bytes

[TX Mode: INTERFACE, TX] - 2015-10-21 07:28:28.275022 ARP, Request who-has 1.1.1.1 tell 192.168...
[TX Mode: INTERFACE, TX] - 2015-10-21 07:28:29.298877 ARP, Request who-has 1.1.1.1 tell 192.168...
[TX Mode: INTERFACE, TX] - 2015-10-21 07:28:30.322868 ARP, Request who-has 1.1.1.1 tell 192.168...
~C

3 packets captured

3 packets received by filter

0 packets dropped by metadata filters
0 packets dropped by kernel

The following example demonstrates how the timestamp is printed when “print-timestamp”
is “delta-current-previous”:

# tcpdump rx-and-tx print-timestamp delta-current-previous
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type EN1OMB (Ethernet), capture size 262144 bytes

[TX Mode: INTERFACE, TX] - 00:00:00.000000 ARP, Request who-has 1.1.1.1 tell 192.168.1.80, len...
[TX Mode: INTERFACE, TX] - 00:00:01.024301 ARP, Request who-has 1.1.1.1 tell 192.168.1.80, len...
[TX Mode: INTERFACE, TX] - 00:00:01.023696 ARP, Request who-has 1.1.1.1 tell 192.168.1.80, len...
~C

3 packets captured

3 packets received by filter

0 packets dropped by metadata filters
0 packets dropped by kernel

The following example demonstrates how the timestamp is printed when “print-timestamp”
is “delta-current-first”:
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# tcpdump rx-and-tx print-timestamp delta-current-first
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type EN1OMB (Ethernet), capture size 262144 bytes

[TX Mode: INTERFACE, TX] - 00:00:00.000000 ARP, Request who-has 1.1.1.1 tell 192.168.1.80,
[TX Mode: INTERFACE, TX] - 00:00:01.024301 ARP, Request who-has 1.1.1.1 tell 192.168.1.80,
[TX Mode: INTERFACE, TX] - 00:00:02.047997 ARP, Request who-has 1.1.1.1 tell 192.168.1.80,
e

3 packets captured

3 packets received by filter

0 packets dropped by metadata filters
0 packets dropped by kernel

len...
len...
len...

The following example demonstrates how to use the tcpdump command with the “fil-

ter” parameter:

# tcpdump rx-and-tx filter "arp"

tcpdump: verbose output suppressed, use verbosity-level 1, 2 or 3 for full protocol decode

listening on any, link-type EN1OMB (Ethernet), capture size 262144 bytes

[TX Mode: INTERFACE, TX] - 16:04:10.991225 ARP, Request who-has 1.1.1.1 tell
[TX Mode: INTERFACE, TX] - 16:04:12.019647 ARP, Request who-has 1.1.1.1 tell
[TX Mode: INTERFACE, TX] - 16:04:13.043746 ARP, Request who-has 1.1.1.1 tell
[TX Mode: INTERFACE, TX] - 16:04:14.067979 ARP, Request who-has 1.1.1.1 tell
[TX Mode: INTERFACE, TX] - 16:04:15.091813 ARP, Request who-has 1.1.1.1 tell
~C

5 packets captured

5 packets received by filter

0 packets dropped by metadata filters

0 packets dropped by kernel

# tcpdump rx-and-tx filter "vlan and arp"

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type EN1OMB (Ethernet), capture size 262144 bytes

[Interface: gigabit-ethernet-1/1/3, RX] - 14:28:49.226863 ARP, Reply 5.5.5.1
[Interface: gigabit-ethernet-1/1/3, RX] - 14:28:49.327539 ARP, Reply 5.5.5.1
[Interface: gigabit-ethernet-1/1/3, RX] - 14:28:49.428315 ARP, Reply 5.5.5.1
[Interface: gigabit-ethernet-1/1/3, RX] - 14:28:49.528865 ARP, Reply 5.5.5.1
[Interface: gigabit-ethernet-1/1/3, RX] - 14:28:49.629842 ARP, Reply 5.5.5.1
~C

5 packets captured

5 packets received by filter

0 packets dropped by metadata filters

0 packets dropped by kernel

# tcpdump rx-and-tx filter "ether proto 0x0806"

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type EN1OMB (Ethernet), capture size 262144 bytes

[TX Mode: INTERFACE, TX] - 16:04:10.991225 ARP, Request who-has 1.1.1.1 tell
[TX Mode: INTERFACE, TX] - 16:04:12.019647 ARP, Request who-has 1.1.1.1 tell
[TX Mode: INTERFACE, TX] - 16:04:13.043746 ARP, Request who-has 1.1.1.1 tell
[TX Mode: INTERFACE, TX] - 16:04:14.067979 ARP, Request who-has 1.1.1.1 tell
[TX Mode: INTERFACE, TX] - 16:04:15.091813 ARP, Request who-has 1.1.1.1 tell
~C

5 packets captured

5 packets received by filter

0 packets dropped by metadata filters
0 packets dropped by kernel

192.168.
192.168.
192.168.
192.168.
192.168.

is-at
is-at
is-at
is-at
is-at

1
1
1
1
1

52:
52:
52:
52:
52:

192.168.
192.168.
192.168.
192.168.
192.168.

.80,
.80,
.80,
.80,
.80,

54:
54:
54:
54:
54:

00:
00:
00:
00:
00:

.80,
.80,
.80,
.80,
.80,

leng...
leng...
leng. ..
leng. ..
leng...

leng. ..
leng...
leng...
leng...
leng. ..

The following example demonstrates how to use the tcpdump command with the “save-

pcap” parameter:

# tcpdump rx—-and-tx save-pcap

tcpdump: listening on any, link-type EN1OMB (Ethernet), capture size 262144 bytes

~“C3 packets captured
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3 packets received by filter
0 packets dropped by metadata filters
0 packets dropped by kernel

The following example demonstrates how to use tcpdump and filter by VLAN ID:

# tcpdump rx filter "vlan 20"

[Interface: gigabit-ethernet-1/1/1, RX] - 14:28:49.423160 ARP, Reply 5.5.5.1 is-at 52:54:00:81:...

~C

1 packets captured

1 packets received by filter

0 packets dropped by metadata filters

0 packets dropped by kernel

# tcpdump rx print-link-level-header filter "vlan 20"

...9:06 (oui Unknown), ethertype 802.1Q0 (0x8100), length 64: vlan 20, p 0, ethertype ARP, Reply...

~C

packets captured

packets received by filter

packets dropped by metadata filters
packets dropped by kernel

o O -

The following example demonstrates what happens when try to open a second tcpdump
session:

# tcpdump rx-and-tx
Error: already running by:
admin ssh (cli from 192.168.1.127) on since 2021-03-02 14:27:29

The following example demonstrates the unusual behaviour of tcpdump when using fil-
ter with “vlan”:

# tcpdump rx print-link-level-header filter "vlan and arp"
tcpdump: verbose output suppressed, use verbosity-level 1, 2 or 3 for full protocol decode
listening on any, link-type EN1OMB (Ethernet), capture size 262144 bytes

...9:06 (oui Unknown), ethertype 802.1Q (0x8100), length 64: vlan 30, p 0, ethertype ARP, Reply...

~C

packets captured

packets received by filter

packets dropped by metadata filters

packets dropped by kernel

# tcpdump rx print-link-level-header filter "vlan or arp"

tcpdump: verbose output suppressed, use verbosity-level 1, 2 or 3 for full protocol decode
listening on any, link-type EN1OMB (Ethernet), capture size 262144 bytes

o O

...9:06 (ouil Unknown), ethertype 802.1Q (0x8100), length 64: vlan 20, p 0, ethertype ARP, Reply...

~C

packets captured

packets received by filter

packets dropped by metadata filters
packets dropped by kernel

o o
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Impacts and precautions

None.

Hardware restrictions

None
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traceroute
Description

Traceroute is a utility for displaying all the hops to reach a destination and measuring
transit delays of packets across an Internet Protocol (IP) network.

Supported Platforms

This command is supported in all platforms.

Syntax

traceroute ipv4-address [ vrf name | source {ip-address | interface} ]

Parameters

ipv4-address
Description: The IPv4 address destination.
Value: a.b.c.d

Default Value: None.

vrf name
Description: The name of VRF to use.
Value: Any VRF created.

Default Value: None.
source {ip-address | interface}

Description: Specify the source IP address or the interface name from which
packets should be sent.

Value: ip-address - IP address from a configured interface in a.b.c.d
format;
or
interface - name of the management or I3 interface in I13-<name>,
mgmt-<c>/<s>/<p> format.

Default Value: None.
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Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
4.0 This command was introduced.
5.2 Added source support.
5.4 Added VRF support.

Usage Guidelines
The following example demonstrates how to use the traceroute command.

# traceroute 10.1.147.55
traceroute to 10.1.147.55 (10.1.147.55), 30 hops max, 60 byte packets
1 10.1.8.1 (10.1.8.1) 1.255 ms 5.530 ms 6.095 ms
2 10.1.63.18 (10.1.63.18) 1.172 ms 2.871 ms 3.436 ms
3 10.1.63.110 (10.1.63.110) 5.423 ms 10.524 ms 12.045 ms
4 10.1.147.55 (10.1.147.55) 0.321 ms 0.326 ms 0.313 ms

”

The following example demonstrates how to use the traceroute command with the “source
parameter using interface name:

# traceroute 10.1.8.173 source mgmt-1/1/1

traceroute to 10.1.8.173 (10.1.8.173), 30 hops max, 38 byte packets
1 10.1.147.254 (10.1.147.254) 10.175 ms 7.070 ms 3.228 ms
2 10.1.63.109 (10.1.63.109) 1.139 ms 1.142 ms 1.251 ms
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3 10.1.63.17 (10.1.63.17) 1.204 ms 1.245 ms 2.664 ms
4 10.1.8.173 (10.1.8.173) 0.334 ms 0.313 ms 0.295 ms

The following example demonstrates how to use the traceroute command with the “source”
parameter using IP address:

# traceroute 10.1.8.173 source 10.1.147.11
traceroute to 10.1.8.173 (10.1.8.173) from 10.1.147.11, 30 hops max, 38 byte packets
1 10.1.147.254 (10.1.147.254) 6.749 ms 5.596 ms 3.289 ms
2 10.1.63.109 (10.1.63.109) 1.286 ms 1.088 ms 1.484 ms
3 10.1.63.17 (10.1.63.17) 1.037 ms 1.221 ms 1.206 ms
4 10.1.8.173 (10.1.8.173) 0.557 ms 0.294 ms 0.261 ms

The following example demonstrates how to use the traceroute command with the “vrf”

parameter:

# traceroute 31.1.1.2 vrf yellow

traceroute to 31.1.1.2 (31.1.1.2), 30 hops max, 38 byte packets
1 21.1.1.1 (21.1.1.1) 1.687 ms 1.494 ms 1.455 ms
2 31.1.1.2 (31.1.1.2) 2.526 ms 0.859 ms 0.849 ms

Impacts and precautions

N/A

Hardware restrictions

N/A
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traceroute6
Description

Traceroute is a utility for displaying all the hops to reach a destination and measuring
transit delays of packets across an Internet Protocol version 6 (IPv6) network.

Supported Platforms

This command is supported in all platforms.

Syntax

traceroute6 ipv6-address [ vrf name ]

Parameters

ipv6-address
Description: The IPv6 address destination.
Value: XX XXX

Default Value: None.

vrf name
Description: The name of VRF to use.
Value: Any VRF created.

Default Value: None.

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.
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Required Privileges

Audit
History
Release Modification
4.0 This command was introduced.
6.0 Added VRF support.

Usage Guidelines
The following example demonstrates how to use the traceroute command.

# traceroute6 2002::1
traceroute to 2002::1 (2002::1) from 2001::1, 30 hops max, 16 byte packets
1 2001::2 (2001::2) 11.438 ms 2.072 ms 1.962 ms
2 2002::1 (2002::1) 1.172 ms 1.327 ms 1.113 ms

The following example demonstrates how to use the traceroute command with the “vrf”
parameter:

# traceroute6 2002::1 vrf yellow
traceroute to 2002::1 (2002::1) from 2001::1, 30 hops max, 16 byte packets
1 2001::2 (2001::2) 11.438 ms 2.072 ms 1.962 ms
2 2002::1 (2002::1) 1.172 ms 1.327 ms 1.113 ms

As link-local addresses are not routable, the traceroute command with this kind of ad-
dress must fail.

# traceroute6 fe80::204:dfff:fecc:25ch
connect: Invalid argument

Impacts and precautions

N/A
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Hardware restrictions

N/A
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SNMP

This topic describes the commands related to configuration and use of Simple Network
Management Protocol (SNMP) such as commands to configure communities or to enable
traps.

snmp agent
Description

Configures the SNMP agent.

Supported Platforms

This command is supported in all platforms.

Syntax

snmp agent { [ context vri-namel* | [ disabled | enabled ] | engine-id { enterprise-
number number | [ from-ip { a.b.c.d | x:x:x:x::x } | from-mac-address mac-address
| from-text text | other string 1 }* | ip { a.b.c.d | x:x:x:x::x } | max-message-size
size | udp-port port | version { vl | v2c | v3 }* }* snmp agent [ listen { interface
interface-name } | [ udp-port port ] ]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

context vrf-name

Description: Creates a context for SNMP requests enabling logical network
entity mapping.
SNMP contexts may be used to access MIB data within a VRF/VPN
context.
It must be used along snmp community context-map configu-
ration in case of SNMPv1 and SNMPv2.

Value: VRF name

Default Value: None.
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[ disabled | enabled ]
Description: Disables or enables the SNMP agent.
Value: disabled or enabled.

Default Value: disabled.

engine-id
Description: Configures the SNMP agent Engine ID. It is a local and unique
identifier to be used for communication with SNMPv3 Agents
and Managers.
Value: { enterprise-number number | [ from-ip { a.b.c.d | x:x:x:x::x

} | from-mac-address mac-address | from-text text | other
string 1 }*

Default Value: None.

enterprise-number number

Description: Assignes an Enterprise ID to assemble the Engine ID octets.
Value: 0-4294967295.
Default Value: 37009.

from-ip { a.b.c.d | xex:x:x::x }

Description: Assignes an IPv4 or IPv6 address to assemble the Engine ID
octets.
Value: a.b.c.d or x:x:x:x::X.

Default Value: None.
from-mac-address mac-address
Description: Assignes a MAC address to assemble the Engine ID octets.
Value: XXIXX XX XX XX XX,
Default Value: None.
from-text text
Description: Assignes a text to assemble the Engine ID octets.
Value: String - maximum 27 characters.
Default Value: None.

other string
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Description:

Value:

Default Value:

ip { a.b.c.d | xexax:x::x }

Description:
Value:

Default Value:
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Configures the engine ID based on a specified string pattern in
accordance to RFC3411.

pattern “[0-9a-fA-F1{2}(:[0-9a-fA-F]{2}){0,27}"

None.

Configures an IPv4 or IPv6 as local SNMP agent address.
a.b.c.d or x:x:x:x::x.

None.

max-message-size size

Description:

Value:
Default Value:
udp-port port

Description:

Value:

Default Value:

Configures the maximum SNMP agent message size that can be
sent or received.

484-214748364.

50000.

Sets the UDP protocol port to be used for communication with
the SNMP Agents and Managers.

UDP port.

161.

version { vl |v2c |v3}

Description:

Value:

Default Value:

Configures the SNMP agent version. The options are SNMP ver-
sion 1, SNMP version 2c and SNMP version 3. More than one
option can be configured.

{vl|v2c|Vv3}

v2c and v3.

listen interface interface-name [ udp-port port ]

Description:

Value:

Default Value:
udp-port port

Description:

DATACOM

List of interfaces to listen for SNMP requests.
Interface name in format 13-<name> or loopback-<name=>.

None.

Port on which SNMP will listen for requests on this interface.
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Value: UDP port.
Default Value: 161.
Default
disabled.
Command Mode
Configuration mode
Required Privileges
Admin
History
Release Modification
1.0 This command was introduced.
1.10 Only admin user can configure SNMP.
2.4 Supported extra-list parameter in SNMP agent.
4.4 Removed the option no for SNMP agent enabled and disabled.
5.0 Command extra-listen replaced by listen.
5.8 Added parameter context in SNMP agent command.
6.0 Added support to loopback interface on SNMP agent listen configuration.

DATACOM
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Usage Guidelines

This command can be executed directly via CLI. The listen interface allows the configu-
ration of a list of interfaces to listen for SNMP requests. This configuration can be used
for managing SNMP on a VRF.

Example:

This example shows how to configure the SNMP agent using version 2c.

# configure terminal

Entering configuration mode terminal
(config) # snmp agent version v2c
(config) # snmp agent ip 10.1.0.1
(config)# snmp agent enabled
(config) # commit

Commit complete.

This example shows how to configure the SNMP agent listen interfaces.

# configure terminal

Entering configuration mode terminal

(config) # snmp agent listen interface 13-vrf-blue
(config-interface-13-vrf-blue) # commit

Commit complete.

Impacts and precautions

The SNMP version 3 requires an engine ID.

The Enterprise number 3709 is assigned by IANA to Teracom Telematica Ltda.

Be very careful when using a different udp-port for SNMP agent listen interface in order
to avoid conflicts with other protocols, such as DHCP (67/68), TFTP (69). In these cases
SNMP agent listen interface might work but it can interfere in other protocols. The ex-
ception is NTP port (123), that is forbidden to be used, since it will not work.

For SNMP listen interface without VRF, SNMP agent will always listen on 161 port, even
when a listen interface is configured for another port. In such cases, both ports can
be used for SNMP service. For listen interfaces with VRF, only the configured udp-port
works.

In order to use SNMP agent with VRF mgmt, use SNMP agent IP with the same IPv4 ad-
dress as configured in out-of-band management interface (interface mgmt X/Y/Z).
SNMP agent listen interface will only use the L3 interface primary IPv4 address. Sec-
ondary IPv4 address is not supported for L3 interfaces. Also, only the first IPv6 address
will be used for L3 or loopback interface.

SNMP agent listen interface only supports VRF with IPV4 address. VRF with IPv6 is not
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supported yet (L3 or loopback interfaces).

Hardware restrictions

N/A
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snmp community
Description

Configures the SNMP communities to be used with managers and agents using version
SNMPv1 or SNMPv2c.

Supported Platforms

This command is supported in all platforms.

Syntax

snmp community index [ context-map context | name community _name | sec-name
security-name | target-tag identifier ]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
index
Description: Specifies the community index.
Value: String - maximum 32 characters.

Default Value: None.
context-map context

Description: Specifies the context mapping.
SNMP requests for the related community will address MIB data
within the VRF pointed by the SNMP context.

Value: SNMP agent context.
Default Value: Empty.
name community _name

Description: Specifies the community name. It should be used in case it is
different from the index.

Value: String.
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Default Value: None.
sec-name security-name

Description: Specifies the community security name corresponding to the
community name in a security model independent format.

Value: String - maximum 32 characters.
Default Value: None.
target-tag identifier

Description: Specifies the target tag to be used as an identifier to restrict
access for this community.

Value: String.

Default Value: None.

Default

N/A.

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.0 This command was introduced.
5.8 The parameter context-map was introduced.

DATACOM DmOS 9.2.0 - Command Reference 218 | 1802



Chapter 3: Management - SNMP

Usage Guidelines
This command can be executed directly via CLI. Up to 32 communities can be created.

Example:

This example shows how to configure an SNMP community.

# configure terminal

Entering configuration mode terminal

(config)# snmp community private name private-comm sec-name pvt
(config)# commit

Commit complete.

Impacts and precautions

N/A

Hardware restrictions

N/A
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snmp notify
Description

Configures the SNMP notification for a specific target defined by tag identifier.

Supported Platforms

This command is supported in all platforms.

Syntax

snmp notify name tag identifier [ type { inform | trap } ]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
name
Description: Specifies the notification name.
Value: String - maximum 32 characters.

Default Value: None.
tag identifier
Description: Specifies the notification target tag identifier.
Value: String.
Default Value: None.
type { inform | trap }
Description: Specifies the notification type.
Value: inform or trap.

Default Value: trap.

Default

N/A.

DATACOM DmOS 9.2.0 - Command Reference 220 | 1802



Chapter 3: Management - SNMP

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI. Up to 32 entries can be created. SNMP
notifications can be sent as traps or inform requests. SNMP traps are unconfirmed noti-
fications. SNMP informs are confirmed notifications.

Example:

This example shows how to configure the SNMP notification for the target std_v1_trap.

# configure terminal

Entering configuration mode terminal
(config)# snmp notify std_vl_trap
(config-notify-std_vl_trap)# tag std_vl_trap
(config-notify-std_vl_trap)# commit

Commit complete.

Impacts and precautions

N/A

Hardware restrictions

N/A
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snmp system
Description

Configures the SNMP system parameters.

Supported Platforms

This command is supported in all platforms.

Syntax

snmp system { contact text location /oc }*

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

contact text
Description: Sets the system contact information.
Value: String - maximum 255 characters.

Default Value: None.

location /oc
Description: Sets the system location.
Value: String - maximum 255 characters.

Default Value: None.

Default

N/A.

Command Mode

Configuration mode
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Required Privileges

Config
History
Release Modification
1.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure the SNMP system parameters.

# configure terminal

Entering configuration mode terminal

(config) # snmp system location Curitiba

(config)# snmp system contact "Teracom Telematica Ltda"
(config) # commit

Commit complete.

Impacts and precautions

N/A

Hardware restrictions

N/A
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snmp target
Description

Configures a SNMP target list.

Supported Platforms

This command is supported in all platforms.

Syntax

snmp target name ip { a.b.c.d | x:x:x:x::x } { usm user-name name sec-level {
auth-no-priv | auth-priv | no-auth-no-priv } | { vl | v2c } sec-name security-name
} [ engine-id end-id | retries num-retries | tag tag-list | timeout time | udp-port port
| vrf vrf-name | source { ipv4 address IPv4address | interface interface-name } ]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
name
Description: Specifies the target name.
Value: String - maximum 32 characters.

Default Value: None.
ip { a.b.c.d| x:x:x:x::x }
Description: Specifies the target IPv4 or IPv6 address.
Value: a.b.c.d or x:x:x:x::X.
Default Value: None.
usm
Description: Configures the target to use SNMPv3 user based parameters.

Value: user-name name sec-level { auth-no-priv | auth-priv | no-
auth-no-priv }

Default Value: None.
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user-name name
Description:
Value:

Default Value:
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Specifies the SNMPv3 user name.
String - maximum 32 characters.

None.

sec-level { auth-no-priv | auth-priv | no-auth-no-priv }

Description:
Value:
Default Value:

{vl|v2c}
Description:
Value:

Default Value:

Specifies the minimum SNMPv3 security level.
auth-no-priv, auth-priv or no-auth-no-priv.

None.

Configures the target to use SNMPv1 or SNMPv2c parameters.
vl or v2c.

None.

sec-name security-name

Description:

Value:

Default Value:
engine-id end-id

Description:

Value:
Default Value:
retries num-retries

Description:

Value:
Default Value:
tag tag-list

Description:

Value:

DATACOM

Specifies the SNMP target security name.
String - maximum 32 characters.

None.

(Optional) Specifies the target remote engine ID to receive SN-
MPv3 informs.

pattern “[0-9a-fA-F1{2}(:[0-9a-fA-F]{2}){0,27}".

None.

(Optional) Specifies the number of retries to receive SNMPv3
informs.

0 - 255.

(Optional) Specifies the target tag list. A list must be between
brackets “[" and “]".

String.
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Default Value:
timeout time

Description:

Value:
Default Value:
udp-port port

Description:

Value:
Default Value:
vrf vrf-name

Description:

Value:

Default Value:
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None.

(Optional) Specifies the timeout in hundreds of seconds to re-
ceive SNMPv3 informs.

0-4294967295.

1500.

(Optional) Sets the UDP protocol port to be used for communi-
cation with the SNMP target entity.

0-65532.
162.

(Optional) Specifies the name of VRF which the target can be
reached.

String.

None.

source ipv4 address IPv4address

Description:

Value:

Default Value:

(Optional) Specifies the source IPv4 address to send SNMP no-
tifications to target.

a.b.c.d

None.

source interface interface-name

Description:

Value:

Default Value:

Default

N/A.

DATACOM
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(Optional) Specifies the interface used to send SNMP notifica-
tions to target.

Interface name in format I3-<name> or loopback-<id>

None.
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Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.0 This command was introduced.
5.0 Add vrf option.
6.0 Add source ipv4 address and source interface options.

Usage Guidelines

This command can be executed directly via CLI. Up to 32 entries can be created.

Example:

This example shows how to configure a SNMP target entry.

# configure terminal

Entering configuration mode terminal

(config)# snmp target outband

(config-target-outband) # ip 192.168.10.1
(config-target-outband)# tag [ std_v2_trap std_v3_trap ]
(config-target-outband) # usm user-name public
(config-target-outband) # usm sec-level no-auth-no-priv
(config-target-outband) # vrf red
(config-target-outband) # source ipv4 address 5.5.5.5
(config-target-outband) # commit

Commit complete.
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Impacts and precautions
The parameter engine-id must indicate an Engine ID identifier present in the snmp

usm remote configuration.

Take special care when configuring a different UDP port from default (162), since it must
not conflict with well-known protocols or services, such as SNTP (123) and Syslog (514).

Hardware restrictions

N/A
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snmp traps
Description

This configuration allows the selection of traps that will be sent to the snmp target.

Supported Platforms

This command is supported in all platforms.

Syntax
snmp traps [ config-commit | cpu-core | cpu-load | link-status | login-fail | login-
success ]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

config-commit
Description:
Value:
Default Value:
cpu-core
Description:
Value:
Default Value:
cpu-load
Description:
Value:
Default Value:
link-status

Description:

DATACOM

Enable the configCommit trap.
N/A

N/A

Enable the cpuCoreHighTrap trap.
N/A

N/A

Enable the cpuLoadHighTrap trap.

N/A

N/A

Enable the IF-MIB linkDown/linkUp traps.
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Value: N/A

Default Value: N/A

login-fail
Description: Enable the loginFail trap.
Value: N/A

Default Value: N/A
login-success
Description: Enable the loginSuccess trap.
Value: N/A
Default Value: N/A

Default

The following configuration are enabled: config-commit, cpu-core, cpu-load, link-status
and login-success.

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
5.6 This config was introduced.
512 New configuration available: config-commit, cpu-core, cpu-load, login-fail

and login-success.
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Usage Guidelines

The generation of traps can be enabled or disabled with this configuration.

Impacts and precautions

Netconf connections don’t generate login traps.

Hardware restrictions

N/A
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snmp usm
Description

Configures the SNMP user based security model.

Supported Platforms

This command is supported in all platforms.

Syntax

snmp usm { local | remote engine-id } user name [ auth { md5 | sha } { key hexlist
| password pw } [ priv { aes | des } { key hexlist | password pw } ] | security-name
sec-name |

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

{ local | remote engine-id }
Description: Configures a local or remote user.

Value: Remote user requires an engine ID according to the pattern “[0-
9a-fA-F]1{2}(:[0-9a-fA-F]{2}){0,27}".

Default Value: None.

user name
Description: Specifies the user name.
Value: String - maximum 32 characters.

Default Value: None.

auth { md5 | sha } { key hexlist | password pw }

Description: (Optional) Enables user authentication based on md5 or sha
mode.
Value: md5 or sha.

Default Value: None.

DATACOM DmOS 9.2.0 - Command Reference 232 | 1802



key hexlist
Description:

Value:

Default Value:

password pw
Description:

Value:

Default Value:

priv { aes | des }
Description:

Value:

Default Value:
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Specifies the authentication key in hexadecimal format.
pattern “(((([0-9A-Fa-f1{2}):)*([0-9A-Fa-f1{2}))){0,1}".

None.

Specifies the authentication password.
String (length 8-255).

None.

(Optional) Enables encryption for the authentication process.
AES or DES encryption.

None.

security-name sec-name

Description:

Value:

Default Value:

Default

N/A.

Command Mode

Configuration mode

Required Privileges

Config

History

DATACOM

DmMOS 9.2.0 - Command Reference

(Optional) Specifies the user security name in case it should be
different from the user name.

String - maximum 32 characters.

None.

233 | 1802



Chapter 3: Management - SNMP

Release Modification

1.0 This command was introduced.
Usage Guidelines

This command can be executed directly via CLI. Up to 32 local and remote entries can
be created.

Example:

This example shows how to configure a local user based security model.

# configure terminal

Entering configuration mode terminal

(config)# snmp usm local user public
(config-user-public)# auth sha password 12345678
(config-user-public)# commit

Commit complete.

Impacts and precautions

N/A

Hardware restrictions

N/A
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snmp vacdm
Description

Configures the SNMP group or MIB view based access control model.

Supported Platforms

This command is supported in all platforms.

Syntax

snmp vacm { group grp-name { member member-name sec-model { id | usm | v1
| v2c }* }* [ access { context } { sec-model-num | any | usm | vl | v2c } { auth-
no-priv | auth-priv | no-auth-no-priv } [ { notify-view | read-view | write-view }
view-name 1* I* | view view-name subtree oid { excluded | included }

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

group grp-name
Description: Specifies the group name.
Value: String - maximum 32 characters.
Default Value: None.

member member-name
Description: Configures a member list for the group.
Value: String - maximum 32 characters.
Default Value: None.

sec-model { id | usm | v1 | v2c }*

Description: Configures the group security model list.
Value: 1..2147483647, usm, vl orv2c. A list must be between brack-
etS u[|| and u]n.

Default Value: None.
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access { context }

Description: Configures the SNMP context under which the access rights are
applied. If no VRF is used, leave it in blank using “” (Two double
quotes).

Value: SNMP agent context.

Default Value: None.

access { sec-model-num | any | usm | vl | v2c }
Description: (Optional) Configures the group access list under which the ac-

cess rights are applied based on the security model.
Value: 1.. 2147483647, any, usm, v1 or v2c.
Default Value: None.
{ auth-no-priv | auth-priv | no-auth-no-priv }
Description: Defines the access rights priviledge mode.
Value: auth-no-priv, auth-priv or no-auth-no-priv.
Default Value: None.
{ notify-view | read-view | write-view }* view-name

Description: (Optional) Defines the access rights for notification, read or
write based on the MIB view name.

Value: Mode and MIB view name.
Default Value: None.
view view-name
Description: Configures a MIB view based access control model.
Value: String - maximum 32 characters.
Default Value: None.
subtree oid

Description: Configures the SNMP family subtree to be excluded or included
in this MIB view.

Value: pattern “((0-1%¥)[([2*].((O|([1-9TN|[*D))" + "(.((O[([1-9T*))|[*1))*".
Default Value: None.

{ excluded | included }
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Description: The SNMP family subtree action for this MIB view.
Value: excluded or included.

Default Value: None.

Default

N/A.

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.0 This command was introduced.
5.8 The parameter context was introduced.
70 Add a pattern to VRF context allowing only the use of a-z, A-z, 0-9, and

Usage Guidelines

This command can be executed directly via CLI. Up to 32 groups or views can be created.

Example:

This example shows how to configure a SNMP group access control.

# configure terminal
Entering configuration mode terminal
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(config) # snmp vacm group public
(config-group-public) # member public
(config-member-public) # sec-model [ usm v2c ]
(config-member-public) # commit

Commit complete.

This example shows how to configure a SNMP MIB view access control.

# configure terminal

Entering configuration mode terminal
(config)# snmp vacm view root
(config-view-root)# subtree 1.3
(config-subtree-1.3)# included
(config-subtree-1.3)# commit

Commit complete.

Impacts and precautions

N/A

Hardware restrictions

N/A
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This topic describes the commands to manage licenses.

license

Description

This command is used to disable or enable a licensed feature.

Supported Platforms

This command is supported only in the following platforms: DM4170, DM4615, DM4370,

DM4270, DM4770.

Syntax

license feature { disabled | enabled } key key

Parameters

license feature
Description:

Value:

Default Value:

{ disabled | enabled }

Description:

Value:

Default Value:

key key
Description:

Value:

Default Value:

DATACOM

Specifies the feature to be disabled or enabled.
String of the licensed feature.

None.

Disables or enables the specified licensed feature.
disabled or enabled.

None.

Specifies the key to disable or enable the licensed feature.

String.

None.
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
3.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI. Please contact the support to consult
the licensable features and how to obtain a key to disable or enable them.

Example:

This example shows how to enable the MPLS features.

# configure terminal

Entering configuration mode terminal

(config) # license mpls enabled key 416195f4bd3a73243352aaf4e3eb06abfd35c9ed6£99c7£336e£37d263£d59970137c
(config)# commit

Commit complete.

Impacts and precautions

N/A
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Hardware restrictions

N/A
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show license
Description

This command shows the list of licensed features.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4250, DM4618.

Syntax

show license

Parameters

N/A

Output Terms

Output Description
Feature Displays the feature name.
Status Displays the license status.
Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

DATACOM DmOS 9.2.0 - Command Reference 242 | 1802



Chapter 3: Management - License

Required Privileges

Access level audit

History

Release Modification

2.2 This command was introduced.

49 The show command was modified to include the number of licenses avail-

able for a given feature.

Usage Guidelines

To show the list of licensed features available the following command can be used:
If the number of licenses is not applicable to the feature, “N/A” is displayed.

#show license

Feature Status Number of Licenses
mpls enabled N/A
speed-100g-ports enabled 5

The example below shows the command output when the license is disabled:

#show license

mpls disabled N/A
speed-100g-ports disabled N/A

Impacts and precautions

N/A

Hardware restrictions

N/A
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CHAPTER 4: INTERFACES

This chapter describes the commands related to management of interfaces in the DmOS
CLI.

ETHERNET

This topic describes the commands related to management of Ethernet interfaces such
as commands to configure speed or to disable the interface.

dwdm interface
Description

Configure DWDM QSFP on hundred gigabit ethernet ports.

Supported Platforms

This command is supported only in the following platforms: DM4770.

Syntax

dwdm interface interface-name [ grid-50ghz { frequency { 191.30 .. 196.10} } |
grid-100ghz { frequency { 191.3 .. 196.1} } | tx-power { range -20.0 .. 0} ]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

interface-name

Description: Configures a hundred gigabit ethernet port that supports DWDM
QSFP.
Value: N/A

Default Value: N/A
grid
Description: Configure DWDM grid in GHz.
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Value: 50GHz or 100GHz

Default Value: 100GHz

frequency
Description: Configures the DWDM frequency. It's dependent on the grid
choice:
0.05 THz steps for 50GHz grid;
0.1 THz steps for 100GHz grid.
Value: range from 191.3 to 196.1

Default Value: 193.7

tx-power
Description: Set the DWDM transmission power in dBm with 0.1 steps.
Value: range from -20.0 to 0.0

Default Value: 0.0

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
6.4 This command was introduced.

DATACOM DmOS 9.2.0 - Command Reference 2451802



Chapter 4: Interfaces - Ethernet

Usage Guidelines

This command should be used to configure hundred gigabit Ethernet interfaces with
DWDM QSFP support.

Examples:

These examples show the DWDM configuration for interface hundred gigabit interface
1/1/16.

To configure the grid with 50GHz and its frequency.

DM4770 (config) # dwdm interface hundred-gigabit-ethernet-1/1/16

DM4770 (dwdm-—hundred-gigabit-ethernet-1/1/16)# grid-50ghz frequency 191.35
DM4770 (dwdm-hundred-gigabit-ethernet-1/1/16) # commit

Commit complete.

To configure the grid with 100GHz and its frequency.

DM4770 (config) # dwdm interface hundred-gigabit-ethernet-1/1/16

DM4770 (dwdm-hundred-gigabit-ethernet-1/1/16)# grid-100ghz frequency 191.4
DM4770 (dwdm-hundred-gigabit—-ethernet-1/1/16) # commit

Commit complete.

To set tx-power

DM4770 (config) # dwdm interface hundred-gigabit-ethernet-1/1/16
DM4770 (dwdm-hundred-gigabit-ethernet-1/1/16)# tx-power -2.0

Impacts and precautions

The tx-power must be set with caution, higher configuration values could damage part-
ner transceiver optical receiver.

The tx-power parameter allow the provision of a transmit power lower or equal to the
module physical internal laser power capability. This is useful for leveling of several
transceivers on a DWDM system, to normalize all channels power to the EDFA without
the need of individual external optical attenuators. Since each module have its own
maximum power capability and the tx-power command has a range from -20 to 0 dBm,
it may occur that the physical output power may not match tx-power definition, specially
on higher tx-power configuration.

Hardware restrictions

DM4770 16CX supports QSFP-DD only for hundred gigabit ethernet ports 10, 12, 14 and
16.
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interface forty-gigabit-ethernet

Description

Configure forty gigabit Ethernet interfaces.

Supported Platforms

This command is supported in all platforms.

Syntax

interface forty-gigabit-ethernet id [ shutdown | speed { 40G } | duplex { full } |
mdix { normal } | flow-control { rx-pause | tx-pause } | mtu { range* } | description

{ string }* ]

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

id

Description:

Value:

Default Value:

shutdown

Description:

Value:

Default Value:

speed

Description:

DATACOM

Configures the forty-gigabit-ethernet interface. The ID is com-
posed by chassis/slot/port.

chassis/slot/port
Chassis is equal to 1, slot is equal to 1 and port needs to be 1
or 2.

N/A

Turn the interface down administratively (the interfaces startup
is no shutdown by default).

N/A

N/A

Set interface speed (for forty-gigabit-ethernet it is only avail-
able 40G).
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Value:

Default Value:

duplex

Description:

Value:

Default Value:

mdix

Description:

Value:

Default Value:

flow-control
Description:

Value:

Default Value:

mtu

Description:

Value:

Default Value:

description

Description:

Value:

Default Value:

DATACOM
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40G.
40G.

Set a duplex mode (for forty-gigabit-ethernet it is only available
full mode).

full.

full.

Set MDIX mode (for forty-gigabit-ethernet it is only available
normal mode).

normal.

normal.

Set a flow control mode.
rx-pause and tx-pause.

rx-pause and tx-pause.

Set MTU (Maximum Transmission Unit) in bytes. Packets that
surpass the limit are dropped.

From 64 bytes to the maximum supported on the product.

The maximum supported on the product.

Set a textual description of the interface, according to the net-
work manager’s choice.

Valid characters are A-Z, a-z, 0-9 and A-Z, a-z, 0-9and @ # $ %
&*() -_[1{}Y<>=+,./";:2"]

The interface description.

N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.4 This command was introduced.
46 Parameter ‘advertising-abilities’ was removed.
The configuration to set the MTU of interfaces was added.
9.0 Added support for some special characters on interface description.

Usage Guidelines

This command should be used to configure the forty gigabit Ethernet interfaces.

Example:

This example is applied to id equal to 1/1/1. This id correspond to chassis 1, slot 1
and port 1.

To set flow control

DM4170 (config) # interface forty-gigabit-ethernet 1/1/1
DM4170 (config-forty-gigabit-ethernet-1/1/1)# flow-control rx-pause tx-pause

To set description

DM4170 (config) # interface forty-gigabit-ethernet 1/1/1
DM4170 (config-forty-gigabit-ethernet-1/1/1)# description "test interface name"
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Special characters |(vertical bar), !(exclamation mark), ?(question mark) and ;(semi-
colon) can only be used inside “”(double quotes) as they are also valid commands on
command line.

Example:

DM4170 (config) # interface forty-gigabit-ethernet 1/1/1
DM4170 (config-forty—-gigabit—-ethernet-1/1/1)# description "test_interface_name|!?;"

To set mtu

DM4170 (config) # interface forty-gigabit-ethernet 1/1/1
DM4170 (config-forty-gigabit-ethernet-1/1/1)# mtu 1500

Impacts and precautions

Changes in interfaces configuration could result in link connection loss.

The interface description is set using CLI and the maximum number of characters is
128. This description is available in SNMP through IF-MIB::ifAlias, but it is truncated in 64
characters.

The MTU configuration considers an Ethernet frame with the maximum headers size of
26 bytes, which is the case for frames tagged with VLAN (4 bytes) and QinQ (4 bytes).
Therefore, untagged frames with a payload that exceeds the MTU configuration by at
most 8 bytes will not be dropped.

Hardware restrictions

According to SFP+ inserted, these configurations could be available or not.
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interface gigabit-ethernet
Description

Configure gigabit Ethernet interfaces.

Supported Platforms

This command is supported in all platforms.

Syntax

interface gigabit-ethernet id [ shutdown | negotiation | speed { 10M | 100M | 1G
} | duplex { full } | mdix { normal | xover | auto } | flow-control { rx-pause | tx-pause
} | advertising-abilities { 10Mfull* | 100Mfull | 1Gfull | rx-pause | tx-pause } | mtu {
range* } | description { string }* ]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
id
Description: Configures the gigabit-ethernet interface. The ID is composed
by chassis/slot/port.
Value: chassis/slot/port

Chassis is equal to 1, slot is equal to 1 and port needs to be in
the range 1 to 12.

Default Value: N/A

shutdown
Description: Turn the interface down administratively (the interfaces startup
is no shutdown by default).
Value: N/A

Default Value: N/A
negotiation

Description: Enable autonegotiation.
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Value:

Default Value:
speed

Description:

Value:

Default Value:
duplex

Description:

Value:

Default Value:
mdix

Description:

Value:

Default Value:

flow-control
Description:
Value:
Default Value:
advertising-abilities

Description:

Value:
Default Value:
mtu

Description:

Value:
Default Value:

description

DATACOM
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N/A

N/A

Set a speed to be used when negotiation is disabled.
1G, 10M or 100M.

1G for optical ports and 100M for electrical ports.

Set a duplex mode to be used when negotiation is disabled.
full.

full.

Set MDIX mode to be used when negotiation is disabled.
normal, xover or auto.

normal for ports from 1 to 8.
auto for ports from 9 to 12.

Set a flow control mode to be used when negotiation is disabled.
rx-pause and tx-pause.

N/A

Set the speed, duplex and flow control modes that will be ad-
vertised on negotiation protocol.

10Mfull, 100Mfull, 1Gfull, rx-pause and tx-pause.

10Mfull, 100Mfull, 1Gfull.

Set MTU (Maximum Transmission Unit) in bytes. Packets that
surpass the limit are dropped.

From 64 bytes to the maximum supported on the product.

The maximum supported on the product.
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Description: Set a textual description of the interface, according to the net-

Value:

work manager’s choice.
Valid characters are A-Z, a-z, 0-9and @ # $ % &* () - _[14{}

<>=+4+,./";:?7!]

The interface description.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.0 This command was introduced.
1.10 Removed the configurations “duplex half”, “advertising-abilities 10Mhalf”
and “advertising-abilities 100Mhalf”.
1.12 The configuration to set the description of interfaces was added.
4.6 The configuration to set the MTU of interfaces was added.
9.0 Added support for some special characters on interface description.

DATACOM
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Usage Guidelines

This command should be used to configure the gigabit Ethernet interfaces.

Examples:

These examples are applied to id equal to 1/1/9. This id correspond to chassis 1, slot
1 and port 9.

To shutdown port

DM4610 (config) # interface gigabit-ethernet 1/1/9
DM4610 (config-gigabit—-ethernet-1/1/9)# shutdown

To enable negotiation

DM4610 (config)# interface gigabit-ethernet 1/1/9
DM4610 (config-gigabit-ethernet-1/1/9)# negotiation
To set speed equal to 1 gigagit

DM4610 (config) # interface gigabit-ethernet 1/1/9
DM4610 (config-gigabit-ethernet-1/1/9)# speed 1G

To set duplex

DM4610 (config) # interface gigabit-ethernet 1/1/9
DM4610 (config-gigabit-ethernet-1/1/9)# duplex full

To set advertising abilities

DM4610 (config) # interface gigabit-ethernet 1/1/9
DM4610 (config-gigabit-ethernet-1/1/9)# advertising-abilities 1Gfull rx-pause

To set description
DM4610 (config) # interface gigabit-ethernet 1/1/9

DM4610 (config-gigabit-ethernet-1/1/9)# description "test interface name"

Special characters |(vertical bar), !(exclamation mark), ?(question mark) and ;(semi-
colon) can only be used inside “”"(double quotes) as they are also valid commands on
command line.

Example:

DM4610 (config) # interface gigabit-ethernet 1/1/9
DM4610 (config-gigabit—-ethernet-1/1/9)# description "test_interface_name]|!?;"

To set mtu

DM4610 (config) # interface gigabit-ethernet 1/1/9
DM4610 (config-gigabit-ethernet-1/1/9)# mtu 1500
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Impacts and precautions

Changes in interfaces configuration could result in link connection loss.

The interface description is set using CLI and the maximum number of characters is
128. This description is available in SNMP through IF-MIB::ifAlias, but it is truncated in 64
characters.

The MTU configuration considers an Ethernet frame with the maximum headers size of
26 bytes, which is the case for frames tagged with VLAN (4 bytes) and QinQ (4 bytes).
Therefore, untagged frames with a payload that exceeds the MTU configuration by at
most 8 bytes will not be dropped.

Hardware restrictions

According to SFP inserted, these configurations could be available or not.
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interface hundred-gigabit-ethernet

Description

Configure hundred gigabit Ethernet interfaces.

Supported Platforms

This command is supported in all platforms.

Syntax

interface hundred-gigabit-ethernet jd [ shutdown | negotiation | speed { 40G |
100G } | duplex { full } | mdix { normal } | flow-control { rx-pause | tx-pause } | mtu
{ range } | description { string } | fec { off | c/91 } ]

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

id

Description:

Value:

Default Value:

shutdown

Description:

Value:

Default Value:

negotiation

Description:

DATACOM

Configures the hundred-gigabit-ethernet interface. The ID is
composed by chassis/slot/port.

chassis/slot/port
Chassis is equal to 1, slot is equal to 1 and port needs to be 1
or 2.

N/A

Turn the interface down administratively (the interfaces startup
is no shutdown by default).

N/A

N/A

Enable autonegotiation.
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Value:

Default Value:

speed
Description:

Value:

Default Value:

duplex

Description:

Value:

Default Value:

mdix

Description:

Value:

Default Value:

flow-control
Description:

Value:

Default Value:

mtu

Description:

Value:

Default Value:

description

Description:

DATACOM
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N/A

N/A

Set interface speed to 100G or to 40G.
40G, 100G.

100G.

Set a duplex mode (for hundred-gigabit-ethernet it is only avail-
able full mode).

full.

full.

Set MDIX mode (for hundred-gigabit-ethernet it is only available
normal mode).

normal.

normal.

Set a flow control mode.
rx-pause and tx-pause.

rx-pause and tx-pause.

Set MTU (Maximum Transmission Unit) in bytes. Packets that
surpass the limit are dropped.

From 64 bytes to the maximum supported on the product.

The maximum supported on the product.

Set a textual description of the interface, according to the net-
work manager’s choice.
Valid characters are A-Z, a-z, 0-9and @ # $ % &* () - _[14{}

<>=4+,./";:?72!]

DmOS 9.2.0 - Command Reference 257 | 1802



Chapter 4: Interfaces - Ethernet

Value: The interface description.

Default Value: N/A

fec
Description: Enable/disable Forward Error Correction.
Value: off, cl91.
Default Value: off.
Default
N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
9.0 Added support for some special characters on interface description.

Usage Guidelines
This command should be used to configure the hundred gigabit Ethernet interfaces.

Example:

This example is applied to id equal to 1/1/1. This id correspond to chassis 1, slot 1
and port 1.
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To set flow control

DM4270 (config) # interface hundred-gigabit-ethernet 1/1/1
DM4270 (config-hundred-gigabit-ethernet-1/1/1)# flow-control rx-pause tx-pause

To set description
DM4270 (config) # interface hundred-gigabit-ethernet 1/1/1

DM4270 (config-hundred-gigabit-ethernet-1/1/1)# description "test interface name"

Special characters |(vertical bar), !(exclamation mark), ?(question mark) and ;(semi-
colon) can only be used inside “”(double quotes) as they are also valid commands on
command line.

Example:

DM4270 (config) # interface hundred-gigabit-ethernet 1/1/1
DM4270 (config-hundred-gigabit-ethernet-1/1/1)# description "test_interface_name|!?;"

To set mtu

DM4270 (config) # interface hundred-gigabit-ethernet 1/1/1
DM4270 (config-hundred-gigabit-ethernet-1/1/1)# mtu 1500

To set fec

DM4270 (config) # interface hundred-gigabit-ethernet 1/1/1
DM4270 (config-hundred-gigabit-ethernet-1/1/1)# fec cl91

Impacts and precautions

Changes in interfaces configuration could result in link connection loss.

The interface description is set using CLI and the maximum number of characters is
128. This description is available in SNMP through IF-MIB::ifAlias, but it is truncated in 64
characters.

The MTU configuration considers an Ethernet frame with the maximum headers size of
26 bytes, which is the case for frames tagged with VLAN (4 bytes) and QinQ (4 bytes).
Therefore, untagged frames with a payload that exceeds the MTU configuration by at
most 8 bytes will not be dropped.

Hardware restrictions

According to SFP+ inserted, these configurations could be available or not.
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interface ten-gigabit-ethernet
Description

Configure ten gigabit Ethernet interfaces.

Supported Platforms

This command is supported in all platforms.

Syntax

interface ten-gigabit-ethernet id [ shutdown | negotiation | speed { 1G | 10G } |
duplex { full } | mdix { normal } | flow-control { rx-pause | tx-pause } | advertising-
abilities { 1Gfull* | rx-pause | tx-pause } | mtu { range* } | description { string }*
1

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
id
Description: Configures the ten-gigabit-ethernet interface. The ID is com-
posed by chassis/slot/port.
Value: chassis/slot/port

Chassis is equal to 1, slot is equal to 1 and port needs to be 1
or 2.

Default Value: N/A

shutdown
Description: Turn the interface down administratively (the interfaces startup
is no shutdown by default).
Value: N/A

Default Value: N/A
negotiation

Description: Enable autonegotiation.
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Value:

Default Value:
speed

Description:

Value:

Default Value:
duplex

Description:

Value:
Default Value:
mdix

Description:

Value:

Default Value:
flow-control

Description:

Value:

Default Value:
advertising-abilities

Description:

Value:
Default Value:
mtu

Description:

Value:

Default Value:

DATACOM
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N/A

N/A

Set interface speed to 1G or to 10G.
1G, 10G.

10G.

Set a duplex mode (for ten-gigabit-ethernet is only available full
mode).

full.

full.

Set MDIX mode (for ten-gigabit-ethernet is only available nor-
mal mode).

normal.

normal.

Set a flow control mode.
rx-pause and tx-pause.

rx-pause and tx-pause.

Set the speed, duplex and flow control modes that will be ad-
vertised on negotiation protocol.

10Mfull, 100Mfull, 1Gfull, rx-pause and tx-pause.

10Mfull, 100Mfull, 1Gfull.

Set MTU (Maximum Transmission Unit) in bytes. Packets that
surpass the limit are dropped.

From 64 bytes to the maximum supported on the product.

The maximum supported on the product.
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Description:
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Set a textual description of the interface, according to the net-

work manager’s choice.

Valid characters are A-Z, a-z,0-9and @ #$ % &*() - _[1{}

<>=+4,./";:?2"!]
Value: The interface description.
Default Value: N/A
Default
N/A
Command Mode
Configuration mode
Required Privileges
Config
History
Release Modification
1.0 This command was introduced.
1.12 The configuration to set the description of interfaces was added.
4.6 The configuration to set the MTU of interfaces was added.
9.0 Added support for some special characters on interface description.

Usage Guidelines

This command should be used to configure the ten gigabit Ethernet interfaces.

DATACOM
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Example:

This example is applied to id equal to 1/1/1. This id correspond to chassis 1, slot 1
and port 1.

To set flow control

DM4610 (config)# interface ten-gigabit-ethernet 1/1/1
DM4610 (config-ten-gigabit-ethernet-1/1/1)# flow-control rx-pause tx-pause

To set description
DM4610 (config)# interface ten-gigabit-ethernet 1/1/9

DM4610 (config-ten-gigabit-ethernet-1/1/9)# description "test interface name"

Special characters |(vertical bar), !(exclamation mark), ?(question mark) and ;(semi-
colon) can only be used inside “”(double quotes) as they are also valid commands on
command line.

Example:

DM4610 (config)# interface ten-gigabit-ethernet 1/1/9
DM4610 (config-ten-gigabit-ethernet-1/1/9)# description "test_interface_name|!?;"

To set mtu

DM4610 (config)# interface ten-gigabit-ethernet 1/1/9
DM4610 (config-ten-gigabit—-ethernet-1/1/9)# mtu 1500

Impacts and precautions

Changes in interfaces configuration could result in link connection loss.

The interface description is set using CLI and the maximum number of characters is
128. This description is available in SNMP through IF-MIB::ifAlias, but it is truncated in 64
characters.

The MTU configuration considers an Ethernet frame with the maximum headers size of
26 bytes, which is the case for frames tagged with VLAN (4 bytes) and QinQ (4 bytes).
Therefore, untagged frames with a payload that exceeds the MTU configuration by at
most 8 bytes will not be dropped.

Hardware restrictions

According to SFP+ inserted, these configurations could be available or not.
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interface twenty-five-g-ethernet
Description

Configure twenty-five gigabit Ethernet interfaces.

Supported Platforms

This command is supported in all platforms.

Syntax

interface twenty-five-g-ethernet id [ shutdown | speed { 1G | 10G | 25G } | duplex
{ full } | mdix { normal } | flow-control { rx-pause | tx-pause } | mtu { range } |
description { string } | fec { off | c/74 | c/108 } ]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
id
Description: Configures the twenty-five-g-ethernet interface. The ID is com-
posed by chassis/slot/port.
Value: chassis/slot/port

Chassis is equal to 1, slot is equal to 1 and port needs to be 1
or 2.

Default Value: N/A

shutdown
Description: Turn the interface down administratively (the interfaces startup
is no shutdown by default).
Value: N/A

Default Value: N/A
speed

Description: Set interface speed to 25G, 10G or to 1G.
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Value:

Default Value:

duplex

Description:

Value:

Default Value:

mdix

Description:

Value:

Default Value:

flow-control
Description:

Value:

Default Value:

mtu

Description:

Value:

Default Value:

description

Description:

Value:

Default Value:

fec

Description:

DATACOM
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1G, 10G, 25G.
25G.

Set a duplex mode (for twenty-five-g-ethernet it is only avail-
able full mode).

full.

full.

Set MDIX mode (for twenty-five-g-ethernet it is only available
normal mode).

normal.

normal.

Set a flow control mode.
rx-pause and tx-pause.

rx-pause and tx-pause.

Set MTU (Maximum Transmission Unit) in bytes. Packets that
surpass the limit are dropped.

From 64 bytes to the maximum supported on the product.

The maximum supported on the product.

Set a textual description of the interface, according to the net-
work manager’s choice.

Valid characters are A-Z, a-z,0-9and @ # $ % &*() - _[14{}
<>=+4,./";:?2"!]

The interface description.

N/A

Enable/disable Forward Error Correction.
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Value: off, cl74, cl108.

Default Value: off.

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
5.0 This command was introduced.
6.0 The configuration to set FEC CL74 and CL108 was added.
8.0 Add restriction to avoid use fec c|108 on DM4618 platform.
9.0 Added support for some special characters on interface description.

Usage Guidelines

This command should be used to configure the twenty-five gigabit Ethernet interfaces.

Example:

This example is applied to id equal to 1/1/1. This id correspond to chassis 1, slot 1
and port 1.
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To set flow control

DM4770 (config) # interface twenty-five-g—-ethernet 1/1/1
DM4770 (config-twenty-five-g-ethernet-1/1/1)# flow-control rx-pause tx-pause

To set description

DM4770 (config) # interface twenty-five-g-ethernet 1/1/1

DM4770 (config-twenty-five-g-ethernet-1/1/1)# description "test interface name"

Special characters |(vertical bar), !(exclamation mark), ?(question mark) and ;(semi-
colon) can only be used inside “”(double quotes) as they are also valid commands on
command line.

Example:

DM4770 (config) # interface twenty-five-g-ethernet 1/1/1
DM4770 (config-twenty-five-g-ethernet-1/1/1)# description "test_interface_name|!?;"

To set mtu

DM4770 (config) # interface twenty-five-g-ethernet 1/1/1
DM4770 (config-twenty-five-g-ethernet-1/1/1)# mtu 1500

To set fec

DM4770 (config) # interface twenty-five-g—-ethernet 1/1/1
DM4770 (config-twenty-five-g-ethernet-1/1/1)# fec cl74

Impacts and precautions

Changes in interfaces configuration could result in link connection loss.

The interface description is set using CLI and the maximum number of characters is
128. This description is available in SNMP through IF-MIB::ifAlias, but it is truncated in 64
characters.

The MTU configuration considers an Ethernet frame with the maximum headers size of
26 bytes, which is the case for frames tagged with VLAN (4 bytes) and QinQ (4 bytes).
Therefore, untagged frames with a payload that exceeds the MTU configuration by at
most 8 bytes will not be dropped.

Hardware restrictions

According to SFP+ inserted, these configurations could be available or not.
DM4618 platform doesn’t support FEC CL108, instead, use cl74.
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show dwdm channels
Description

Shows DWDM QSFP tabular information about channels, frequency and wavelength.

Supported Platforms

This command is supported only in the following platforms: DM4770.

Syntax

show dwdm channels

Parameters

show dwdm channels

Description: Show information about the channels, wavelengths and fre-
quencies.
Value: None

Default Value: None

Output Terms

Output Description
CHANNEL (ID) Identification of the channel
FREQUENCY (THz) Value of the channel frequency measured in THz
WAVELENGTH (nm) Value of the channel wavelength measured in nm
Default

N/A
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Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
7.0 This command was introduced.

Usage Guidelines

Examples:

Show the DWDM table channels

DM4770# show dwdm channels
CHANNEL FREQUENCY WAVELENGTH

(ID) (THz) (nm)
13 191.3 1567.13

14 191.4 1567.19

Impacts and precautions

N/A

Hardware restrictions

DM4770 16CX supports QSFP-DD only for hundred gigabit ethernet ports 10, 12, 14 and
16. DM4770 32CX does not support this command.
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show interface description
Description

Description of interfaces.

Supported Platforms

This command is supported in all platforms.

Syntax

show interface description interface-type

Parameters

interface-type
Description: Interface type to filter.

Value: { gigabit-ethernet | ten-gigabit-ethernet | twenty-five-g-
ethernet | forty-gigabit-ethernet | hundred-gigabit-ethernet
}

Default Value: None

Output Terms

Output Description

CHASSIS ID/SLOT

Interface id referencing chassis/slot/port respectively.
ID/ PORT ID

The textual description of the interface, according to the network
Description .
manager’s choice.

Default

N/A
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Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
5.0 This command was introduced.

Usage Guidelines

Use this command to display an overview of all interfaces;

Example:

# show interface description
Gigabit Ethernet Interfaces:
CHASSIS

ID/SLOT

ID/PORT

ID Description

1/1/1 My_pretty_name_for_this_interface
1/1/2 LINK_X

1/1/10 -
1/1/11 -
1/1/12 -
1/1/13 -
1/1/14 -
1/1/15 -
1/1/16 -
1/1/17 -
1/1/18 -
1/1/19 -
1/1/20 -
1/1/21 -
1/1/22 -
1/1/23 -
1/1/24 -

Ten Gigabit Ethernet Interfaces:
ID/SLOT
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ID/PORT
ID Description

Forty Gigabit Ethernet Interfaces:
ID/SLOT

ID/PORT

ID Description

1/1/1 UPLINK
1/1/2 -

Impacts and precautions

N/A

Hardware restrictions

N/A
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show interface forty-gigabit-ethernet
Description

Display status and configuration of forty-gigabit-ethernet interfaces.

Supported Platforms

This command is supported in all platforms.

Syntax

show interface forty-gigabit-ethernet id

Parameters
id
Description: Interface id referencing chassis/slot/port respectively.
Value: chassis/slot/port

Default Value: N/A

Output Terms

Output Description

Port admin The configured administrative state.
Negotiation The configured autonegotiation mode.
Speed The configured speed mode.

Duplex The configured duplex mode.
Flow-Control The configured flow control mode.
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Output Description
MDIX The configuration and status of MDIX mode.
MTU The configured MTU (Maximum Transmission Unit) in bytes.
Description The configured textual description of the interface.
Link status The current interface link state (Up/Down).
Speed/Duplex The current speed/duplex state.
Flow Control The current flow control state.
Default
N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
2.4 This command was introduced.
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Usage Guidelines

Use this command to display status and configuration of forty-gigabit-ethernet inter-
faces.

Example:

DM4270# show interface forty-gigabit-ethernet 1/1/1
interface forty-gigabit-ethernet 1/1/1

Configuration:

Port admin : Enabled
Negotiation : Disabled
Speed : 40G
Duplex ¢ full
Flow-Control : Disabled
MDIX : normal
MTU : 12262
Status

Link Status : Up
Speed/Duplex : 40Gfull
Flow Control : Disabled
MDIX : Normal

Impacts and precautions

N/A

Hardware restrictions

N/A
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show interface gigabit-ethernet
Description

Display status and configuration of gigabit-ethernet interfaces.

Supported Platforms

This command is supported in all platforms.

Syntax

show interface gigabit-ethernet id

Parameters
id
Description: Interface id referencing chassis/slot/port respectively.
Value: chassis/slot/port

Default Value: N/A

Output Terms

Output Description
Port admin The configured administrative state.
Negotiation The configured autonegotiation mode.
Advertising . .. R
The configured advertising abilities.
Abilities
MDIX The configuration and status of MDIX mode.
MTU The configured MTU (Maximum Transmission Unit) in bytes.
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Output Description
Description The configured textual description of the interface.
Link status The current interface link state (Up/Down).
Speed/Duplex The current speed/duplex state.
Flow Control The current flow control state.
Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.0 This command was introduced.

Usage Guidelines

Use this command to display status and configuration of gigabit-ethernet interfaces.

Example:

DM4050# show interface gigabit-ethernet 1/1/24
interface gigabit-ethernet 1/1/24
Configuration:
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Port admin : Enabled

Negotiation : Enabled

Advertising Abilities : [ 10Mfull 100Mfull 1Gfull ]
MDIX : auto

MTU : 16338
Status:

Link Status : Up

Speed/Duplex : 1Gfull

Flow Control : Disabled

MDIX : Xover

Impacts and precautions

N/A

Hardware restrictions

N/A
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show interface hundred-gigabit-ethernet

Description

Display status and configuration of hundred-gigabit-ethernet interfaces.
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Supported Platforms

This command is supp

Syntax

orted in all platforms.

show interface hundred-gigabit-ethernet id

Parameters

id
Description:
Value:

Default Value:

Output Terms

Output

Interface id referencing chassis/slot/port respectively.

chassis/slot/port

N/A

Description

Port admin

Negotiation

Speed

Duplex

Flow—-Control

DATACOM

The configured administrative state.

The configured autonegotiation mode.

The configured speed mode.

The configured duplex mode.

The configured flow control mode.
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Output Description
MDIX The configuration and status of MDIX mode.
FEC The configured FEC (Forward Error Correction) mode.
MTU The configured MTU (Maximum Transmission Unit) in bytes.
Description The configured textual description of the interface.
Link status The current interface link state (Up/Down).
Speed/Duplex The current speed/duplex state.
Flow Control The current flow control state.
Default
N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
4.6 This command was introduced.
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Usage Guidelines

Use this command to display status and configuration of hundred-gigabit-ethernet inter-
faces.

Example:

DM4270# show interface hundred-gigabit-ethernet 1/1/1
interface hundred-gigabit—-ethernet 1/1/1

Configuration:

Port admin : Enabled
Negotiation : Disabled
Speed : 100G
Duplex ¢ full
Flow-Control : Disabled
MDIX : normal
FEC : off

MTU : 12262
Status:

Link Status : Up
Speed/Duplex : 100Gfull
Flow Control : Disabled
MDIX : Normal

Impacts and precautions

N/A

Hardware restrictions

N/A
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show interface link
Description

Overview of interfaces status.

Supported Platforms

This command is supported in all platforms.

Syntax

show interface link interface-type

Parameters

interface-type
Description: Interface type to filter.

Value: { gigabit-ethernet | ten-gigabit-ethernet | twenty-five-g-
ethernet | forty-gigabit-ethernet | hundred-gigabit-ethernet
}

Default Value: None

Output Terms

Output Description

CHASSIS ID/SLOT

Interface id referencing chassis/slot/port respectively.
ID/ PORT ID

Link The current interface link state (Up/Down).
Shutdown The configured administrative state.
Speed The current speed state.
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Output Description
Duplex The current duplex state.
Disabled by Protocol name that is disabling the port.
Blocked by Names of protocols blocking the port.
Parent LAG LAG ID, if the port belongs to any LAG.
Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
4.7 This command was introduced.
Added Speed/Duplex information.
4.8 Interface type was added as parameters, in order to filters the output.
' Removed Disabled column.
5.0 Added support to 25G.

DATACOM DmOS 9.2.0 - Command Reference 283 | 1802



Release

Modification
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5.2

Added information of which protocols blocked interfaces.

Usage Guidelines

Use this command to display an overview of all interfaces;

Example:

# show interface link
Gigabit Ethernet Interfaces:

Shutdown

Speed

Duplex

Disabled

Blocked

Parent

Ten Gigabit Ethernet Interfaces:

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

Shutdown

Speed

Duplex

[ LAG ]
[ LAG ]

Disabled

Blocked

lag-1

Parent

false
false
false
false

Ethernet Interfaces:

Shutdown

Speed

Duplex

Blocked

Parent

CHASSIS
ID/SLOT
ID/PORT

ID Link
1/1/1 Down
1/1/2 Down
1/1/3 Down
1/1/4 Down
1/1/5 Down
1/1/6 Down
1/1/7 Down
1/1/8 Down
1/1/9 Down
1/1/10 Down
1/1/11 Down
1/1/12 Down
1/1/13 Down
1/1/14 Down
1/1/15 Down
1/1/16 Up
1/1/17 Down
1/1/18  Up
1/1/19 Down
1/1/20 Up
1/1/21 Down
1/1/22 Down
1/1/23 Down
1/1/24 Down
CHASSIS
ID/SLOT
ID/PORT

ID Link
1/1/1 Down
1/1/2 Down
1/1/3 Down
1/1/4 Down
Forty Gigabit
CHASSIS
ID/SLOT
ID/PORT

ID Link
1/1/1 Up
1/1/2 Up

DATACOM

false
false

40G
40G

full
full

[ EFM,CFM
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Impacts and precautions

N/A

Hardware restrictions

N/A
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show interface ten-gigabit-ethernet
Description

Display status and configuration of ten-gigabit-ethernet interfaces.

Supported Platforms

This command is supported in all platforms.

Syntax

show interface ten-gigabit-ethernet id

Parameters
id
Description: Interface id referencing chassis/slot/port respectively.
Value: chassis/slot/port

Default Value: N/A

Output Terms

Output Description

Port admin The configured administrative state.
Negotiation The configured autonegotiation mode.
Speed The configured speed mode.

Duplex The configured duplex mode.
Flow-Control The configured flow control mode.
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Output Description
MDIX The configuration and status of MDIX mode.
MTU The configured MTU (Maximum Transmission Unit) in bytes.
Description The configured textual description of the interface.
Link status The current interface link state (Up/Down).
Speed/Duplex The current speed/duplex state.
Flow Control The current flow control state.
Default
N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.0 This command was introduced.
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Usage Guidelines

Use this command to display status and configuration of ten-gigabit-ethernet interfaces.

Example:

DM4270# show interface ten-gigabit-ethernet 1/1/2
interface ten-gigabit-ethernet 1/1/2

Configuration:

Port admin : Enabled
Negotiation : Disabled
Speed : 10G
Duplex : full
Flow-Control : Disabled
MDIX : normal
MTU : 12262
Status:

Link Status : Up
Speed/Duplex : 10Gfull
Flow Control : Disabled
MDIX : Normal

Impacts and precautions

N/A

Hardware restrictions

N/A
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show interface twenty-five-g-ethernet
Description

Display status and configuration of twenty-five-g-ethernet interfaces.

Supported Platforms

This command is supported in all platforms.

Syntax

show interface twenty-five-g-ethernet id

Parameters
id
Description: Interface id referencing chassis/slot/port respectively.
Value: chassis/slot/port

Default Value: N/A

Output Terms

Output Description

Port admin The configured administrative state.
Negotiation The configured autonegotiation mode.
Speed The configured speed mode.

Duplex The configured duplex mode.
Flow-Control The configured flow control mode.
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Output Description
MDIX The configuration and status of MDIX mode.
FEC The configured FEC (Forward Error Correction) mode.
MTU The configured MTU (Maximum Transmission Unit) in bytes.
Description The configured textual description of the interface.
Link status The current interface link state (Up/Down).
Speed/Duplex The current speed/duplex state.
Flow Control The current flow control state.
Default
N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
5.0 This command was introduced.
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Release Modification

6.0 Added support to FEC CL74 and CL108.

Usage Guidelines

Use this command to display status and configuration of twenty-five-g-ethernet inter-
faces.

Example:

DM4665# show interface twenty-five-g-ethernet 1/1/1
interface twenty-five-g-ethernet 1/1/1

Configuration:

Port admin : Enabled
Negotiation : Disabled
Speed : 25G
Duplex : full
Flow-Control : Disabled
MDIX : normal
FEC : off

MTU 12262
Status:

Link Status : Up
Speed/Duplex : 25Gfull
Flow Control : Disabled
MDIX : Normal

Impacts and precautions

N/A

Hardware restrictions

N/A
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L3

This topic describes the commands related to management of L3 logical interfaces such
as commands to configure IP address and bind it to lower layer interface, e.qg., VLAN.

interface I3
Description

Configures L3 logical interfaces.

Supported Platforms

This command is supported in all platforms.

Syntax

interface 13 i-name [ description if-description | ipv4 address { a.b.c.d/x | sec-
ondary a.b.c.d/x } | ipv6 { enable | address x:x:x:x::x/y [ eui-64 ]| ip-mtu mtu-size
| nd ra { lifetime | max-interval | min-interval | mtu suppress | prefix x:x:x:x::x/y
[ no-advertise | no-autoconfig | off-link ] | suppress } } | lower-layer-if if-type
if-id | vlan-link-detect { enabled | disabled } ]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
if-name
Description: Specifies the name of the interface.
Value: Must be a valid string.

Default Value: N/A
description if-description

Description: Specifies the description of the interface. It may point out a
more meaningful text about its purpose.
Valid characters are A-Z, a-z, 0-9and @ # $ % &* () - _[14{}

<>=4+,./";:?7!]
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Value:
Default Value:
ipv4 address a.b.c.d/x

Description:

Value:

Default Value:
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Must be a valid string.

N/A

Specifies an IPv4 address and prefix length, in CIDR notation, to
be assigned to logical interface.

a.b.c.d/x.

N/A

ipv4 address secondary a.b.c.d/x

Description:

Value:
Default Value:
ipv6 enable

Description:

Value:

Default Value:

Specifies a secondary IPv4 address and prefix length, in CIDR
notation, to be assigned to logical interface.

a.b.c.d/x.
N/A

Enables/Disables IPv6 on the L3 interface. When enabled, the
system automatically configures an IPv6 link-local address to
the L3 interface.

N/A

Disabled.

ipv6 address x:x:x:x::x/y

Description:

Value:
Default Value:
eui-64

Description:

Value:
Default Value:
ip-mtu mtu-size

Description:

DATACOM

Specifies an IPv6 unicast address and prefix length to be as-
signed to logical interface.

XX XXX /Y.

N/A

Sets 64-bit Extended Unique Identifier for specific IPv6 prefix on
logical interface.

N/A

Disabled.

Specifies the Control Plane IP MTU size of the interface.
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Value: 68-9198.
Default Value: 1500
lower-layer-if if-type

Description: Specifies the lower layer interface type to be associated to log-
ical interface.

Value: { vlan }

Default Value: N/A

if-id
Description: Specifies the identifier associated to lower-layer-if if-type se-
lected.
Value: ID of a configured VLAN.

Default Value: N/A

vlan-link-detect enabled
Description: Enables VLAN link detection on the L3 interface.
Value: N/A
Default Value: N/A

vlan-link-detect disabled
Description: Disables VLAN link detection on the L3 interface.
Value: N/A
Default Value: N/A

ipv6 nd ra suppress
Description: Suppresses Router Advertisements on the L3 interface.
Value: N/A
Default Value: Disabled.

ipv6 nd ra prefix x:x:x:x::x/y
Description: Prefix Address to be advertised on the specified L3 interface.
Value: XIXIXiXX/Y.
Default Value: N/A

ipv6 nd ra prefix x:x:x:x::x/y no-advertise
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Description: Disables this prefix on Router Advertisement of this L3 inter-
face.
Value: N/A

Default Value: Disabled.
ipv6 nd ra prefix x:x:x:x::x/y no-autoconfig
Description: Disables auto configuration of hosts by this L3 interface.
Value: N/A
Default Value: Disabled.
ipv6 nd ra prefix x:x:x:x::x/y off-link

Description: When disabled, indicates that this prefix can be used for on-link
determination on L3 interface.

Value: N/A
Default Value: Disabled.
ipv6 nd ra lifetime lifetime
Description: Sets Router Advertisement lifetime of this L3 interface.
Value: Must be either zero or between max-interval and 9000 seconds.
Default Value: 1800
ipv6 nd ra max-interval max-interval

Description: The maximum time allowed between sending unsolicited multi-
cast router advertisements from the interface, in seconds.

Value: Must be no less than 4 seconds and no greater than 1800 sec-
onds.

Default Value: 600
ipv6 nd ra min-interval min-interval

Description: The minimum time allowed between sending unsolicited multi-
cast router advertisements from the interface, in seconds.

Value: Must be no less than 3 seconds and no greater than 0.75 *
MaxRtrAdvinterval.

Default Value: 198

ipv6 nd ra mtu suppress
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Description: Suppresses Router Advertisement’s MTU option.

Value:

N/A

Default Value: Enabled.

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.6 This command was introduced.
2.2 VLAN link detect support.
2.4 IPv6 support.
4.5.0 Support for secondary IPv4 address.
4.8.0 Support for IPv6 ND Router Advertisement.
4.9.0 Support for MTU configuration.

Support for IPv6 ND RA MTU option suppression.

6.2 Maximum IP MTU value was increased to 9198.

DATACOM
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Usage Guidelines

The name of L3 logical interface must be unique across interfaces and it will be used as
key to be referenced from other features.

It is possible the use of one primary IPv4 address, up to three secondary IPv4 ad-
dresses and two IPv6 addresses per L3 logical interface. The products DM4360, DM4370,
DM4611, DM4612 and DM4616 support only one secondary IPv4 address.

Command to configure IPv6 addresses will be available only if ipv6 enable is set for in-
terface. Example below shows that IPv6 address configuration option appears after ipv6
enable is set.

(config-13-test)# ipvée ?

Possible completions:

enable Enable IPv6 on interface
|

(config-13-test)# ipv6 enable

!

(config-13-test) # ipvé6 ?
Possible completions:
address IPv6 address

enable Enable IPv6 on interface
|

.Currently it is only possible to associate the logical interface with lower layer of type
VLAN.

To find which L3 logical interface is configured with a specific IPv4 address or a specific
VLAN ID, it is possible to use the commands showed in the example below.

Example:

This example shows how to find an L3 logical interface using an IPv4 address as pa-
rameter:

# show running-config interface 13 | include -b 2 192.168.1.1
S5-interface 13 example2

6— lower-layer-if vlan 200

7: ipv4 address 192.168.1.1/24

Or in configuration mode:

(config) # show interface 13 | include -b 2 192.168.1.1
S5-interface 13 example2

6— lower-layer-if vlan 200

7: ipv4 address 192.168.1.1/24

This example shows how to find an L3 logical interface using a VLAN ID as parameter:
# show running-config interface 13 | include -b 1 -a 1 "vlan 300"
9-interface 13 example3

10: lower-layer-if wvlan 300
11- ipv4 address 192.168.2.1/24

Or in configuration mode:
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(config) # show interface 13 | include -b 1 -a 1 "vlan 300"
9-interface 13 example3

10: lower-layer-if wvlan 300

11- ipv4 address 192.168.2.1/24

Impacts and precautions

The ip-mtu is restricted to control plane. Therefore, it does not have any effect on the
data plane.

Hardware restrictions

N/A

DATACOM DmOS 9.2.0 - Command Reference 298| 1802



Chapter 4: Interfaces - L3

interface I3 vrf
Description

Configures VRF on L3 logical interfaces.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

interface 13 if-name vrf vrf-name

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
if-name
Description: Specifies the name of the interface.
Value: Must be a valid string.

Default Value: N/A
vrf vrf-name

Description: Specifies the name of the VRF this interface will be associated
with. It is not possible to associate the VRF ‘mgmt’ to an L3
interface. Also, the VRF ‘global’ cannot be directly configured
as it is the default VRF when no VRF is associated.

Value: string.

Default Value: N/A

Default

N/A
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Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.4 This command was introduced.
5.12 Introduced VRF support on L3 interfaces with IPv6.

Usage Guidelines

If no VRF is explicitly associated with the L3 interface, it is associated with the global
VRF by default. The following example shows how to associate an L3 interface with the
‘test vrf’ VRF:

(config-13-v1anl00)# ?

Possible completions:

vrf Assign a VRF instance to the interface
|

(config-13-v1anl00)# vrf ?

Possible completions:

<WORD> VPN Routing/Forwarding instance name

test_vrf

|

(config-13-v1anl00) # vrf test_vrf
(config-13-v1anl00) # commit
Commit complete.

Impacts and precautions

Once the VRF associated with an L3 interface is changed, any route in the previous VRF
using it as output interface will be uninstalled. In order to keep the connectivity, you will

need to configure the routes in the new VRF.
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Hardware restrictions

N/A
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show ip interface
Description

Shows the list of interfaces configured with IPv4 addresses and associated information.

Supported Platforms

This command is supported in all platforms.

Syntax

show ip interface [vrf {<vrf-name> | all}] { brief }

Parameters

vrf vrf-name
Description: Specifies the name of the VRF to filter displayed information.
Value: Name of VRF to display information
Default Value: N/A

brief

Description: Displays brief information about IPv4 addresses associated with
each interface and its status.

Value: N/A

Default Value: N/A

Output Terms

Output Description
VRF name Displays the VRF name.
Interface name Displays the interface name.
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Output Description

Logical interface Displays the logical interface.

Address Displays the IPv4 addresses.

Type of IPv4 address. Type Codes: P - primary, S - secondary, V -

Type VRRP virtual address.
State Displays the state of IPv4 addresses.
Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
2.4 This command was introduced.
4.5.0 Added Type column.

Usage Guidelines

To simply show the global IPv4 interfaces, the following command can be used:
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Example:

# show ip interface brief

Type Codes: P - primary, S - secondary, V - VRRP virtual address

VRF-name Interface-name Logical-interface Address Type State
global mgmt 1/1/1 mgmt-1/1/1 192.168.0.1/24 P active
global loopback 0 loopback 0 192.168.1.1/24 P active
global intf 13_1 13-vlan 10 192.168.10.10/24 P active
global intf_13_1 13-vlan 10 192.168.10.11/24 s active
global intf_13_5 13-vlan 50 192.168.50.50/24 PV active
global intf_13_6 13-vlan 60 192.168.60.60/24 P active
global intf_13_6 13-vlan 60 192.168.60.61/24 V active

To show interfaces configured with IPv4 addresses in all VRFs, the following
command can be used:

Example:

# show ip interface vrf all brief

Type Codes: P - primary, S - secondary, V - VRRP virtual address

VRF-name Interface-name Logical-interface Address Type State
global mgmt 1/1/1 mgmt-1/1/1 192.168.0.1/24 P active
global loopback 0 loopback 0 192.168.1.1/24 P active
global intf_13_1 13-vlan 10 192.168.10.10/24 P active
global intf_13_5 13-vlan 50 192.168.50.50/24 PV active
global intf_13_6 13-vlan 60 192.168.60.60/24 P active
global intf_13_6 13-vlan 60 192.168.60.61/24 V active
GREEN intf_13_2 13-vlan 20 192.168.20.20/24 P active
GREEN intf_13_3 13-vlan 30 192.168.30.30/24 P active
RED intf_13_4 13-vlan 40 192.168.40.40/24 P active

To show interfaces configured with IPv4 addresses in a specific VRF, the following
command can be used:

Example:

# show ip interface vrf GREEN brief

Type Codes: P - primary, S - secondary, V - VRRP virtual address

VRF-name Interface-name Logical-interface Address Type State
GREEN intf_13_2 13-vlan 20 192.168.20.20/24 P active
GREEN intf 13_3 13-vlan 30 192.168.30.30/24 P active

Impacts and precautions

N/A
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Hardware restrictions

N/A
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show ipv6 interface
Description

Shows the list of interfaces configured with IPv6 addresses and associated information.

Supported Platforms

This command is supported in all platforms.

Syntax

show ipv6 interface [vrf {<vrf-name> | all}] { brief }

Parameters

vrf vrf-name
Description: Specifies the name of the VRF to filter displayed information.
Value: Name of VRF to display information
Default Value: N/A

brief

Description: Displays brief information about IPv6 addresses associated with
each interface and its status.

Value: N/A

Default Value: N/A

Output Terms

Output Description
VRF name Displays the VRF name.
Interface name Displays the interface name.
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Output Description

Logical interface Displays the logical interface.

Address Displays the IPv6 addresses.
Scope Displays the scope of IPv6 addresses.
State Displays the state of IPv6 addresses.
Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
2.2 This command was introduced.
2.4 IPv6 support.
5.12 Introduced VRF support.
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Usage Guidelines

To simply show the IPv6 interface brief, the following command can be used:

Example:

# show ipv6 interface brief

VRF-name Interface-name Logical-interface Address Scope State
global intf_13_1 13-vlan 300 fe80::204:dfff:feb3:f42a/64 1link-local active
global intf_13_1 13-vlan 300 fd0l::1/16 global active

To show interfaces configured with IPv6 addresses in all VRFs, the following
command can be used:

Example:

# show ipv6 interface vrf all brief

VRF-name Interface-name Logical-interface Address Scope State
global intf_13_1 13-vlan 300 fe80::204:dfff:feb3:f42a/64 link-local active
global intf_13_1 13-vlan 300 £d01l::1/16 global active
green intf_13_2 13-vlan 400 fe80::204:dfff:feb3:f42a/64 1link-local active
green intf_13_2 13-vlan 400 fd02::1/16 global active

To show interfaces configured with IPv6 addresses in a specific VRF, the following
command can be used:

Example:

# show ipv6 interface vrf green brief

VRF-name Interface-name Logical-interface Address Scope State
green intf_13_2 13-vlan 400 fe80::204:dfff:feb3:f42a/64 link-local active
green intf_13_2 13-vlan 400 £d02::1/16 global active

Impacts and precautions

N/A

Hardware restrictions

N/A
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show router vrrp
Description

Shows the list of routers VRRP protecting L3 interfaces address(es).

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

show router vrrp { brief }

Parameters
brief
Description: Displays brief operational information about router VRRP.
Value: N/A

Default Value: N/A

Output Terms

Output Description

Display the L3 interface name with addresses protected by the router
Interface name

VRRP.
Afi Display the address family of the router VRRP.
VR-ID Display virtual router ID of the router VRRP.
Priority Display the priority of the router VRRP.
State Display state of the router VRRP.
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Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
2.4 This command was introduced.

Usage Guidelines

To simply show router VRRP operational information brief, the following command can
be used:

Example:

# show router vrrp brief
Interface-name Afi VR-ID Priority State

test_backup ipve 100 100 backup
test_init ipvd 1 50 initialize
test_master ipve 200 255 master

Impacts and precautions

N/A
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Hardware restrictions

N/A
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LOOPBACK

This topic describes the commands related to management of Loopback logical inter-
faces such as commands to configure IP address.

interface loopback
Description

Configures Loopback logical interfaces.

Supported Platforms

This command is supported in all platforms.

Syntax

interface loopback id [ description if-description | ipv4 address a.b.c.d/x | ipv6 {
enable | address x:x:x:x::x/y [ eui-64 ] } 1

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
id
Description: Specifies the ID of the interface.
Value: 0-7.

Default Value: N/A
description if-description

Description: Specifies the description of the interface. It may point out a
more meaningful text about its purpose.
Valid characters are A-Z, a-z,0-9and @ #$ % &*() - [1{}
<>=+4+,./";:?2"!]

Value: Must be a valid string.

Default Value: N/A

DATACOM DmOS 9.2.0 - Command Reference 312 | 1802



ipv4 address a.b.c.d/x

Description:

Value:
Default Value:
ipv6 enable

Description:

Value:

Default Value:

Chapter 4: Interfaces - Loopback

Specifies an IPv4 address and prefix length, in CIDR notation, to
be assigned to logical interface.

a.b.c.d/x.

N/A

Enables/Disables IPv6 on interface loopback. When enabled,
the system allows configuration of IPv6 unicast addresses.

N/A

Disabled.

ipv6 address x:x:x:x::x/y

Description:

Value:
Default Value:
eui-64

Description:

Value:

Default Value:

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config

DATACOM

Specifies an IPv6 unicast address and prefix length to be as-
signed to interface loopback.

XIXIXiXX/Y.

N/A

Sets 64-bit Extended Unique Identifier for specific IPv6 prefix on
interface loopback.

N/A

Disabled.
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History

Release Modification

1.8 This command was introduced.
2.4 IPv6 support.

Usage Guidelines

The identifier of Loopback logical interface must be within the valid range of 0 and 7.

It is possible the use of only one IPv4 per Loopback logical interface and two IPv6 ad-
dresses

To find which Loopback logical interface is configured with a specific IPv4 address, it is
possible to use the commands showed in the example below.

Example:

This example shows how to find a Loopback logical interface using address as parameter:

# show running-config interface loopback all | include -b 2 200.200.200.1
3-interface loopback 3
4: ipv4 address 200.200.200.1/32

Or in configuration mode:

(config)# show interface loopback all | include -b 2 200.200.200.1
3-interface loopback 3
4: ipv4 address 200.200.200.1/32

(config) # show interface loopback all | include 2001:db8::1/32
ipv6 address 2001:db8::1/32

This example shows how to find Loopback logical interface IPv6 addresses:

# show ipv6 interface brief
Interface—name Logical-interface Address Scope State

loopback 0 loopback 0 2001:db8::1/32 global active

Command to configure IPv6 addresses will be available only if ipv6 enable is set for
interface. Example below shows that IPv6 address configuration option appears after
ipv6 enable is set.

(config-loopback-4)# ipv6 ?
Possible completions:

enable Enable IPv6 on interface
|

(config-loopback-4)# ipv6 enable
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|

(config-loopback-4)# ipv6 ?
Possible completions:
address IPv6 address

enable Enable IPv6 on interface
|

Impacts and precautions

N/A

Hardware restrictions

N/A
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interface loopback vrf
Description

Configures VRF on Loopback logical interfaces.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

interface loopback id vrf vr-name

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
id
Description: Specifies the ID of the interface.
Value: 0-7.

Default Value: N/A
vrf vrf-name

Description: Specifies the name of the VRF this interface will be associated
with. It is not possible to associate the VRF ‘mgmt’ to a loop-
back interface. Also, the VRF ‘global’ cannot be directly config-
ured as it is the default VRF when no VRF is associated.

Value: string.

Default Value: N/A

Default

N/A
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Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.4 This command was introduced.
5.12 Introduced VRF support on loopback interfaces with IPv6.

Usage Guidelines

If no VRF is explicitly associated with the loopback interface, it is associated with the
global VRF by default. The following example shows how to associate a loopback inter-
face with the ‘test_vrf’ VRF:

(config-loopback-7)# ?

Possible completions:

vrf Assign a VRF instance to the interface
|

(config-loopback-7)# vrf ?

Possible completions:

<WORD> VPN Routing/Forwarding instance name
test_vrf

|

(config-loopback-7)# vrf test_vrf
(config-loopback-7) # commit

Commit complete.

Impacts and precautions

N/A

Hardware restrictions

N/A
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CHAPTER 5: LAYER 2 - SWITCHING PROTOCOLS

This chapter describes the commands related to management of Layer 2 protocols in the
DmOS CLI.

MAC LEARNING

This topic describes the commands related to management of learning conditions such
as commands to configure the aging or to inspect the MAC address table.

clear mac-address-table
Description

The clear mac-address-table command is used to clear entries learned by the switch.

Supported Platforms

This command is supported in all platforms.

Syntax

clear mac-address-table

clear mac-address-table interface interface-name
Parameters

interface interface-name

Description: Interface on which to delete L2 entries.

Value: { gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port

| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |
lag-id | service-port-id }

Default Value: None

Default

N/A. There is no default profile.
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Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit

History

Release Modification

1.4 This command was introduced.

1.6 Clear by type blocked and clear by interface were added.
2.2 Remove clear by type blocked.

3.0 Added support for 40G interfaces.

4.6 Added support for 100G interfaces.

5.0 Added support for 25G interfaces.

Usage Guidelines
To clear the entire table:

# clear mac-address-table

To clear the entries on a gigabit-ethernet interface:

# clear mac-address-table interface gigabit-ethernet-1/1/9

To clear the entries on a service-port:

# clear mac-address-table interface service-port-1
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Impacts and precautions

Clear confirmation will be asked for the user, once this is a permanent action.

Hardware restrictions

N/A
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mac-address-table aging-time
Description

The mac-address-table aging-time command is used to set the global maximum time
that MAC table entries will be stored in the MAC address table without a hit.

Supported Platforms

This command is supported in all platforms.

Syntax

mac-address-table aging-time aging time

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

aging-time

Description: Maximum time, in seconds, to exclude dynamic MAC table en-
tries. Value of 0 indicates that MAC table entries will never be
aged.

Value: 20 to 2000000

0 disables MAC address aging

Default Value: 600

Default

N/A. There is no default profile.

Command Mode

Configuration mode
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Required Privileges

Config
History
Release Modification
1.6 This command was introduced.

Usage Guidelines

Setting the global MAC address aging time to 500 seconds:

(config)#
(config)# mac-address-table aging time 500

To disable MAC address aging time:

(config)#

(config)# mac-address-table aging time 0

To go back to the default MAC address aging time:

(config)#
(config)# no mac-address-table aging time

Impacts and precautions

N/A

Hardware restrictions

Aging time range is from 150 to 1300 for DM4618 platform.
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mac-address-table interface learning
Description

The mac-address-table interface interface-name learning command is used to dis-
able MAC address learning for the specified interface.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

mac-address-table interface interface-name learning

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

interface interface-name

Description: Interface on which to configure dynamic MAC table entries learn-
ing.
Value: { gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port

| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |
lag-id }

Default Value: None

learning
Description: Enable/disable dynamic MAC table entries learning on interface.
Value: enabled | disabled

Default Value: enabled

Default

N/A
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Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
5.0 Added support for 25G interfaces.

Usage Guidelines

Enabling the MAC address learning on interface gigabit-ethernet-1/1/1 :

(config)#
(config)# mac-address-table interface gigabit-ethernet-1/1/1 learning enabled

To disable MAC address learning:
(config)#
(config)# mac-address-table interface gigabit-ethernet-1/1/1 learning disabled

Impacts and precautions

This command clears all dynamically learned MAC entries on the configured interface.
Be careful disabling MAC address learning when storm control unicast is configured on
the same interface, it may occur a data loss due to DLF packet flood.
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Hardware restrictions

N/A
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mac-address-table interface limit
Description

The mac-address-table interface interface-name limit command is used to set the
maximum MAC address table entries that can be learned for the specified interface.

Supported Platforms

This command is not supported in the following platforms: DM4270, DM4380, DM4618,
DM4770.

Syntax

mac-address-table interface interface-name limit maximum entries

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

interface interface-name

Description: Interface on which to limit MAC table entries.

Value: { gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port

| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |
lag-id }

Default Value: None

entries
Description: Maximum number of dynamic MAC table entries learned on in-
terface. Value of 0 indicates that MAC address table entries will
never be learned and traffic will be discarded.
Value: 0 to 16000

0 to disable MAC address learning and data traffic

Default Value: N/|A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.2 This command was introduced.
3.0 Added support for 40G interfaces.
4.0 Maximum value of parameter limit increased.
4.6 Added support for 100G interfaces.
5.0 Added support for 25G interfaces.

Usage Guidelines
Setting the maximum MAC address to 10 entries on interface gigabit-ethernet-1/1/1 :

(config)#
(config)# mac-address-table interface gigabit-ethernet-1/1/1 limit maximum 10

To disable MAC address limit:
(config)#

(config)# (config)# no mac-address-table interface gigabit-ethernet-1/1/1 limit maxi-
mum
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Impacts and precautions

This command clears all dynamically learned MAC entries on the configured interface, so
a momentaneous data loss can occur.

When used within the vlan mac-limit, the most restrictive rule will be considered.

Hardware restrictions

N/A
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mac-address-table vian limit
Description

The mac-address-table vlan vi/ian-id limit command is used to set the maximum MAC
address table entries that can be learned for the specified VLAN.

Supported Platforms

This command is not supported in the following platforms: DM4270, DM4380, DM4618,
DM4770.

Syntax

mac-address-table vlan vian-id limit maximum entries

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

vlan vian-id
Description: VLAN on which to limit MAC table entries.
Value: {1to 4094}

Default Value: None

entries
Description: Maximum number of dynamic MAC table entries learned on
VLAN. Value of 0 indicates that MAC address table entries will
never be learned and traffic will be discarded.
Value: 0 to 16000

0 to disable MAC address learning and data traffic

Default Value: N/|A

Default

N/A
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Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
3.0 This command was introduced.
4.0 Maximum value of parameter limit increased.

Usage Guidelines

Setting the maximum MAC address to 10 entries on VLAN 15 :

(config)#
(config)# mac-address-table vlan 15 limit maximum 10

To disable MAC address limit:

(config)#
(config)# (config)# no mac-address-table vlan 15 limit maximum

Impacts and precautions

This command clears all dynamically learned MAC entries on the configured VLAN, so a
momentaneous data loss can occur.

When used within the interface mac-limit, the most restrictive rule will be considered.
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Hardware restrictions

N/A

DATACOM DmOS 9.2.0 - Command Reference 331 | 1802



Chapter 5: Layer 2 - Switching Protocols - MAC Learning

show mac-address-table
Description

The show mac-address-table command is used to display entries learned by the
switch.

Supported Platforms

This command is supported in all platforms.

Syntax

show mac-address-table

show mac-address-table [ [interface interface-name] | [mac-address address] |
[vlan vian-id] | [type entry-type] ]

Parameters
None
Description: This parameter displays all entries learned by the switch.
Value: N/A

Default Value: N/A
interface interface-name

Description: This parameter displays entries learned by the switch filtered
by interface.

Value: { gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port

| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |
lag-id | service-port-id }

Default Value: N/A
mac-address address

Description: This parameter displays entries learned by the switch filtered
by MAC address.
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Value:

Default Value:

vlan vian-id

Description:

Value:

Default Value:

type entry-type

Description:

Value:

Default Value:

Output Terms

Output
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XXEXXEXX XXX XXX

N/A

This parameter displays entries learned by the switch filtered
by vlan-id.

1-4094

N/A

This parameter displays entries learned by the switch filtered
by entry type.

dynamic | static

N/A

Description

INTERFACE

MAC ADDRESS

TYPE

Default

N/A

DATACOM

Interface identifier in the system.

MAC Address in hexadecimal presentation.

VLAN identifier in the system.

e dynamic: dynamic learn MAC address.

e static: static MAC address entry inserted in MAC address table.
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Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.4 This command was introduced.
2.4 Column chassis/slot removed from show.
3.0 Added support for 40G interfaces.
4.6 Added support for 100G interfaces.
5.0 Added support for 25G interfaces.

Usage Guidelines

To show the entire table:

# show mac-address-table

INTERFACE MAC ADDRESS VLAN TYPE

gigabit—-ethernet-1/1/1 a4:88:01:34:c8:a6 100 dynamic
gigabit-ethernet-1/1/2 dc:71:48:42:f7:a4 102 dynamic
gigabit-ethernet-1/1/3 4c:9p:94:26:08:9¢c 130 dynamic
gigabit-ethernet-1/1/4 2c:77:29:26:fd:e2 100 dynamic
gigabit—-ethernet-1/1/5 50:8a:9f:15:46:78 104 dynamic
ten-gigabit-ethernet-1/1/4 a0:8f:£7:16:8£:02 105 dynamic
ten-gigabit—-ethernet-1/1/5 €6:30:97:4a:4a:fc 160 dynamic

Total MAC Addresses for this criterion: 7
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Impacts and precautions

N/A

Hardware restrictions

Maximum number of entries that can be learned depends on hardware used.
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VLAN

This topic describes the commands related to the management of 802.1Q Virtual Bridged
LAN and to the management of VLAN extensions such as commands to configure Q-in-Q,
dynamic VLANs and VLAN Translations.

dotlq vilan
Description

Enables configuration mode for a given VLAN or a range of VLANs

Supported Platforms

This command is supported in all platforms.

Syntax

dotlq vlan vian-id [ name vian-name ]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

vlan vlan-id
Description: Single, range or list of VLAN IDs to be configured.
Value: 1-4094
Default Value: N/A
name v/an-name
Description: VLAN name.
Value: 1 - 32 characters

Default Value: N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.0 This command was introduced.

Usage Guidelines

When entering the VLAN configuration tree, the VLAN itself is created if it does not exist.
VLANs can be created in ranges, or list. The following command will create VLANs from
10 to 20 and VLAN 30 and assing a name to all of them:

(config) #dotlg vlan 10-20,30 name example

The following command will destroy the VLAN and its members:

(config) # no dotlg vlan 1

Impacts and precautions

VLANs must be created before being used by others features on their configurations.

Hardware restrictions

N/A
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dotlq vlan interface

Description

Adds an interface as a member of the configured VLAN.

Supported Platforms

This command is supported in all platforms.

Syntax

dotlq vlan vian-id interface interface-name [ tag-mode ]

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

vlan vian-id
Description:

Value:

Default Value:

ID of VLAN to be configured.
1-4094

N/A

interface interface-name

Description:

Value:

Default Value:

tag-mode

Description:

DATACOM

Interface name to be configured.

{ gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port
| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |

lag-id | service-port-id }

N/A

Frames are forwarded with or without VLAN tag.

The value tagged configures frames with tag by this VLAN in-
terface.

The value untagged configures frames without tag by this VLAN
interface.
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Value: { tagged | untagged }

Default Value: tagged

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.0 This command was introduced.
4.6 Added support to 40 Gigabit Ethernet and 100 Gigabit Ethernet.
5.0 Added support to 25 Gigabit Ethernet.

Usage Guidelines
The following command adds gigabit-ethernet 1/1/1 interface tagged in the VLAN 1.:

(config) # dotlg vlan 1 interface gigabit-ethernet-1/1/1

When adding an interface as a member of a VLAN, the default behaviour is to add it as
tagged. Inside the interface configuration tree, the command untagged will change it.
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Impacts and precautions

Only pre-existing interfaces will be accepted when entering an interface name.
Interfaces added as a member of a link aggregation group(LAG) cannot be added to
VLAN membership. The LAG itself should be configured instead.

Service-port interfaces cannot be added untagged to VLAN. All VLAN manipulations for
this interface can be done by the service-port command itself.

Hardware restrictions

N/A
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show dotlq vian
Description

Used to display VLAN information.

Supported Platforms

This command is supported in all platforms.

Syntax

show dotlq vilan [ [v/an id] [ brief | membership ] ]

show vlan [ brief [vian id] | membership [vian id] [ brief | detail ] ]

Parameters

brief
Description:

Value:

Default Value:

membership
Description:

Value:

Default Value:

detail
Description:

Value:

Default Value:

vlan id
Description:

Value:

Default Value:

DATACOM

Display VLAN brief information.
N/A

N/A

Display VLAN membership information.
N/A

N/A

Display membership detailed information.
N/A

N/A

Display information of a specific VLAN.
1-4094

N/A
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Output Description

VLAN ID VLAN identifier in the system.

NAME Textual name of the VLAN.

TYPE Type attribute describes how it was created. Static entries means

INTERFACE COUNT

INTERFACE NAME

STATUS

PORT STATE

Default

N/A

Command Mode

that users have created it through configuration.

Display the summarized information about VLAN members.

Interface identifier in the system.

Operational state of the interface. The possible states are Up and
Down.

Port state of the interface for this vlan. Can be set by protocolos such
as RSTP, EAPS and ERPS. The possible states are Disabled, Learning,
Forwarding and Blocked.

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Audit

History

DATACOM
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Release Modification

1.0 This command was introduced

Removed parameter detail. Added parameters status and port state.

4.2
Show vlan membership detail is now presented as table by default.
show vlan command is deprecated, kept only for compatibility reasons,
8.0 being show dotlqg vlan now the default. Reordered show output columns.

Usage Guidelines

This command can be executed directly via CLI.

Example:

These examples shows how to use the show dotlqg vlan commands.

# show dotlg vlan

VLAN INTERFACE

ID NAME TYPE COUNT INTERFACE NAME STATUS PORT STATE
100 static 1 gigabit-ethernet-1/1/1 down forwarding
200 static 1 gigabit-ethernet-1/1/2 down forwarding

# show dotlg vlan brief

VLAN INTERFACE
ID NAME TYPE COUNT

100 static 1

200 static 1

# show dotlg vlan membership

VLAN

ID TYPE INTERFACE NAME STATUS PORT STATE
100 static gigabit—-ethernet-1/1/1 down forwarding
200 static gigabit-ethernet-1/1/2 down forwarding

Impacts and precautions

N/A
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Hardware restrictions

N/A
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switchport acceptable-frame-types
Description

This configuration allows the interface to choose between tagged, untagged and all
frames to be accepted. By default all frames either tagged with a IEEE 802.1Q header or
not are accepted.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

switchport interface { interface-name } acceptable-frame-types { type-value }

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

interface interface-name
Description: Name of interface to set the acceptable frame type.

Value: interface-type-chassis/slot/port | lag-id
Examples of interface-type: gigabit-ethernet, ten-gigabit-ethernet.

Default Value: N/A

acceptable-frame-types type-value
Description: Configure acceptable frame types in the interface.
Value: { all | tagged | untagged }

Default Value: all

Default

N/A
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Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
5.2 This command was introduced.

Usage Guidelines

The example below shows the configuration of acceptable-frame-types for a given inter-
face.

# config

Entering configuration mode terminal

(config) # switchport interface gigabit-ethernet-1/1/1
(config-switchport-gigabit-ethernet-1/1/1)# acceptable-frame-types tagged
(config-switchport-gigabit—ethernet-1/1/1)# commit

Commit complete.

Impacts and precautions

Only pre-existing interfaces will be accepted when entering an interface name.
Interfaces added as a member of a link aggregation group(lag) cannot have acceptable-
frame-types configured.

The lag itself should be configured instead.

Hardware restrictions

N/A
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switchport native-vian
Description

Defines a native VLAN ID to be added in all untagged packets received in ingress mode
in the given interface.

Supported Platforms

This command is supported in all platforms.

Syntax

switchport interface { interface-name } native-vlan vlan-id { native-vian-id }

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

interface interface-name

Description: Name of interface to set the native-vlan.

Value: { gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port

| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |
lag-id }

Default Value: N/A

vlan-id native-vian-id

Description: VLAN ID to be added in incomming untagged packets in the
interface.
Value: 1-4094

Default Value: N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.8 This command was introduced.

Usage Guidelines

To configure a native-vlan the interface must be either valid and untagged member of
the VLAN ID being used for native vlan. The VLAN ID which will be added must exists.
The example below shows the creation of a native-vlan for the given interface.

# config

Entering configuration mode terminal

(config) # dotlg vlan 100

config-vlan-100)# interface gigabit-ethernet-1/1/1

(
(config-dotlg-interface-gigabit-ethernet-1/1/1)# untagged
(config-v1lan-100)# top

(config) # switchport interface gigabit-ethernet-1/1/1
(config-switchport-gigabit-ethernet-1/1/1)# native-vlan vlan-id 100
(config-switchport-interface-native-vlan) # commit

Commit complete.

Impacts and precautions

Only pre-existing interfaces will be accepted when entering an interface name.
Interfaces added as a member of a link aggregation group(lag) cannot have native vlan
configured. The lag itself should be configured instead.

VLANSs to be added on the packets need to pre-exists, so configuration will be commited
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successfully.
When an invalid interface or VLAN ID is used, the user is warned about the error during
commit step.

Hardware restrictions

N/A
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switchport pcp
Description

Defines a 802.1p priority (PCP) to be added for untagged packets or for QinQ packets
within the native VLAN-ID.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

switchport interface { interface-name } pcp { pcp-value }

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

interface interface-name

Description: Name of interface to set the pcp.

Value: { gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port

| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |
lag-id }

Default Value: N/A
pcp pcp-value

Description: PCP to be added for incoming packets in the interface within
the native VLAN-ID

Value: 0-7

Default Value: 0
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
5.6 This command was introduced.

Usage Guidelines

The example below shows the configuration of a pcp for the given interface.

# config

Entering configuration mode terminal

(config) # dotlg vlan 100

config-vlan-100)# interface gigabit-ethernet-1/1/1

config-dotlg-interface-gigabit-ethernet-1/1/1)# untagged
config-vlan-100)# top

(

(

(

(config) # switchport interface gigabit-ethernet-1/1/1
(config-switchport-gigabit-ethernet-1/1/1)# native-vlan vlan-id 100
(config-switchport-interface-native-vlan) # exit
(config-switchport-gigabit-ethernet-1/1/1)# pcp 2
(config-switchport-interface-pcp)# commit

Commit complete.

Impacts and precautions

Only pre-existing interfaces will be accepted when entering an interface name.

Interfaces added as a member of a link aggregation group(lag) cannot have pcp config-
ured. The lag itself should be configured instead.

PCP configuration has no effect without native-vlan configuration.
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Hardware restrictions

N/A
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switchport ginq
Description

Enables VLAN QinQ mode for the packets received on this interface. When enabled, the
received packets will get an extra IEEE 802.1Q header, that is created using the native
VLAN ID and default values for TPID (0x8100), priority code point(0) and drop eligible
information (0). Usually this enclosing VLAN ID is usually refered as S-VLAN.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

switchport interface { interface-name } qinq

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

interface interface-name
Description: Name of interface to set the QinQ.

Value: { gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port
| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |
lag-id }

Default Value: N/A

qinqg
Description: Enable QinQ in the interface.
Value: N/A

Default Value: Disabled
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.10 This command was introduced.

Usage Guidelines

The interface must have a valid configuration for native VLAN. The example below shows

the configuration of QinQ for a given interface and its pre-conditions.

# config

Entering configuration mode terminal

(config) # dotlg vlan 50

(config-vlan-50) # interface gigabit-ethernet-1/1/1 untagged
(config-dotlg-interface-gigabit-ethernet-1/1/1)# top
(config) # switchport interface gigabit-ethernet-1/1/1
(config-switchport—-gigabit—-ethernet-1/1/1)# native-vlan vlan-id 50
(config-switchport-interface-native-vlan) # exit
(config-switchport—-gigabit—ethernet-1/1/1)# ging
(config-switchport-gigabit-ethernet-1/1/1)# commit

Commit complete.

Impacts and precautions

Only pre-existing interfaces will be accepted when entering an interface name.

Interfaces added as a member of a link aggregation group(lag) cannot have ginqg config-
ured. The lag itself should be configured instead.

VLANSs to be added on the packets need to pre-exists, so configuration will be commited
successfully.
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When an invalid interface or VLAN ID is used, the user is warned about the error during
commit step.

Hardware restrictions

N/A
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switchport tpid
Description

Configures tag protocol identifier(TPID) accepted for VLAN tagged frames. Only frames
received with the configured TPID are considered as tagged frames. Also, tagged frames
sent by the configured interface will have the configured TPID.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

switchport interface { interface-name } tpid { tpid-value }

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

interface interface-name
Description: Name of interface to set the TPID.

Value: { gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port
| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |
lag-id }

Default Value: N/A

tpid tpid-value
Description: Configure TPID in the interface.
Value: { 0x8100 | 0x88a8 | 0x9100 }

Default Value: 0x8100

Default

N/A
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Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.

Usage Guidelines

The example below shows the configuration of TPID for a given interface.

# config

Entering configuration mode terminal

(config) # switchport interface gigabit-ethernet-1/1/1
(config-switchport-gigabit-ethernet-1/1/1)# tpid 0x88a8
(config-switchport-gigabit—-ethernet-1/1/1)# commit
Commit complete.

Impacts and precautions

Only pre-existing interfaces will be accepted when entering an interface name.
Interfaces added as a member of a link aggregation group(lag) cannot have TPID config-
ured. The lag itself should be configured instead.

When an invalid interface is used, the user is warned about the error during commit step.

Hardware restrictions

N/A
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vian-mapping

Description
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Create or update VLAN mapping rules to add or replace a VLAN tags when match criteria

is met.

Supported Platforms

This command is not supported in the following platforms: DM4611, DM4612, DM4616,

DM4618.

Syntax

vlan-mapping interface { interface-name } { stage } rule { rule-name } match vian

vlan-id { vian-id-match } action { add | replace } vlan vlan-id { vian-id-action } [pcp

{ pcp } 1 [ inner-action replace inner-vlan vlan-id { vian-id-action } [pcp { pcp } 11

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

interface interface-name

Description:

Value:

Default Value:

stage

Description:

Value:

Default Value:

DATACOM

Name of interface to install the rule.

{ gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port
| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |

lag-id }

N/A

Specify the stage the VLAN-mapping rule refers to (ingress or
egress data).

ingress | egress

N/A
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rule rule-name

Description:

Value:

Default Value:

match

Description:

Value:

Default Value:
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Name of the rule being created/updated. Only accepts alphanu-
meric characters and *_’, ‘+" and *-".

String with maximum 48 characters

N/A

Parameters after match and before action describe the type
of flow selected to be modified.

N/A

N/A

vlan vlan-id vian-id-match

Description:

Value:

Default Value:

action { add | replace }

Description:

Value:

Default Value:

inner-action replace

Description:

DATACOM

Single, range or list of VLAN ID that will be matched.
1-4094

N/A

Selects the action to be applied to the outer VLAN.

replace will replace the outer VLAN tag of packets that meet
match criteria.

add will add a new outer VLAN tag to packets that meet match
criteria.

The action is only available after the match is configured.

add | replace

N/A

Selects the action to be applied to the inner VLAN.

replace will replace the inner VLAN tag of packets that meet
match criteria.

When the action is add (for the outer VLAN), then the new
added VLAN is considered the outer VLAN, and the inner-action
will act over the previous outer VLAN tag.

The inner-action is only available after the action is config-
ured.

The combination of action add and inner-action replace is
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Value:

Default Value:
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only valid when switchport ging is enabled for the interface.
The combination of action replace and inner-action replace is
only valid when switchport qinq is disabled for the interface.

replace

N/A

vlan vlan-id vian-id-action

Description:

Value:

Default Value:

VLAN ID that will be added or replaced into the outer VLAN tag
of the packet.

1-4094

N/A

inner-vlan vlan-id vian-id-action

Description:

Value:

Default Value:

pcp pcp

Description:

Value:

Default Value:

Default

N/A

Command Mode

Configuration mode

DATACOM

VLAN ID that will be replaced into the inner VLAN tag of the
packet.

The value copy may be configured, and it will keep the current
VLAN ID in the inner VLAN tag.

1-4094 | copy

N/A

VLAN PCP (802.1p) field value that will be added into packet for
outer or inner VLAN tag. It can be the numeric priority value or
the copy from the PCP value from the existing VLAN tag.

0-7 | copy
0
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Required Privileges

Config
History
Release Modification
3.0 This command was introduced.
4.6 Added pcp action. Added support for 100G interfaces.
4.8 Added inner-action.
5.0 Added support for 25G interfaces.
510 Remove restriction of using action add without QinQ enabled for DM4270,

DM4770 and DM4380 series.
Usage Guidelines

To configure a VLAN mapping rule the interface must be a valid one. Also, the VLAN that
will replace the original one in the VLAN tag must exist. The example below shows the
creation of a rule with replace action.

# config
(config) # dotlg vlan 100

(config-vlan-100) # interface gigabit-ethernet-1/1/1
(config-interface-gigabit-ethernet-1/1/1)# top

(config) # vlan—-mapping interface gigabit-ethernet-1/1/1 ingress rule RULE1
(config-rule-RULELl) # match vlan vlan-id 1 action replace vlan vlan-id 100
(config-rule-RULEL) # commit

Commit complete.

(config-rule-RULELl) # end

#

Impacts and precautions
Only pre-existing interfaces will be accepted when entering an interface name.

Interfaces added as members of a link aggregation group (LAG) cannot be added to vlan-
mapping rules. The LAG itself should be configured instead.
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VLANSs to be added on the packets need to pre-exist, so configuration will be commited
successfully.

Hardware restrictions

DM4611, DM4612 and DM4616 series do not support VLAN Mapping.

DM4050 and DM4250 series do not support PCP copy on ingress rules.

DM4050 and DM4250 series do not support inner-action.

On DM4270, DM4770 and DM4380 series, VLAN mapping rules do not act over packets
modified by ACL.

On DM4270, DM4770 and DM4380 series, VLANs associated with L3 interfaces cannot
be used for ingress VLAN Mapping rules when there is no QinQ enabled, except when
both the match and action VLANs are the same.

On DM4270, DM4770 and DM4380 series, VLAN mapping rules with action add do not
act over double-tagged packets when the ingress interface has QinQ disabled.
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LINK AGGREGATION

This topic describes the commands related to management of interface aggregations
such as commands to configure static and dynamic aggregations.

clear lacp
Description

The clear lacp command is used to reset statistics about Link Aggregation Control Pro-
tocol (LACP).

Supported Platforms

This command is supported in all platforms.

Syntax

clear lacp statistics {all | lag id id }

Parameters
all
Description: Reset statistics for all link-aggregations.
Value: N/A

Default Value: N/A

lag id id
Description: Reset statistics for a specific link-aggregation. The actual maxi-
mum number of link-aggregations depends on the product model.
Value: 1-32

Default Value: N/A

Default

N/A
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Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.12 This command was introduced
2.4 Number of LAG-IDs increased to eight

Usage Guidelines
To clear all LAGs statistics:

# clear lacp statistics all

To clear a single LAG statistics:

# clear lacp statistics lag id 1

Impacts and precautions

It is only possible to clear statistics for link-aggregations controlled by LACP, i.e., link-
aggregations configured in active or passive modes.

Hardware restrictions

N/A
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link-aggregation
Description

Link aggregation bundles individual ethernet links into a single logical link. It may be
used for redundancy or to expand bandwidth capacity. It is controlled by Link Aggrega-
tion Control Protocol (LACP).

Supported Platforms

This command is supported in all platforms.

Syntax

link-aggregation [system-priority priority]
link-aggregation [load-balance hash-function hash]

link-aggregation interface lag /ag-id [administrative-status status] [load-balance
type]l [maximume-active /inks] [minimum-active /inks] [mode /acp-mode] [period
period-interval] interface interface-name [port-priority priority]

link-aggregation interface lag /ag-id mc-lag [rg-id redundancy-group-id] [lag-priority
priority] [min-links /inks]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

system-priority priority
Description: Sets the priority of the LACP system.
Value: 0-65535
Default Value: 32768

load-balance hash-function hash

Description: Sets the global load balance hash function for enhanced and
dynamic mode.
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Value: { crcl6xor8 | crcl6xor4 | crcl6xor2 | crcl6xorl | crcl6 | xorl6 |
crcléccitt | crc32lo | crc32hi | crc32ethlo | cre32ethhi | cre32koopmanlo
| crc32koopmanhi }

Default Value: crcl6xor8
interface lag /ag-id

Description: Creates a Link Aggregation Group with a specific identifier. The
actual maximum number of link-aggregations depends on the
product model.

Value: 1-32
Default Value: N/A
administrative-status status
Description: Sets the administrative status of the LAG interface.
Value: { down |up }
Default Value: up
load-balance type

Description: Sets the load balancing algorithm to apply to traffic forwarded
on this LAG interface.
The dynamic balance type provides an evenly load distribution
across the LAG members. By taking into account the instant
values for the load of the LAG members, flows are dynamically
moved from links with lower loads.
Other types are hash-based, where the packet order is always
maintained. However, as the output interface is selected ac-
cording to the traffic (using an XOR of packet fields), bandwidth
usage might not be uniform among the LAG members. Even-
tually, some LAG members present heavy loading while others
are underused.

Value: { dst-ip | dst-mac | dynamic | enhanced | src-dst-ip | src-dst-mac
| src-ip | src-mac }

Default Value: enhanced
maximum-active /inks

Description: Sets the maximum number of links allowed to be simultane-
ously active on this LAG interface.
If more interfaces are configured than the maximum-active links,
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Value:

Default Value:

minimum-active links

Description:

Value:
Default Value:
mode /acp-mode

Description:

Value:
Default Value:
period period-interval

Description:

Value:
Default Value:
description

Description:

DATACOM
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the exceeding interfaces with higher port-priority will remain in-
active. The maximum value for this parameter may be lower
depending on the product model. The default value for this pa-
rameter is equal to the maximum value, which may be lower
depending on the product model.

1-16

16

Sets the minimum number of links required to bring up this LAG
interface.

If less interfaces are active than the minimume-active links, the
LAG interface itself will be considered inactive. The maximum
value for this parameter may be lower depending on the prod-
uct model.

1-16

1

Sets the mode of LACP operation for this LAG.
If set to Static, LACP is disabled.
If set to Passive, the remote node must be set to Active.

{ static | active | passive }

static

Sets the interval period of LACP for this LAG, short ( 1s ) or long
(30s).

Short option allows a faster link detection/recovery.

Preferably both nodes must be set with the same value.

{ short | long }

long

Sets a textual description of the interface, according to the net-
work manager’s choice.
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Value:

Default Value:
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Valid characters are A-Z, a-z,0-9and @ #$ % &*() - _[14{}
<>=+4,./";:?2"]
The interface description.

N/A

interface interface-name

Description:

Value:

Default Value:

port-priority priority
Description:
Value:

Default Value:

Interface to be added to LAG. Each interface may appear in only
one LAG at time.

{ gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port
| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port }

N/A

Sets a port priority for a LAG member.
0-65535

32768

mc-lag rg-id redundancy-group-id

Description:

Value:
Default Value:
lag-priority priority

Description:

Value:
Default Value:
min-links links

Description:

Value:

Default Value:

DATACOM

Sets the MC-LAG redundancy group (if any) to associate with
the LAG interface. The actual maximum number of redundancy
group IDs depends on the product model.

1-8

N/A

Sets the priority of this LAG interface when associated to a Re-
dundancy Group.

5-32000

1000

Sets the minimum number of links required to consider a LAG
interface as active.

1-8

1
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config

History

Release Modification

1.10 This command was introduced

1.12 Implemented support to LACP

2.4 Added description parameter and number of LAG-IDs increased to eight
3.0 Added support for 40G interfaces

4.5 Added maximume-active and minimum-active parameters

4.6 Added support for 100G interfaces

4.9 Added support for load-balance command

5.0 Added support for 25G interfaces

5.10 Added support for load-balance hash-function command

9.0 Added support for some special characters on LAG description.
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Release Modification

9.2 Added support for MC-LAG feature
Usage Guidelines
Commands for configuring the link-aggregation.

Example:

This example shows how to configure a simple static link-aggregation.

# config terminal

Entering configuration mode terminal

(config)# link-aggregation interface lag 1
(config-la-if-lag-1)# interface gigabit-ethernet-1/1/1
(config-la-if-gigabit—-ethernet-1/1/1)#

Regarding to LAG description, special characters |(vertical bar), !(exclamation mark),
?(question mark) and ;(semicolon) can only be used inside “”(double quotes) as they are
also valid commands on command line.

Example:

DM4270 (config) # link-aggregation interface lag 1
DM4270 (config-la-if-lag-1)# description "test_interface_name|!?;"

Commands for configuring MC-LAG for a single LAG interface.

Example:

This example shows how to assign a previously created redundancy group to a LAG
interface.

(config)# link-aggregation interface lag 1

(config-la-if-lag-1)# mc-lag rg-id 1

(config-la-if-lag-1)# mc-lag lag-priority 2500

(

(

)
config-la-if-lag-1)# mc-lag min-links 1
config-la-if-lag-1)#

Impacts and precautions

Each interface may appear in only one LAG at time.

Only interfaces with the same nominal speed can be aggregated together. Interfaces
with half-duplex configuration cannot be members of a LAG.

Each LAG must contain at least one and no more than eight aggregatable interfaces.

If the LAG interface has more physical interfaces than the configured maximum-active
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parameter, in static mode the interfaces with higher value at port-priority parameter will
be maintained inactive as standby.

In active or passive modes the interface selection criteria follows the following path
of comparisons: System Priority -> System MAC -> Port Priority -> Port ID. In priority
comparisons, numerically lower values have higher priority.

This means that the interfaces of the equipment with lower System Priority will be used
for standby selection, according to its Port Priority and Port ID. If System Priority is the
same on both equipment, the equipment with lower System MAC will use its interfaces
to decide standby selection, according to its Port Priority and Port ID.

Maximum-links and minimume-links are independent configuration options. They can be
used in any mode of operation (static, active or passive).

A valid redundancy group must be created first, before associating LAG interfaces to
it.

The active device on the MC-LAG bundle will be the one with higher LAG priority (nu-
merically lower).

Hardware restrictions

When load-balance enhanced is used, the platform DM4050 only supports non-unicast
(broadcast, multicast and unknown unicast) load-balance based on source and desti-
nation MAC addresses. Other load-balance criterias like source and destination IP and
TCP/UDP ports are not available.

Load-balance is not supported in the following platform: DM4618

Load-balance dynamic is not supported in the following platforms: DM4610, DM4611,
DM4612, DM4615, DM4050, DM4250 and DM4370.

Load-balance hash-function parameter is not supported in the DM4050 and DM4618
platforms.
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link-aggregation mc-lag redundancy-group
Description

A redundancy group is the collection of devices that provide protection for a bundle,
forming the MC-LAG. A redundancy group is identified by an unique redundancy-group-
id.

Supported Platforms

This command is supported in all platforms.

Syntax

link-aggregation mc-lag redundancy-group rg-id [system-mac-address address]
[system-priority priority] [wait-time time]

link-aggregation mc-lag redundancy-group rg-id local-member local-id id [local-
port port]

link-aggregation mc-lag redundancy-group rg-id remote-member remote-id id
ip ipv4-address [remote-port port]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

mc-lag redundancy-group redundancy-group-id

Description: ID of the redundancy group to be configured. The actual maxi-
mum number of redundancy group IDs depends on the product
model.

Value: 1-32

Default Value: N/A
system-mac-address system-mac-address-value

Description: Sets an unicast system MAC address for this device in the re-
dundancy group.

Value: XXIXXIXXIX XXX XX
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Default Value: 00:04:df:00:00:00
system-priority priority
Description: Sets the system priority for this device in the redundancy group.
Value: 0 - 65535
Default Value: 32768
wait-time time

Description: Sets the time to wait after activation before assuming that an-
other redundancy group member is down.

Value: 0 - 65535 (seconds)
Default Value: 30 (seconds)
local-member local-id id
Description: Sets the ID for this device in the redundancy group.
Value: 1-8
Default Value: N/A
local-member local-port port
Description: Sets the local member TCP port.
Value: 1024 - 32767
Default Value: 30012

remote-member remote-id id

Description: Sets the ID for the remote (partner) device in the redundancy
group.
Value: 1-8

Default Value: N/A
remote-member ip ipv4-address
Description: Sets the remote member IPv4 address.
Value: a.b.c.d
Default Value: N/A
remote-member remote-port port

Description: Sets the remote member TCP port.
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Value: 1024 - 32767

Default Value: 30012

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
9.2 This command was introduced

Usage Guidelines

Commands to configure the link-aggregation.
Example:

This example shows how to configure a redundancy-group for a MC-LAG bundle.

# config terminal

Entering configuration mode terminal

(config) # link-aggregation mc-lag redundancy-group 1
(config-redundancy-group-1)# local-member local-id 1 local-port 1500
(config-redundancy-group-1)# remote-member ip 192.0.2.0
(config-redundancy-group-1) # remote-member remote-port 1500
(config-redundancy-group-1) # remote-member remote-id 2
(config-redundancy-group-1) # system-mac-address d8:fe:d9:29:34:cl
(config-redundancy-group-1) # system-priority 10000
(config-redundancy-group-1)# wait-time 15
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Impacts and precautions

The local member ID must match the remote member ID configured on the other equip-
ment in the redundancy group. For the same equipment, it is advised that both IDs be
different. In addition, do not configure the same ports for already existing services.

It is recommended to set a different system priority value for each member PE in the
RG in order to avoid a “split-brain” scenario, i.e., when the communication link between
them is down. The downside of using this approach is that the switchover may take
longer whenever the active PE goes down. This is due to the system ID used by the
redundancy group may change, in this case.

Hardware restrictions

N/A
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show link-aggregation

Description

Used to display link-aggregation information.

Supported Platforms

This command is supported in all platforms.

Syntax

show link-aggregation [ brief | interfaces | mc-lag | lacp [ brief | statistics |

extensive ] |

Parameters

brief
Description:

Value:

Default Value:

interfaces
Description:

Value:

Default Value:

mc-lag

Description:

Value:

Default Value:

lacp

Description:

DATACOM

Display brief information about link-aggregations.
N/A

N/A

Display information about members of link-aggregations.
N/A

N/A

Display MC-LAG-related status information on LAG interfaces
and redundancy groups.

N/A

N/A

Display information about dynamic aggregations controlled by
Link Aggregation Control Protocol (LACP).
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Value:

Default Value:

extensive
Description:

Value:

Default Value:

statistics

Description:

Value:

Default Value:

Output Terms
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N/A

N/A

Display detailed information about link-aggregations.
N/A

N/A

Display information about PDU exchange in dynamic aggrega-
tions controlled by Link Aggregation Control Protocol (LACP).

N/A

N/A

Output Description
LAG ID Identifier of link-aggregation instance in the system.
LAG operational state. ‘Up’ means that at least 1 interface member
has link status up. ‘Down’ means no member has active link. ‘MC-
State
LAG standby’ means that the LAG is in a ‘standby’ mode since the
device assumed the MC-LAG ‘standby’ role for this LAG.
Indicates the operation mode for a LAG, three options are available:
e static - LAG is configured statically by user;
Mode e active - LAG is controlled by LACP in active mode;
e passive - LAG is controlled by LACP in passive mode.
Description Indicates the textual description set for the LAG interface
e Indicates the MC-LAG Redundancy Group ID (if any) associated with
RG ID

DATACOM

the LAG interface.
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Description

MC-LAG Role

MC-LAG Role Reason

Interface Name

Oper Status

Aggregation Status

DATACOM

Indicates the MC-LAG Role. The possibles values are:

not selected - the bundle is not MC-LAG enabled, or is not oper-
ational;

active - this device is the primary switch for the MC-LAG bundle;

standby - this device is a standby switch for the MC-LAG bundle.

Indicates the MC-LAG Role Reason. The possibles values are:

not selected - the bundle is not MC-LAG enabled or has not yet
selected its MC-LAG role for the bundle;

local best - this device has the best priority for the bundle of all
RG members;

remote best - a remote device has a better priority than the
local device for the bundle;

startup - this device has been selected as standby for the bun-
dle because it has not synced yet;

deact - this device has been selected as standby for the bundle
because the bundle is deactivating.

Indicates the name of the LAG member interface

Indicates the operational status of the LAG member interface

Indicates whether this LAG member is active in the LAG. The possi-

bles values are:

active - the member is selected for aggregation.

inactive - the member is not aggregated in the LAG.
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Output Description
Indicates the PDUs rate requested by protocol:
e slow - PDUs sent at long intervals of 30 seconds;
Rate

Port Prio

Port ID

Key

System Prio

LACPDUs

Sent /Received

Pkt Errors

Cleared

System MAC Address

Local Member ID

Remote Member ID

Sync Status

DATACOM

o fast - PDUs sent at short intervals of 1 second.

Indicates the configured priority for this interface.

Indicates the port identifier in the system.

Indicates the link-aggregation key used by LACP to establish LAGs.

Indicates the system priority used by LACP.

Indicates the number of sent or received PDUs in an interface.

Indicates the number of invalid PDUs received in an interface.

Indicates the elapse time (in seconds) since the statistics of this in-
terface were cleared.

Indicates the system MAC address for the device in the Redundancy
Group.

Indicates the local member ID for the device in the Redundancy
Group.

Indicates the ID for the remote (partner) device in the Redundancy
Group.

Indicates the synchronization status of the remote PE about the Re-
dundancy Group.
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Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.10 This command was introduced
1.12 The LACP parameter was introduced
4.6 New aggregation states added
9.2 Added support for MC-LAG feature

Usage Guidelines

This command can be executed directly via CLI.

Example:

These examples shows how to use the show link-aggregation commands.
# show link-aggregation brief

State codes: down - no link up; up - at least 1 member up;
MC-LAG standby - inactive due to MC-LAG standby role;

LAG

ID State Mode Description
1 up static -

3 down static -
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# show link-aggregation interfaces

Aggregation Status:
active - member is selected for aggregation;
inactive - member is not aggregated;

LAG Oper Aggregation

ID Interface Name Status Status

1 ten-gigabit-ethernet-1/1/5 up active
ten—-gigabit—-ethernet-1/1/6 up active

3 ten-gigabit-ethernet-1/1/8 down inactive

# show link-aggregation mc-lag

MC-LAG Role:

not selected - the bundle is not MC-LAG enabled, or is not operational;
active - this device is the primary switch for the MC-LAG bundle;
standby - this device is a standby switch for the MC-LAG bundle;

MC-LAG Role Reason:
not selected - the bundle is not MC-LAG enabled or has not yet selected its MC-LAG role for the bundle;
local best - this device has the best priority for the bundle of all RG members;

remote best - a remote device has a better priority than the local device for the bundle;

startup - this device has been selected as standby for the bundle because it has not synced yet;

deact - this device has been selected as standby for the bundle because the bundle is deactivating;
MC-LAG

LAG RG MC-LAG Role

ID ID Role Reason

1 1 active local best

Redundancy Group Sync Status:

down - the connection to the member is down;

connected - the connection is up, but synchronization is not yet complete;

synchronized - the connection is up and synchronization of system information is complete;
sync failed - synchronization has failed due to inconsistent system configuration;

Local Remote

RG System MAC Member Member Sync
ID Address ID ID Status
1 00:04:df:00:00:00 1 2 synchronized

Impacts and precautions

N/A

Hardware restrictions

N/A
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SPANNING-TREE

This topic describes the commands related to management of Spanning-Tree topologies
such as commands to configure the spanning-tree mode, to change the path cost or to
inspect the interface roles.

show spanning-tree
Description

Used to display spanning-tree information.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

show spanning-tree [ brief | detail | extensive ]

Parameters

brief

Description:

Value:

Default Value:

detail
Description:

Value:

Default Value:

extensive
Description:

Value:

Default Value:

DATACOM

Display spanning tree brief information.
N/A

N/A

Display spanning tree detailed information.
N/A

N/A

Display spanning tree extensive information.
N/A

N/A
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Output Description
Priority Spanning tree priority of the STP instance.
Address Mac address of STP instance.

Cost (Root ID)

Port (Root ID)

Hello Time

Max Age

Forward Delay

Interface

Port

Prio

Cost

Sts

Cost

Bridge ID

Port

DATACOM

The cost configured for a port from Root.

Display the port id from Root.

Time interval that the root bridge will generate BPDUs.

The maximum length of time that passes before a bridge port saves
its configuration BPDU information.

Time interval that interfaces of all bridges should wait to change
from its listening and learning states to forwarding state.

Spanning tree interface name.

Display port number.

Display the port priority.

The path cost configured for a port.

Port state from STP instance.

Designated path cost configured for a port.

Designated Bridge ID used for sending and receiving STP BPDUs.

Designated Port from STP instance.
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Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.6 This command was introduced

Usage Guidelines

This command can be executed directly via CLI.

Example:

These examples shows how to use the show spanning-tree command.

# show spanning-tree

Spanning tree enabled protocol rstp

Root ID Priority: 32768; Address: 00:00:00:00:00:00;
Cost: 0; Port: global;

Hello Time: 2sec; Max Age: 20sec; Forward Delay: 15sec;

Bridge ID Priority: 32768; Address: n/a;

Hello Time: 2sec; Max Age: 20sec; Forward Delay: 15sec;

Designated
Interface Port Prio Cost Sts Cost Bridge ID
gigabit—-ethernet-1/1/1 0 128 100 DIS 0 0 00:00:00

# show spanning-tree brief

Spanning tree enabled protocol rstp

Root ID Priority: 32768; Address: 00:00:00:00:00:00;
Cost: 0; Port: global;

Hello Time: 2sec; Max Age: 20sec; Forward Delay: 15sec;

Bridge ID Priority: 32768; Address: n/a;

:00:00:00

Hello Time: 2sec; Max Age: 20sec; Forward Delay: 15sec;
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Designated
Interface Port Prio Cost Sts Cost Bridge ID Port
gigabit-ethernet-1/1/1 0 128 100 DIS 0O 0 00:00:00:00:00:00 0

# show spanning-tree detail

Spanning tree enabled protocol: rstp

Bridge Identifier has priority:

32768; address: n/a;

Configured: hello time: 2sec; max age: 20sec; forward delay: 15sec;

Topology flag not set;

Number of topology changes 0, last change occurred 0 seconds ago;
Times: hold: 6; hello: 2; max age: 20; forward delay: 15;

Port 0 (gigabit-ethernet-1/1/1)
Path cost: 100; Priority: 128;
Designated root: priority: O;

is discarding

address: 00:00:00:00:00:00;

Designated bridge: priority: 0; address: 00:00:00:00:00:00;
Designated port: 0; designated path cost: 0;
Number of transitions to forwarding state: 0;

# show spanning-tree extensive

Spanning tree enabled protocol: rstp
Administrative state: up; Operational state: failed;

Bridge Identifier has priority:

32768; address: n/a;

Configured: hello time: 2sec; max age: 20sec; forward delay: 15sec;

Topology flag not set;

Number of topology changes 0, last change occurred 0 seconds ago;
Times: hold: 6; hello: 2; max age: 20; forward delay: 15;

Port 0 (gigabit—-ethernet-1/1/1)
Operational state: down;
Forwarding state: discarding;
Path cost: 100; Priority: 128;
P2p: no; Edge: no; Up-time: 0;
Designated root: priority: O0;

is discarding

Role: disabled;

Disputed: false;
address: 00:00:00:00:00:00;

Designated bridge: priority: 0; address: 00:00:00:00:00:00;
Designated port: 0; designated path cost: 0;
Number of transitions to forwarding state: 0;

Impacts and precautions

N/A

Hardware restrictions

N/A
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spanning-tree
Description

The Spanning Tree Protocol (STP) is a network protocol that prevents loops from occurring
in the network topology. Spanning tree also allows a network design to include redundant
links to provide automatic backup paths.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

spanning-tree [bridge-priority priority] [forward-delay seconds] [hello-time sec-
onds] [maximum age seconds] [mode version] [name identifier] [revision number]
[transmit hold-count number] [maximum {[age number] [hops number] } ] inter-
face name { [cost number] [port-priority number] [link-type type] [restricted-role]
[restricted-tcn] [{edge-port | auto-edge}] [bpdu-guard] }

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

bridge-priority priority

Description: The bridge priority for this instance. When using the MSTP
mode, this parameter is used as the CIST bridge priority.

Value: 0-61440
Default Value: 32768
forward-delay seconds

Description: Used by root to set the number in seconds, that interfaces of
all bridges should wait to change from its listening and learning
states to forwarding state.

Value: 4-30

Default Value: 15
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hello-time seconds

Description:

Value:

Default Value:

maximum age seconds

Description:

Value:

Default Value:
mode version

Description:

Value:

Default Value:
name identifier

Description:

Value:

Default Value:
revision number

Description:

Value:

Default Value:

Chapter 5: Layer 2 - Switching Protocols - Spanning-Tree

Value that all bridges will use for the hello time if this bridge is
acting as root.

1-10

2

Value that all bridges will use for the max age of BPDUs if this
bridge is acting as root.

6-40

20

Spanning Tree Protocol version selection.
rstp, mstp

rstp

The Configuration Name part of the STP Configuration Identifier.
Name - maximum 32 characters

N/A

The Configuration Revision level part of the MSTP Configuration
Identifier. Only available when mode is MSTP.

0-65535
0

transmit hold-count number

Description:

Value:

Default Value:

maximum age number

DATACOM

DmMOS 9.2.0 - Command Reference

The value used by port to limit the maximum BPDU transmis-
sion rate.

1-10

6
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Description: Value that all bridges will use for the max age of BPDUs if this
bridge is acting as root.

Value: 6-40
Default Value: 20
maximum hops number

Description: The maximum number of hops across an MST region. Only
available when mode is MSTP.

Value: 6-40
Default Value: 20
interface name
Description: Interface name to be configured.

Value: { gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port
| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |
lag-id }

Default Value: N/A

cost number
Description: Path cost configuration for the port.
Value: 1-200000000
Default Value: 20000

port-priority number
Description: Priority configuration for the port.
Value: 0-240
Default Value: 128

link-type type
Description: Link type configuration for the port.
Value: auto, not-point-to-point, point-to-point
Default Value: auto

restricted-role
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Description: Restricted role configuration for the port. Also known as root
guard. When enable for an interface that would be choosen as
root port, this interface will be blocked instead.

Value: N/A
Default Value: N/A
restricted-tcn

Description: Restricts the propagation of topology changes for the port. Topol-
ogy change notifications received on the interface are not prop-
agated to other interfaces.

Value: N/A

Default Value: N/A

edge-port
Description: Administrative edge port configuration for the port. When con-
figured, auto-edge configuration is ignored.
Value: N/A

Default Value: N/A

auto-edge
Description: Automatic edge port detection on this port.
Value: N/A

Default Value: N/A

bpdu-guard
Description: Enables bpdu-guard for the port. When enable, if an edge port
receives a BPDU, the port role is set to disable and port state
is set to discarding. Bpdu-guard parameter only can be set if
edge-port is also set.
Value: N/A

Default Value: N/A

Default

N/A
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Configuration mode

Required Privileges

Config
History
Release Modification
1.6 This command was introduced
1.12 Spanning-tree supports configuration in link-aggregations.
3.0 Added support for 40G interfaces.
4.6 Added support for 100G interfaces.
48 Added support for MSTP mode. Added parameters restricted-role,
restricted-tcn and bpdu-guard.
5.0 Added support for 25G interfaces.
5 5 The cist-bridge-priority parameter was deprecated and unified with the

bridge-priority parameter.

Usage Guidelines

Commands for configure the spanning-tree.

Example:

This example shows how to configure the spanning-tree protocol.

# config terminal

Entering configuration mode terminal
(config)# spanning-tree forward-delay 20
(config) # spanning-tree hello-time 5

DATACOM
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config)# spanning-tree transmit hold-count 10

config-spanning-tree) # spanning-tree interface gigabit-ethernet 1/1/1
config-stp-interface-gigabit-ethernet-1/1/1)# cost 2000
config-stp-interface-gigabit-ethernet-1/1/1)# port-priority 100
config-stp-interface-gigabit-ethernet-1/1/1)# link-type auto
)

(
(
(
(
(
(config-stp-interface-gigabit-ethernet-1/1/1)# edge-port

Impacts and precautions

The maximum age timer controls the maximum length of time that passes before a
bridge port saves its configuration BPDU information. The switch that is at the periphery
of the network does not time out the root information under stable conditions. So, the
maximum age requires the coherence (2x(hello-time) <= age <= 2x(forward-delay - 1)).

Hardware restrictions

N/A

DATACOM DmOS 9.2.0 - Command Reference 391 | 1802



Chapter 5: Layer 2 - Switching Protocols - Spanning-Tree

spanning-tree mst

Description

Spanning-tree mst allows multiples instances of spanning-tree, according to IEEE 802.1Q,
2011. This command is only available when spanning-tree mode is set to mstp.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

spanning-tree mst id [priority priority] [vlan vians] [interface name [cost number]
[port-priority numberl]]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

mst id
Description:

Value:

Default Value:

priority priority
Description:

Value:

Default Value:

vlan vians

Description:

Value:

DATACOM

The id of this MST instance.
1-64

N/A

The bridge priority for this MST instance.
0-61440

32768

Sets the list of protected VLANs of this MST instance. Ranges
of VLANSs or single VLAN are allowed and can be combined to
specify the set of protected VLANs

1-4094
Example: protected-vlans 1-3,5,7-9
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Default Value:
interface name

Description:

Value:

Default Value:
cost number

Description:

Value:

Default Value:
port-priority number

Description:

Value:

Default Value:

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config

History

DATACOM
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None

Interface name to be configured in this MST instance. The in-
terface must also be configured in the CIST instance.

{ gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port
| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |

lag-id }

N/A

Path cost configuration for the port in this MST instance.
1-200000000

20000

Priority configuration for the port in this MST instance.

0-240
128
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Release Modification
4.8 This command was introduced
5.0 Add support for 25G interfaces

Usage Guidelines

Commands for configure the spanning-tree.
Example:

This example shows how to configure a spanning-tree instance.

# config terminal

Entering configuration mode terminal

(config) # spanning-tree mode mstp
(config-spanning-tree)# interface gigabit-ethernet-1/1/1
(config-stp-gigabit-ethernet-1/1/1)# port-priority 240
(config-stp-gigabit-ethernet-1/1/1)# cost 2000
(config-stp-gigabit-ethernet-1/1/1)# exit
(config-spanning-tree)# interface gigabit-ethernet-1/1/2
(config-stp-gigabit—-ethernet-1/1/2)# cost 2000
(config-stp-gigabit-ethernet-1/1/2)# port-priority 240
(config-stp-gigabit-ethernet-1/1/2)# exit
(config-spanning-tree) # spanning-tree mst 1
(config-stp-mstl) # priority 1

(config-stp-mstl) # interface gigabit-ethernet-1/1/1
(config-stp-mst-gigabit-ethernet-1/1/1)# port-priority 16
(config-stp-mst-gigabit—-ethernet-1/1/1)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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ERPS

This topic describes the commands related to management of G.8032 ERPS topologies
such as commands to configure the RPL or to inspect the protection status.

erps ring
Description

The current implementation follows ERPS version 2 specification, as described in ITU-T
G.8032.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

erps ring ring-name

erps ring ring-name ring-id id

erps ring ring-name control-vlan vian-id
erps ring ring-name protected-vlans vians
erps ring ring-name r-aps-level level

erps ring ring-name { port0 | portl } { interface interface-name | virtual-channel
control-vlan vian-id }

erps ring ring-name { port0 | portl } interface interface-name rpl-role role

erps ring ring-name timers [ guard milliseconds | hold-off milliseconds | wtr minutes
]*

erps ring ring-name type ring-type

erps ring ring-name node ring-node

erps ring ring-name parent-ring ring-name

erps ring ring-name propagate-tc

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.
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Parameters

erps ring ring-name

Description: Sets a textual name for this ERPS ring instance, according to
the network manager’s choice. Valid characters are A-Z, a-z,
0-9and + _-"“.

Value: An identifier with up to 48 characters.

Default Value: None
erps ring ring-name ring-id id
Description: Sets the ring identifier used for control traffic (ERPS PDUs).
Value: 1-239
Default Value: None
erps ring ring-name control-vlan vian-id
Description: Sets the VLAN used for control traffic (ERPS PDUSs).
Value: 1-4094
Default Value: None
erps ring ring-name protected-vlans vians

Description: Sets the list of VLANs protected by this ERPS ring instance.
VLAN ranges or single VLANSs are allowed and can be combined
to specify the set of protected VLANS.

Value: 1-4094
Example: protected-vians 1-3,5,7-9

Default Value: None
erps ring ring-name r-aps-level /evel
Description: Sets the R-APS level of PDUs exchanged by this ring instance.
Value: 0-7
Default Value: 0
erps ring ring-name port0 interface interface-name

Description: Sets the first ring instance’s port.
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Value: interface-type-chassis/slot/port
Examples of interface-type: gigabit-ethernet, ten-gigabit-
ethernet, twenty-five-g-ethernet, forty-gigabit-ethernet,
hundred-gigabit-ethernet, lag.

Default Value: None
erps ring ring-name portl interface interface-name
Description: Sets the second ring instance’s port.

Value: interface-type-chassis/slot/port
Examples of interface-type: gigabit-ethernet, ten-gigabit-
ethernet, twenty-five-g-ethernet, forty-gigabit-ethernet,
hundred-gigabit-ethernet, lag.

Default Value: None
erps ring ring-name portl virtual-channel control-vlan vian-id

Description: Sets the ring instance’s virtual-channel. Only portl can be set
as virtual-channel. This configuration is available only when
ring-type parameter is set to sub-ring and node parameter is
set to interconnection.

Value: 1-4094
Default Value: None
erps ring ring-name port0 interface interface-name rpl-role role
Description: Sets the RPL role of the first ring instance’s port.
Value: owner | neighbor | none
Default Value: none (the interface is not an end of the RPL).
erps ring ring-name portl interface interface-name rpl-role role
Description: Sets the RPL role of the second ring instance’s port.
Value: owner | neighbor | none
Default Value: none (the interface is not an end of the RPL).
erps ring ring-name timers guard milliseconds
Description: Sets the guard timer value.
Value: 10-2000 in steps of 10

Default Value: 500
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erps ring ring-name timers hold-off milliseconds
Description: Sets the hold-off timer value.
Value: 0-10000 in steps of 100
Default Value: 0

erps ring ring-name timers wtr minutes
Description: Sets the wait-to-restore timer value.
Value: 1-12
Default Value: 5

erps ring ring-name type ring-type
Description: Sets the ring-type for this ring instance.
Value: major-ring | sub-ring
Default Value: major-ring

erps ring ring-name node node-type

Description: Sets the node-type for this ring instance. This configuration is
available only when ring-type parameter is set to sub-ring.

Value: interconnection | non-interconnection
Default Value: non-interconnection
erps ring ring-name parent-ring ring-name

Description: Sets the parent-ring for this ring instance. This configuration is
available only when ring-type parameter is set to sub-ring.

Value: An already created ring-name.
Default Value: None
erps ring ring-name propagate-tc

Description: Allows the sub-ring instance to propagate topology changes to
the parent-ring instance. This configuration is available only
when ring-type parameter is set to sub-ring.

Value: N/A

Default Value: N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.0 This command was introduced.
4.6 Added support for 100G interfaces.
5.6 Added sub-ring support.
5.1 Added support for 25G interfaces.

Usage Guidelines

Example:

This example shows how to create an ERPS ring instance.

#config

Entering configuration mode terminal

(config) #dotlg vlan 100

config-vlan-100)# interface lag-1
config-dotlg-interface-lag-1)# exit
config-vlan-100)# interface ten-gigabit-ethernet-1/1/1
config-vlan-100) #top

config) #erps ring Foo

erps-ring-Foo) #ring-id 10

erps-ring-Foo) #control-vlan 100

erps-ring-Foo) #protected-vlans 1-4,100-400,1024
erps-ring-Foo) #r-aps-level 5

erps-ring-Foo) #timers

erps-ring-timers) #wtr 7

erps-ring-timers) #guard 600

(
(
(
(
(
(
(
(
(
(
(
(
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erps-ring-timers) #hold-off 2000

erps-ring-timers) #exit

erps-ring-Foo) #port0 interface ten-gigabit-ethernet-1/1/1
erps-ring-port0) ffexit

erps-ring-Foo) #portl interface lag-1

erps-ring-portl) #top

(config) #commit

Commit complete.

(config) #

(
(
(
(
(
(

Impacts and precautions

Changes on specific configurations will cause a protocol reset for the affected rings,
namely: ring ID and control VLAN. Traffic on the protected VLANs will be affected.

Considerations to prevent network loops during maintenance procedures:

Before mounting a physical ring, please consider disabling, in the node that is going
to be designated as the RPL owner node, the port that represents the RPL end point.

To add a new protected VLAN, you must add it to the protected VLANSs list of the ERPS
ring before adding the ring ports to the VLAN domain (dotlq vlan id interface name).

Before removing a VLAN from the ERPS list of protected VLANSs, you must first remove
the ring ports from that VLAN domain (no dotlq vlan id interface name).

To physically add a new node in the ERPS ring, it is recommended to disable (shut-
down) the adjacent port of the neighbors’ nodes of the ring node that is being added.
After making all the connections and configurations of the new ring node, enable (no
shutdown) the adjacent ports to finish the procedure.

To physically remove a node from the ERPS ring, it is recommended to disable (shut-
down) the adjacent port of the neighbors’ nodes of the ring node that is being re-
moved. After the ring node removal, enable (no shutdown) the adjacent ports to finish
the procedure.

Considerations to create a valid ERPS configuration:

ERPS cannot be configured in a port that is member of an EAPS domain or is protected
by STP.

The minimum configuration of an ERPS ring must contain a ring-id, a control-vlan, at
least one protected-vlan and two different ports (port0 and portl) as members of the
ring.

At least one of the ring member ports’ rpl-role must be ‘none’.

The ports of an ERPS ring must be members, and the only members, of its control-vlan.
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e A control-vlan of an ERPS ring cannot exist in the protected-vlan list of any ERPS ring
or EAPS domain.

e The protected-vlan list of an ERPS ring cannot overlap the protected-vlan list of another
ERPS ring or EAPS domain.

e The same protected-vlan list can be used in different ERPS rings or EAPS domains as
long as the protected ports are different.

Hardware restrictions

N/A
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show erps
Description

Display ERPS status information.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

show erps [brief] [detail]

Parameters
brief
Description: This parameter displays a summary information about ring in-
stances, including name, ring ID, control VLAN, and state.
Value: N/A

Default Value: N/A

detail

Description: This parameter displays all that the brief parameter displays
plus a table listing the the number of protected VLANS, the ring
ports, and their RPL roles. When no parameter is given the show
command displays the same content of detail parameter.

Value: N/A

Default Value: N/A

Output Terms

Output Description

NAME The name of the ring.
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Description

RING ID

CONTROL VLAN

STATE

PROTECTED VLANS

PORTO

PORTO RPL ROLE

PORTO STATE

PORTO LOCAL
FAILURE

PORT1

PORT1 RPL ROLE

PORT1 STATE

PORT1 LOCAL
FAILURE

Default

N/A

DATACOM

The ring identifier.

The VLAN used for ERPS control packets, in this ring instance.

The current state of the ring instance. The possible states are Init,
Idle, Protection, ManualSwitch, ForcedSwitch, and Pending.

The number of VLANs protected by this ring instance.

The first ring instance’s port.

The RPL role of the first ring instance’s port. Possible values are
owner, neighbor, and none.

The state of the port. Possible values are Forward, Blocked, Data
Blocked, Control Channel Blocked and Unknown.

Inform if the port has a local failure. Possible values are Yes and No.

The second ring instance’s port.

The RPL role of the second ring instance’s port. Possible values are
owner, neighbor, and none.

The state of the port. Possible values are Forward, Blocked, Data
Blocked, Control Channel Blocked and Unknown.

Inform if the port has a local failure. Possible values are Yes and No.

DmOS 9.2.0 - Command Reference 403 | 1802



Chapter 5: Layer 2 - Switching Protocols - ERPS

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
4.0 This command was introduced.
8.4.0 Changed the column’s order for the ring table.

Usage Guidelines

Given the equipment has 5 ring instances, the brief status command could result in the
following output:

# show erps brief

RING CONTROL PARENT

ID VLAN NAME RING TYPE RING STATE PORTO STATE PORT1 STATE
1 11 MyRingl major-ring - Protection Forward Blocked

2 20 MyRing2 major-ring - Idle Forward Blocked

3 31 MyRing3 major-ring - Pending Forward Blocked

15 151 MyRing4 major-ring - Protection Forward Forward

15 152 MyRing5 sub-ring MyRingl Protection Data Blocked -

#

The output of a detail status command would look like this:

# show erps detail

RING CONTROL PARENT PROTECTED

ID VLAN NAME RING TYPE RING STATE VLANS PORTO

1 11 MyRingl major-ring - Protection 10 lge-1/1/1

2 20 MyRing2 major-ring - Idle 5 lge-1/1/3

3 31 MyRing3 major-ring - Pending 5 lge-1/1/9

15 151 MyRing4 major-ring - Protection 8 lag-1

15 152 MyRing5 sub-ring MyRingl Protection 20 lge-1/1/5
PORTO PORTO PORT1 PORT1

RPL LOCAL RPL LOCAL

ROLE FAILURE PORTO STATE PORT1 ROLE FAILURE PORT1 STATE
owner Yes Forward lge-1/1/2 none No Data Blocked
none No Forward lge-1/1/4 owner No Blocked
owner Yes Forward lge-1/1/10 none No Blocked
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none No Forward lag-2 neighbor Yes Forward
none No Forward virtual-channel 15 - - -

Impacts and precautions

None

Hardware restrictions

None
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EAPS

This topic describes the commands related to management of EAPS topologies such as
commands to configure the protected VLANSs or to inspect the protection status.

eaps
Description

The current implementation follows the EAPS version 1.3 described as a Internet-Draft,
which includes some enhancements over the EAPS version 1 described by RFC 3619.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

eaps domain { control-vlan vian-id | port { primary interface-name | secondary
interface-name }* | protected-vlans vians }*

eaps domain [name identifier]

eaps domain {mode {transit | master}}

eaps domain [ failtime seconds | failtime-action action-type | hellotime seconds 1*

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

eaps domain
Description: Domain identification
Value: 0-63
Default Value: None

control-vlan vian-id

Description: Sets the VLAN used for control traffic (EAPS PDUs). This VLAN
cannot be used for data traffic.

Value: 1-4094
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failtime seconds

Description:

Value:

Default Value:
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None

Only relevant for the Master node.

After received health check PDUs, a timer with this value is
started and upon its expiration the ring will take the failtime-
action. The timer is restarted on receipt of any health check
PDU.

1-60
3

failtime-action action-type

Description:

Value:

Default Value:

hellotime seconds

Description:

Value:

Default Value:

Only relevant for the Master node.

Use action send-alert to log the failure and query the link
status of all Transit nodes and then force a network converge
through the secondary port if some failure is reported.

{ send-alert }

send-alert

Only relevant for the Master node.
Sets the interval for transmission of health check PDUs.

1-60

1

mode { master | transit }

Description:

Value:

Default Value:

name identifier

Description:

Value:

Default Value:

DATACOM

Sets the EAPS mode of this ring node. A ring is allowed to have
a single Master node and multiple Transit nodes.

{ master | transit }

transit

Set a textual name for this EAPS domain, according to the net-
work manager’s choice. Valid characters are A-Z, a-z, 0-9 and
+ - u

An identifier with at most 48 characters.

None
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port { primary interface-name | secondary interface-name}*

Description:
Value:

Default Value:

primary interface-name

Description:

Value:

Default Value:

Defines both primary and secondary ports of EAPS ring.
NA

NA

Sets a specific port as primary.

interface-type-chassis/slot/port

Examples of interface-type: gigabit-ethernet, ten-gigabit-
ethernet, twenty-five-g-ethernet, forty-gigabit-ethernet,
hundred-gigabit-ethernet, lag.

None

secondary interface-name

Description:

Value:

Default Value:

protected-vlans vians

Description:

Value:

Default Value:

Default

N/A

Command Mode

Configuration mode

DATACOM

Sets a specific port as secondary

interface-type-chassis/slot/port

Examples of interface-type: gigabit-ethernet, ten-gigabit-
ethernet, twenty-five-g-ethernet, forty-gigabit-ethernet,
hundred-gigabit-ethernet, lag.

None

Sets the list of protected VLANs of this EAPS domain. Ranges
of VLANs or single VLAN are allowed and can be combined to
specify the set of protected VLANs

1-4094
Example: protected-vians 1-3,5,7-9

None
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Required Privileges

Config
History
Release Modification
2.0 This command was introduced
3.0 Added support on 40G interfaces
4.6 Added support on 100G interfaces
5.0 Added support on 25G interfaces

Usage Guidelines

Example:

This example shows how to create an EAPS master domain.

#config

Entering configuration mode terminal
(config) #dotlg vlan 100
(config-vlan-100)# interface lag-1
(config-dotlg-interface-lag-1)# exit

(config-vlan-100)# interface ten-gigabit-ethernet-1/1/1
(config-vlan-100) #top

(config) #eaps O

(config-eaps-1) #control-vlan 100

(config-eaps-1) #mode master

(config-eaps—1) #protected-vlans 1-4,100-400,1024
(config-eaps—-1) #port

(config-eaps-1l-port) #primary ten-gigabit-ethernet-1/1/1
(config-eaps—-1-port) #secondary lag-1
(config-eaps-1) #top

(config) #commit

Commit complete.

(config) #

Impacts and precautions
e Changes on specific configurations will cause a protocol reset for the affected domains,

namely: primary or secondary port, control-vlan and mode. Traffic on the protected
VLANs will be affected.
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Considerations to prevent network loops during maintenance procedures:

Before mounting a physical ring, please consider disabling the secondary port of the
Master node.

To add a new protected VLAN, you must add it to the protected VLAN list of the EAPS
domain before adding the ring ports to the VLAN domain (dotlq vlan id interface
name).

Before removing a VLAN from the EAPS list of protected VLANSs, you must first remove
the ring ports from that VLAN domain (no dotlq vlan id interface name).

To physically add a new node in the EAPS ring, it is recommended to disable (shut-
down) the adjacent port of the neighbors nodes of the ring node that is being added.
After making all the connections and configurations of the new ring node, enable (no
shutdown) the adjacent ports to finish the procedure.

To physically remove a node from the EAPS ring, it is recommended to disable (shut-
down) the adjacent port of the neighbors nodes of the ring node that is being removed.
After the ring node removal, enable (no shutdown) the adjacent ports to finish the pro-
cedure.

Hardware restrictions

N/A
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show eaps
Description

Display information about EAPS status and statistics.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

show eaps [brief] [detail]

Parameters
brief
Description: This parameter displays a summary information about the do-
mains, including domain’s ID, name, state, mode and status of
both primary and secondary ports.
Value: N/A

Default Value: N/A

detail

Description: This parameter displays all that the brief parameter displays
plus a table listing the protected VLANs and both the primary
and secondary ports. When no parameter is given the show
command displays the same content of detail parameter.

Value: N/A

Default Value: N/A

Output Terms
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Output Description

ID The ID number of the domain.

Name The name of the domain.

State The current state of the domain. The possible states are Idle, Init,

Primary port state

Secondary port

state

Primary port

Secondary port

Protected VLANs

Default

N/A

Command Mode

Complete, Failed, Pre Forwarding, Links Down and Links Up.

The state of the domain’s primary port, where Up and Down refer
to port link status and Enable and Blocked refer to the port traffic
block state.

The state of the domain’s secondary port, where Up and Down refer

to port link status and Enable and Blocked refer to the port traffic
block state.

The primary port configured in the domain.

The secondary port configured in the domain.

The list of protected VLANs configured in the domain.

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Audit

DATACOM
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History
Release Modification
2.0 This command was introduced.

Usage Guidelines

Given the equipment has the domains 0, 1, 2, 3, 4, 5 and 63 created, let’s see the brief
information:

# show eaps brief
PRIMARY PORT SECONDARY

ID NAME STATE MODE STATE PORT STATE

0 My-Eaps-Domain-0 Idle transit Down Blocked Down Blocked
1 My-Eaps-Domain-1 Init master Up Enabled Up Blocked

2 My-Eaps-Domain-2 Complete master Up Enabled Up Blocked

3 My-Eaps—Domain-3 Failed master Down Enabled Up Blocked

4 My-Eaps-Domain-4 Pre Forwarding transit Up Enabled Up Blocked

5 My-Eaps-Domain-5 Links Down transit Up Enabled Down Blocked
63 My-Eaps-Domain-63 Links Up transit Up Enabled Up Enabled

#

Now let’s see the detailed information:

# show eaps detail
PRIMARY PORT SECONDARY

ID NAME STATE MODE STATE PORT STATE

0 My-Eaps-Domain-0 Idle transit Down Blocked Down Blocked

1 My-Eaps-Domain-1 Init master Up Enabled Up Blocked

2 My-Eaps—-Domain-2 Complete master Up Enabled Up Blocked

3 My-Eaps-Domain-3 Failed master Down Enabled Up Blocked

4 My-Eaps-Domain-4 Pre Forwarding transit Up Enabled Up Blocked

5 My-Eaps-Domain-5 Links Down transit Up Enabled Down Blocked

63 My-Eaps-Domain-63 Links Up transit Up Enabled Up Enabled
PROTECTED

ID PRIMARY PORT SECONDARY PORT VLANS

0 ten-gigabit-ethernet-1/1/1 gigabit-ethernet-1/1/1 10,20, 30

1 ten-gigabit-ethernet-1/1/2 gigabit-ethernet-1/1/2 31-35,39

2 ten-gigabit-ethernet-1/1/3 gigabit-ethernet-1/1/3 40

3 ten-gigabit-ethernet-1/1/4 gigabit-ethernet-1/1/4 45-50

4 ten-gigabit-ethernet-1/1/5 gigabit-ethernet-1/1/5 51-55,60-65

5 ten-gigabit-ethernet-1/1/6 gigabit-ethernet-1/1/6 70,75

63 ten-gigabit-ethernet-1/1/7 gigabit-ethernet-1/1/7 100,105-110

#

Impacts and precautions

None
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Hardware restrictions

None
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CONTROL PROTOCOLS

This topic describes the commands related to management of control protocol such as
commands to enable PDU tunnel, drop, peer and forward of some specific protocol.

layer2-control-protocol interface protocols action action-
type

Description

Allows actions for L2 control protocols (PDUs) received by an interface.

The action tunnel is based on destination MAC address modification for protocol packets.
PDUs received on a port that has tunneling enabled will have their destination address
changed to another address. With that destination address the packets will be trans-
parently forwarded (flooded) through the network until some other port with tunneling
enabled is reached. You must use this command on access ports that will convert proto-
col packets into tunneled packets and/or convert tunneled packets into protocol packets.
The intermediate ports on the tunneling path must not have this command enabled so
that they will only forward tunneled packets without modifications.

If no action is specified for an interface, the PDUs will be dropped, forwarded or treated
according with the protocol standards.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

layer2-control-protocol { interface interface-name [ protocols { action action-type

F1}

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

interface interface-name

Description: Interface to be configured.
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Value:

Default Value:

protocols

Description:

Value:

Default Value:

action action-type

Description:

Value:

Default Value:

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config

DATACOM
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{ gigabit-ethernet-chassis/slot/port | ten-gigabit-ethernet-chassis/slot/port
| twenty-five-g-ethernet-chassis/slot/port | forty-gigabit-ethernet-
chassis/slot/port | hundred-gigabit-ethernet-chassis/slot/port |

lag-id }

None

Protocol or group of protocols.

The value extended configures the following group of protocols:
IEEE, Cisco, EAPS and RRPP.

Other protocols can be configured with its respective name and
they take precedence over the extended tunneling.

{ extended | lacp | marker | oam | stp | pvst | lldp | pagp | udld
| cdp | vtp | eaps | erps | gvrp | dotlx }

None

PDU packet action.

The value tunnel configures Layer 2 protocols tunneling for Eth-
ernet interfaces. The value forward is only available for ex-
tended protocols and configures Layer 2 protocols to be switched
transparently for Ethernet interfaces.

{ tunnel | forward }

None
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History

Release Modification

2.4 This command was introduced.

3.0 Added support for 40G interfaces.

4.6 Added support for 100G interfaces.

4.7 Added support for new protocols tunneling.

49 Added support for LLDP tunneling and action Forward for extended tun-
neling.

5.0 Added support for 25G interfaces.

5.2 Added support for tunneling protocols PAGP, UDLD, CDP and VTP.

5.4 Added support for tunneling protocols EAPS, ERPS, GVRP and Dotlx.

Usage Guidelines

To configure protocols to tunnel:

(config)# layer2-control-protocol

(I2cp)# interface gigabit-ethernet-1/1/1
(I2cp-interface-gigabit-ethernet-1/1/1)# extended action tunnel
(I2cp-interface-gigabit-ethernet-1/1/1)# lacp action tunnel
(I2cp-interface-gigabit-ethernet-1/1/1)# stp action tunnel

To remove protocol configuration:

(config)# layer2-control-protocol

(I2cp)# interface gigabit-ethernet-1/1/1
(I2cp-interface-gigabit-ethernet-1/1/1)# no extended
(I2cp-interface-gigabit-ethernet-1/1/1)# no stp
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Impacts and precautions

When action parameter is configured as tunnel, the equipment will not be in accordance
with the “Frame Filtering” section from IEEE 802.1Q standard.

Features such as STP, EAPS and others that have their controls protocols packets im-
pacted will not work together with action tunnel.

ACL action “deny” does not affect tunneled packets.

When enabling Protocol tunnelings for an access interface, it is recommended to config-
ure the same tunneling modes for all access interfaces within the same VLAN.

Hardware restrictions

N/A
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layer2-control-protocol tunnel-mac
Description

Allows to set the destination MAC address for tunneled packets on modes LACP, Marker,
OAM and STP.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

layer2-control-protocol tunnel-mac mac

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

tunnel-mac mac
Description: Set destination MAC Address for per-protocol tunneled packets.
Value: { datacom | interop }
Default Value: datacom

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
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History
Release Modification
4.7 This command was introduced.

Usage Guidelines

To configure the destination MAC address for tunneled packets:
(config)# layer2-control-protocol

(I2cp)# tunnel-mac interop

To reset the configuration to default:

(config)# layer2-control-protocol

(I2cp)# no tunnel-mac

Impacts and precautions

N/A

Hardware restrictions

N/A
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layer2-control-protocol tunnel-priority
Description

Allows to set the PCP (802.1p) and QoS Scheduler Queue for tunneled packets.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

layer2-control-protocol tunnel-priority priority

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

tunnel-priority priority

Description: Set PCP (802.1p) and QoS Scheduler Queue for tunneled pack-
ets.
Value: {0-7}

Default Value: None

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
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History
Release Modification
3.0 This command was introduced.

Usage Guidelines

To configure priority for tunneled packets:
(config)# layer2-control-protocol

(I2cp)# tunnel-priority 7

To remove configuration:

(config)# layer2-control-protocol

(I2cp)# no tunnel-priority

Impacts and precautions

The tunnel-priority takes precedence over the priority from ACL action “set pcp”.

Hardware restrictions

N/A
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layer2-control-protocol vian protocols action action-type

Description

Command used to configure PDU on preexisting VLAN configured with service/VLAN TLS.

Supported Platforms

This command is supported only in the following platforms: DM4610, DM4611, DM4612,

DM4615, DM4616.

Syntax

layer2-control-protocol { vlan vian-id [ protocols { action action-type } ]}

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

vlan vian-id
Description:

Value:

Default Value:

protocols

Description:

Value:

Default Value:

action action-type

Description:

Value:

DATACOM

VLAN ID to be configured.
1-4094

None

Protocol or group of protocols.
The value extended configures the following group of protocols:
IEEE, Cisco, EAPS and RRPP.

extended

None

PDU packet action.
The value drop discards the packet.
The value forward sends the packet without any change.

{drop | forward}
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Default Value: None

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
1.4 This command was introduced.
4.2 This command was deprecated. From this version on, all service VLAN

TLS have forward action by default.

Usage Guidelines

VLAN must be created and configured as service/VLAN TLS to use this functionality. The
commit of a configuration with a PDU action (drop or forward) with a non existing VLAN or
with a VLAN not configured properly (without service/VLAN TLS configuration) will result
in an error message and the configuration will not be applied. This command supports
up to 186 actions, however it depends on platform and services configured.

To configure extended protocols to forward:

(config)# layer2-control-protocol

(I2cp)# vian 100

(I2cp-vlan-100)# extended action forward

To configure extented protocols to drop:
(config)# layer2-control-protocol
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(I2cp)# vian 100
(I2cp-vlan-100)# extended action drop

To remove configuration:

(config)# layer2-control-protocol
(I2cp)# no vlan 100

Impacts and precautions

When action parameter is configured as forward (transparent), the equipment will not
be in accordance with the “Frame Filtering” section from IEEE 802.1Q standard.

Hardware restrictions

N/A
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LOOPBACK DETECTION

This topic describes the commands related to loopback detection.

loopback-detection
Description

Enable Loopback Detection

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

loopback-detection destination-address address interface interface-name timer
time

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

destination-address address

Description: Destination MAC address to be used on Loopback Detection
frames.

Value: alternative is the only value currently supported. It means that
the alternative MAC address of slow protocols (01:04:DF:10:00:02)
will be used.

Default Value: alternative
interface interface-name
Description: Ethernet interface where Loopback Detection is being enabled.

Value: interface-type-chassis/slot/port
Examples of interface-type: gigabit-ethernet, ten-gigabit-ethernet.

Default Value: N/A
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timer time
Description: Set the time interval to be waited before unblock the interface.
Value: 2-86400 seconds

Default Value: 30 seconds

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.7 This command was introduced.
5.10 Added support for 25G interfaces.

Usage Guidelines

The Loopback Detection can be enabled on Ethernet interfaces to detect loop failures

caused by RX/TX fiber loop or loops in neighbor networks.

# config

(config) # loopback-detection interface gigabit-ethernet-1/1/1
(config-lbd-interface-gigabit-ethernet-1/1/1)# timer 30
(config-lbd-interface-gigabit—-ethernet-1/1/1)# commit

Commit complete.
(config-lbd-interface-gigabit-ethernet-1/1/1)# end

#

One-line like command is also supported.

# config
(config) # loopback-detection interface ten-gigabit-ethernet-1/1/1 timer 45
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(config-lbd-interface-ten-gigabit-ethernet-1/1/1)# commit
Commit complete.
(config-lbd-interface-ten-gigabit-ethernet-1/1/1)# end

#

Impacts and precautions

e Loopback Detection is not supported on interfaces added as members of a

Link Aggregation Group (LAG) or LAG interfaces themselves. In this case LACP can be used
to prevent loops.

Hardware restrictions

N/A
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show loopback detection

Description

Display information about Loopback Detection status and configuration. This show only

present ports that are configured for Loopback Detection.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

show loopback-detection [ { port | all } ][ loopback ] [ timeout ] [ unblock-time ]

Parameters

port

Description:

Value:

Default Value:

all
Description:

Value:

Default Value:

loopback
Description:

Value:

Default Value:

timeout

Description:

DATACOM

The Interface with Loopback Detection whose status is desired
to show.

N/A

N/A

Shows the Loopback Detection status for all enabled interfaces.
N/A

N/A
Shows only the Loopback Detection status for the desired port.
N/A

N/A

Shows only the time that the port still needs to wait in non-loop
status to unblock.
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Value:

Default Value:

unblock-time

Description:

Value:

Default Value:

Output Terms

Output
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N/A

N/A

Shows only the configured time to unblock a port after the loop
state clearance.

N/A

N/A

Description

INTERFACE

UNBLOCK TIME

TIMEOUT

LOOPBACK

Default

N/A

Command Mode

The Interface that is configured for Loopback Detection.

The configured time to unblock a port after the loop state clearance.

The time that the port still needs to wait in non-loop status to un-

block.

The status of loopback detection for the port. Can be YES for looped,
or NO for non-loop.

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Audit

DATACOM
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History

Release Modification

4.7 This command was introduced.
5.10 Added support for 25G interfaces.

Usage Guidelines

Given the equipment has the following ports configured for Loopback detection.

# show running-config loopback-detection
loopback-detection

destination-address alternative
interface ten-gigabit-ethernet-1/1/1

timer 10
|
|

#

A show will present:

# show loopback-detection

UNBLOCK
INTERFACE TIME TIMEOUT LOOPBACK
ten-gigabit—-ethernet-1/1/1 10 3 yes

#

Impacts and precautions

None

Hardware restrictions

None
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LINK FLAP DETECTION

This topic describes the commands related to link flap detection.

link-flap
Description

Configure Link Flap Detection

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

link-flap interface interface-name detection transitions value interval time restore-
timeout time

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

interface interface-name
Description: Ethernet interface where Link Flap Detection is being enabled.

Value: interface-type-chassis/slot/port
Examples of interface-type: gigabit-ethernet, ten-gigabit-ethernet.

Default Value: N/A
detection transitions value

Description: Set the transitions to be detected during the interval before
blocking the interface.

Value: 2-100 transitions
Default Value: 10 transitions.

detection interval time
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Description: Set the time interval to monitor the transitions of interface link
state after the first one.

Value: 1-3600 seconds
Default Value: 40 seconds.
detection restore-timeout time

Description: Set the time interval without new transitions to wait before
restoring the interface to the previous state.

Value: 1-86400 seconds

Default Value: 30 seconds.

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.7 This command was introduced.
5.10 Added support for 25G interfaces.

Usage Guidelines

The Link Flap Detection can be enabled on Ethernet interfaces to avoid link status prop-
agation on unstable links.

# config
(config)# link-flap interface gigabit-ethernet-1/1/1
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detection transitions 4

config-lfd-interface-gigabit-ethernet-1/1/1)#
# detection interval 20
#
#

)
config-lfd-interface-gigabit-ethernet-1/1/1)
config-lfd-interface-gigabit-ethernet-1/1/1)
config-lfd-interface-gigabit-ethernet-1/1/1)

(

(

( detection restore-timeout 60
(

Commit complete.

(

#

commit

config-lfd-interface—-gigabit-ethernet-1/1/1)# end

One-line like command is also supported .

# config

(config)# link-flap interface gigabit-ethernet-1/1/1 detection transitions 4 detection
interval 20 detection restore-timeout 60
(config-lfd-interface-ten—-gigabit-ethernet-1/1/1)# commit

Commit complete.

(config-lfd-interface-ten-gigabit-ethernet-1/1/1)# end

#

Impacts and precautions

N/A

Hardware restrictions

N/A
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show link-flap
Description

Displays information about Link Flap Detection status and configuration. This command
only shows interfaces that are configured for Link Flap Detection.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

show link-flap [ { interface | all } 1[ config-interval ] [ config-restore-timeout ] [
config-transitions ] [ detected-transitions ] [ detection-timeout ] [ link-flap ] [
restore-timeout ]

Parameters
interface
Description: The interface whose Link Flap Detection status should be shown.
Value: N/A

Default Value: N/A
all
Description: Shows the Link Flap Detection status for all enabled interfaces.
Value: N/A
Default Value: N/A

config-interval

Description: Shows the configured detection time interval for the specified
interface.
Value: N/A

Default Value: N/A

config-restore-timeout
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Description:

Value:

Default Value:

config-transitions

Description:

Value:

Default Value:

detected-transitions

Description:

Value:

Default Value:

detection-timeout

Description:

Value:

Default Value:

link-flap
Description:

Value:

Default Value:

restore-timeout

Description:

Value:

Default Value:

Output Terms

DATACOM
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Shows the configured restore time interval for the specified in-
terface.

N/A

N/A

Shows the configured number of transitions to be detected be-
fore blocking the specified interface.

N/A

N/A

Shows the number of transitions detected for the specified in-
terface.

N/A

N/A

Show the remaining time before resetting the transitions counter
if the specified interface does not enter link flap state.

N/A

N/A

Shows the Link Flap Detection state for the specified interface.
N/A

N/A

Shows the remaining time without transitions before unblocking
the specified interface.

N/A

N/A
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Output Description
Interface The interface that is configured for Link Flap Detection.
Configured The configured number of transitions to be detected before blocking
Transitions the interface.
Configured . . . .

The configured detection time interval.
Interval

Configured restore

timeout

Detected

Transitions

Detection Timeout

Restore Timeout

Link Flap

Default

N/A

Command Mode

The configured restore timeout.

The number of transitions detected.

Remaining time before resetting the transitions counter if the inter-
face does not enter link flap state.

Remaining time without transitions before unblocking the interface.

The Link Flap Detection state.

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Audit

DATACOM
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History
Release Modification
4.8 This command was introduced.

Usage Guidelines

Given the equipment has the following interface configured for Link Flap Detection.

# show running-config link-flap
link-flap
interface ten-gigabit—-ethernet-1/1/1
detection transitions 5
detection interval 25

detection restore-timeout 65
|
|

#

A show command will display the following information:

# show link-flap

Configured

Configured Configured Restore
Interface Transitions Interval Timeout
ten-gigabit-ethernet-1/1/1 5 25 65
Detected Detection Restore Link
Transitions Timeout Timeout Flap
0 0 0 no
#

Impacts and precautions

None

Hardware restrictions

None
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HOLD TIME

This topic describes the commands related to hold time feature.

hold-time
Description

Configure a delay for processing a link event on a interface.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

hold-time interface interface-name down time

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

interface interface-name
Description: Ethernet interface where hold-time is being enabled.

Value: interface-type-chassis/slot/port
Examples of interface-type: gigabit-ethernet, ten-gigabit-ethernet.

Default Value: N/A
down time

Description: Delay for processing a link down event on an interface. When
a link down happens, a timer will be started. If the timer ex-
pires, the link down will be notified. If a link up happens before
it expires, the timer is reset. The administrative shutdown of
a interface may be affected by this configuration, therefore a
“no shutdown” may prevent a link down notification if executed
before the timer expiring.

Value: 50-5000 milliseconds in steps of 50 milliseconds.
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Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
5.10 This command was introduced.

Usage Guidelines

The hold-time configuration can be enabled on Ethernet interfaces to delay the link down
processing.

# config

(config) # hold-time interface gigabit-ethernet-1/1/1
(config-interface-gigabit—-ethernet-1/1/1)# down 500
(config-interface-gigabit-ethernet-1/1/1)# commit
Commit complete.
(config-interface-gigabit-ethernet-1/1/1)# end

#

Impacts and precautions

N/A

Hardware restrictions

N/A
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BACKUP LINK

This topic describes the commands related to backup link protection.

backup-link
Description

Create an alternative interface to the main interface (Backup-Link pair). That is, in case
of link problems (link down, blocked due to link-flap detection, EFM, loopback detection,
etc.) in the main interface, the backup interface takes its place, preventing packet loss.
The main interface assumes again when a link problem occurs with the backup interface
(and the state of the main interface link is up) or when the revertive mode is configured.
The Backup-Link can be configured on ethernet and LAG interfaces.

Supported Platforms

This command is not supported in the following platforms: DM4618.

Syntax

backup-link id {main interface-name} {backup interface-name} [action {block |
shutdown}] [reversion [mode {revertive | non-revertive}] [delay time]] [description
text]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
id
Description: Unique identification number of the Backup-Link pair.
Value: 0 - 65535

Default Value: N/A
main interface-name

Description: Main ethernet or LAG interface where Backup-Link is being en-
abled.
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Value: Name of the interface.
Default Value: N/A

backup interface-name

Description: Backup ethernet or LAG interface where Backup-Link is being
enabled.
Value: Name of the interface.

Default Value: N/A
action {block | shutdown}

Description: Configuration of the link state of the Backup-Link pair inter-
faces. On block mode operation, when one or both interfaces
have the link up, the other must be blocked, and, when both
are down, both must be blocked. On shutdown mode opera-
tion, when one or both interfaces have the link up, the other
must be administratively down, and, when both are down, both
must be administratively down. With shutdown action, it's not
possible to configure the revertive mode.

Value: List of supported actions: block and shutdown.
Default Value: block.
reversion mode {revertive | non-revertive}

Description: With the link status in block, it's possible to configure the auto-
matic reversion to the main interface. That is, when setting the
mode to revertive, if a link problem occurs to the main interface
and the backup interface takes its place, the main, when fully
recovered, will assumes again automatically after the config-
ured delay. In non-revertive mode, the main interface will only
assumes again if the backup interface links goes down. Rever-
sion is not supported with shutdown action.

Value: List of supported reversion modes: revertive and non-revertive.
Default Value: non-revertive.
reversion delay time

Description: When in revertive mode, set the delay interval before reacti-
vating the main interface. After the delay ends and the main in-
terface link is up, the Backup-Link interfaces are switched back.
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Value: 1 - 300 seconds.
Default Value: 35 seconds.
description text
Description: Optional description of the Backup-Link pair.

Value: String with a maximum of 128 characters. It only accepts al-
phanumeric characters and *', ‘@’, ‘/', * ', *.", ‘+" and *-".

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
6.2 This command was introduced.

Usage Guidelines

The following example shows how to create a Backup-Link pair with non-revertive block
configuration.

# config

(config) # backup-link 1

(config-backup-link-1)# main gigabit-ethernet-1/1/1
(config-backup-link-1)# backup gigabit-ethernet-1/1/2
(config-backup-link-1)# commit

Commit complete.

(config-backup-link-1) #
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The following example shows how to create a Backup-Link pair with revertive block con-
figuration and delay of 30 seconds.

# config

(config) # backup-link 2

(config-backup-1link-2) # main ten-gigabit-ethernet-1/1/1
(config-backup-1ink-2)# backup ten-gigabit-ethernet-1/1/2
(config-backup-1ink-2)# action block
(config-backup-link-2)# reversion mode revertive
(config-backup-link-2)# reversion delay 30
(config-backup-1link-2)# commit

Commit complete.

(config-backup-1link-2) #

The following example shows how to create a Backup-Link pair with shutdown config-
uration.

# config

(config) # backup-link 3
(config-backup-1ink-3)# main lag-1
(config-backup-1link-3) # backup lag-2
(config-backup-1ink-3)# action shutdown
(config-backup-1link-3)# commit

Commit complete.
(config-backup-1link-3) #

Impacts and precautions

None.

Hardware restrictions

None.
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CHAPTER 6: LAYER 3 - ROUTING

This chapter describes the commands related to management of Layer 3 protocols in the
DmOS CLI.

BASIC

This topic describes the commands related to management of basic routing such as
commands to configure the ARP behavior or Static Routes.

clear ip host-table
Description

Clears the neighbor cache table of the system.

Supported Platforms

This command is supported in all platforms.

Syntax

clear ip host-table [ intf /3-if ]

clear ip host-table [ vrf {vrf-name | all} | ip-address a.b.c.d | port port-if T*

Parameters

ip-address a.b.c.d
Description: Clear host with specified IPv4 address from system ARP cache.
Value: a.b.c.d.

Default Value: N/A

intf /3-if
Description: Clear all hosts with specified L3 interface from system ARP cache.
Value: Name of L3 interface.

Default Value: N/A

port port-if
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Description: Clear all hosts with specified physical port interface from sys-
tem ARP cache.

Value: Name of physical port.
Default Value: N/A

vrf vrf-name

Description: Clear all hosts with specified VRF name from system ARP cache.
When no VRF is specified, the clear will be performed on the
global VRF.

Value: Name of the VRF.

Default Value: N/A

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.10.0 This command was introduced.
4.4 VRF parameter support.
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Usage Guidelines

Clearing the neighbor cache table of the system forces the deletion of all dynamically
learned entries, except those that are next-hop. Next-hop entries will be probed and
refreshed. After executing this command it is possible to ensure the correct mapping
between learned IP addresses with their corresponding MAC addresses.

This command clears IPv4 and IPv6 hosts, but the ip-address parameter only accepts
IPv4 addresses at the moment.

Impacts and precautions

Clearing hosts may cause temporary traffic disruption.

Hardware restrictions

N/A
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ip arp aging-time
Description

Configures aging-time for ARP entries

Supported Platforms

This command is supported in all platforms.

Syntax

ip arp aging-time value

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
value
Description: Specifies the time in seconds that an ARP entry stays in cache.
Value: 200-1000000.
Default Value: 3600.
Default

Aging-time of 3600 seconds.

Command Mode

Configuration mode

Required Privileges

Config

History
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Release Modification

1.10.0 This command was introduced.

Usage Guidelines

The aging-time ensures that the ARP cache does not retain learned entries that are no
longer used.
To configure ARP aging-time the following command can be used:

Example:

DM4610 (config)# ip arp aging-time 500

If ‘no’ command is used, the default value is applied:

DM4610 (config)# no ip arp aging-time

Impacts and precautions

For longer aging-time periods, the ARP cache can retain entries that are no longer used.
And as you reduce the ARP timeout, your network resolution traffic can increase. The
general recommended value for aging-time is the configured default value, which is 1
hour (3600 seconds).

Hardware restrictions

N/A
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Description

Prefix list configuration.

Supported Platforms

Chapter 6: Layer 3 - Routing - Basic

This command is not supported in the following platforms: DM4610, DM4611, DM4612,

DM4615, DM4616.

Syntax

prefix-list name seq seqg-number action { permit | deny } [ address prefix ] [ le

prefix-len 1 [ ge prefix-len]

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

prefix-list name
Description:

Value:

Default Value:

seq seqg-number
Description:

Value:

Default Value:

action

Description:

Value:

Default Value:

address prefix

DATACOM

Creates a prefix list with the given name.
N/A

N/A

Apply the sequence number to the prefix list entry.
1-4294967295.

N/A

The action permit allows a matched prefix. The action deny
denies a matched prefix.

permit - deny.

permit.
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Description: A unicast IP/IPv6 prefix/mask format.
Value: <a.b.c.d/x> or <x:x:x:x::x/x>.

Default Value: N/A

le prefix-len
Description: The maximum prefix length to match.
Value: 1-128.

Default Value: N/A
ge prefix-len
Description: The minimum prefix length to match.
Value: 1-128.
Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
4.8 Added support to IPv6.
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Usage Guidelines
This command can be executed directly via CLI.

Example:

This example shows how to configure a prefix list that only permits the network address
50.50.50.0/24.

(config) # prefix-list TEST
(config-prefix-1ist-TEST) # seq 10
(config-seqg-10)# address 50.50.50.0/24
(config-seg-10)# commit

Commit complete.

This example shows how to configure a prefix list which allows both prefixes 60.60.60.0/24
and 60.60.60.0/25.

(config) # prefix-1list TEST_RANGE
(config-prefix-1ist-TEST_RANGE) # seq 20
(config-seq-20) # address 60.60.60.0/24 ge 24 le 25
(config-seqg-20)# commit

Commit complete.

This example shows how to configure a prefix list that denies the network address
60.60.60.0/24 but allows the others.

(config)# prefix-list TEST_DENY
(config-prefix-1ist-TEST_DENY) # seq 20
(config-seq-20) # action deny
(config-seg-20)# address 60.60.60.0/24
(config-seg-20) # exit
(config-prefix-1ist-TEST_DENY) # seq 30
(config-seq-30)# address 0.0.0.0/0 le 32
(config-seq-30) # commit

Commit complete.

This example shows how to configure a prefix list that denies the network address
2001::/64 but allows the others.

(config) # prefix-list TEST_DENY
(config-prefix-1ist-TEST_DENY) # seq 20
(config-seq-20) # action deny
(config-seq-20) # address 2001::/64
(config-seg-20) # exit
(config-prefix-1ist-TEST_DENY) # seq 30
(config-seq-30)# address ::/0 le 128
(config-seq-30) # commit

Commit complete.
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Impacts and precautions

When the prefix list is associated with a route map the permit or deny action configura-
tion of the prefix list entry is ignored.

In case of prefix list directly associated with a BGP neighbor and no permit action matches
are found, all routes will be denied. Therefore, it is necessary to add an additional
sequence with a clause to permit the other routes by setting a matching all address
(0.0.0.0/0 le 32).

Notice that a route policy associated with a neighbor have precedence over a prefix list
directly associated with it.

If there is no route refresh capability support any update on the prefix list configuration
that is associated with a BGP neighbor will cause its BGP session to be restarted.
Updates on prefix-lists associated with a neighbor or with a route map will trigger either
route-refresh or update messages. Route-refresh messages request to the neighbor the
sending of all its prefixes. Differently from a route-refresh message the sending of up-
date messages is an optimization because only the prefixes not included on the previous
BGP update will be advertised.

Hardware restrictions

N/A
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router static address-family ipv4
Description

Configures an IPv4 static route.

Supported Platforms

This command is supported in all platforms.

Syntax

router static [ vrf vr-name ] address-family ipv4 a.b.c.d/x { { next-hop a.b.c.d
[administrative-distance distance] [administrative-status status] [interface interface-
name] [metric metric-value] } | { black-hole } }

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
vrf-name
Description: Specifies the name of the VRF this IPv4 route will be associated
with.
Value: N/A

Default Value: N/A

a.b.c.d/x
Description: Specifies the IPv4 network address for the destination.
Value: Must be a valid IPv4 network address and prefix length.

Default Value: N/A
next-hop a.b.c.d
Description: Specifies the IPv4 address of the next hop for this static route.
Value: Must be a valid IPv4 address.
Default Value: N/A

administrative-distance distance
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Description: Specifies the administrative distance for the static route.
Value: 1-255.
Default Value: 1.

administrative-status status
Description: Activates (up) or deactivates (down) the static route.
Value: {up | down}.
Default Value: up.

interface interface-name

Description: Specifies the L3 interface to be used as output interface for the
static route.

Value: Must be a valid L3 interface name.
Default Value: N/A

metric metric-value

Description: Specifies the metric for the static route.
Value: 0 - 65535.
Default Value: 0.
black-hole
Description: Specifies that all traffic to IPv4 network address must be dis-
carded.
Value: N/A

Default Value: N/A

Default

N/A

Command Mode

Configuration mode
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Required Privileges

Config

History

Release Modification

1.0 This command was introduced supporting only IPv4 routes

2.4 This command was changed to support IPv6, VRF and output interface.
3.0 This command was changed to support administrative distance.

5.4 Added support for black-hole.

9.0 This command was changed to support the metric parameter.

Usage Guidelines

Currently are supported up to 1000 IPv4 static routes. If IPv6 static routes are configured,

the following constraint must be considered:

(number of IPv6 static routes x 2) + number of IPv4 routes <= 1000

Example:

This example shows how to configure an IPv4 static route.

(config) # router static address-family ipv4

(config-static-ipv4)# 203.0.113.0/24 next-hop 198.51.100.254
(config-static-ipv4-203.0.113.0/24-198.51.100.254) # commit
C

ommit complete.

Example:

This example shows how to configure an IPv4 static route in VRF green.

(config) # router static vrf green address-family ipv4
(config-static-vrf-ipv4)# 203.0.113.0/24 next-hop 198.51.100.254
(config-static-vrf-ipv4-203.0.113.0/24-198.51.100.254)# commit

DATACOM
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Commit complete.

Example:

This example shows how to configure an IPv4 static route with administrative distance.

(config) # router static address-family ipv4

(config-static-ipv4)# 203.0.113.0/24 next-hop 198.51.100.254
(config-static-ipv4-203.0.113.0/24-198.51.100.254) # administrative-distance 2
(config-static-ipv4-203.0.113.0/24-198.51.100.254) # commit

Commit complete.

Example:

This example shows how to configure an IPv4 static route with metric.

(config) # router static address-family ipv4
(config-static-ipv4)# 203.0.113.0/24 next-hop 198.51.100.254
(config-static-ipv4-203.0.113.0/24-198.51.100.254) # metric 3
(config-static-ipv4-203.0.113.0/24-198.51.100.254) # commit
Commit complete.

Example:

This example shows how to configure an IPv4 static route with black-hole.

(config) # router static address-family ipv4
(config-static—-ipv4)# 203.0.113.0/24 black-hole
(config-static—-ipv4-203.0.113.0/24-black-hole)# commit
Commit complete.

Impacts and precautions

N/A

Hardware restrictions

Some platforms may have VRF restrictions, only supporting ‘global” and ‘mgmt’ VRFs.
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router static address-family ipv6
Description

Configures an IPv6 static route.

Supported Platforms

This command is supported in all platforms.

Syntax

router static [ vrf vrf-name ] address-family ipv6 x:x:x:x::x/y { { next-hop x:x:x:x::x
[administrative-distance distance] [administrative-status status] [interface interface-
name] [metric metric-value] } | { black-hole } }

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
vrf-name
Description: Specifies the name of the VRF this IPv6 route will be associated
with.
Value: N/A

Default Value: N/A

XIXIXIXIIX/Y
Description: Specifies the IPv6 network address for the destination.
Value: Must be a valid IPv6 network address and prefix length.

Default Value: N/A
next-hop x:x:x:x::x
Description: Specifies the IPv6 address of the next hop for this static route.
Value: Must be a valid IPv6 address.
Default Value: N/A

administrative-distance distance
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Description: Specifies the administrative distance for the static route.
Value: 1-255.
Default Value: 1.

administrative-status status
Description: Activates (up) or deactivates (down) the static route.
Value: {up | down}.
Default Value: up.

interface interface-name

Description: Specifies the L3 interface to be used as output interface for the
static route.

Value: Must be a valid L3 interface name.
Default Value: N/A

metric metric-value

Description: Specifies the metric for the static route.
Value: 0 - 65535.
Default Value: 0.
black-hole
Description: Specifies that all traffic to IPv6 network address must be dis-
carded.
Value: N/A

Default Value: N/A

Default

N/A

Command Mode

Configuration mode
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Required Privileges

Config
History
Release Modification
2.4 This command was introduced.
3.0 This command was changed to support administrative distance.
5.4 Added support for black-hole.
6.0 Introduced VRF support.

9.0 This command was changed to support the metric parameter.

Usage Guidelines

Currently are supported up to 500 IPv6 static routes. If IPv4 static routes are configured,

the following constraint must be considered:

(number of IPv6 static routes x 2) + number of IPv4 routes <= 1000

Example:

This example shows how to configure an IPv6 static route.

(config) # router static address-family ipvé

(config-static—-ipvé6)# 2001:db8::/64 next-hop 2001:db8:1::1
(config-static-ipv6-2001:db8::/64-2001:db8:1::1)# commit
C

ommit complete.

Example:

This example shows how to configure an IPv6 static route in VRF green.

(config) # router static vrf green address-family ipvé
(config-static-vrf-ipv6)# 2001:db8::/64 next-hop 2001:db8:1::1
(config-static-vrf-ipv6-2001:db8::/64-2001:db8:1::1)# commit

DATACOM
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Commit complete.

Example:

This example shows how to configure an IPv6 static route with administrative distance.
(config)# router static address-family ipvé

(config-static—-ipv6)# 2001:db8::/64 next-hop 2001:db8:1::1
(config-static-ipv6-2001:db8::/64-2001:db8:1::1)# administrative-distance 2
(config-static—-ipv6-2001:db8::/64-2001:db8:1::1)# commit

Commit complete.

Example:

This example shows how to configure an IPv6 static route with metric.

(config) # router static address-family ipv6
(config-static-ipv6)# 2001:db8::/64 next-hop 2001:db8:1::1
(config-static-ipv6-2001:db8::/64-2001:db8:1::1)# metric 3
(config-static-ipv6-2001:db8::/64-2001:db8:1::1)# commit
Commit complete.

Example:

This example shows how to configure an IPv6 static route with black-hole.

(config) # router static address-family ipvé
(config-static—-ipve6)# 2001:db8::/64 black-hole
(config-static—-ipv6-2001:db8::/64-black-hole)# commit
Commit complete.

Impacts and precautions

N/A

Hardware restrictions

Some platforms may have VRF restrictions, only supporting ‘global” and ‘mgmt’ VRFs.

DATACOM DmOS 9.2.0 - Command Reference 461 | 1802



Chapter 6: Layer 3 - Routing - Basic

show ip fib
Description

Displays IPv4 route information from Forwarding Information Base (FIB).

Supported Platforms

This command is supported in all platforms.

Syntax

show ip fib [ vrf { vrf-name | all } ] { brief } [ network ip-address | state route-state

]

Parameters

vrf vrf-name
Description: Specifies the name of the VRF to filter displayed information.
Value: Name of VRF to display information.
Default Value: N/A
brief
Description: Displays brief information about IPv4 route from FIB.
Value: N/A
Default Value: N/A
network ip-address
Description: IPv4 address and mask network used to filter the output.
Value: a.b.c.d/x
Default Value: N/A
state route-state
Description: Route state used to filter the output.
Value: active | inactive | pending

Default Value: N/A
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Output Description
VRF-name Display the VRF name associated with the IPv4 route.
Display the destination IPv4 address and mask of the remote net-
Network
work.
Next-hop Display the IPv4 address of the next router to the remote network.

Logical-interface

State

Default

N/A

Command Mode

Display the output logical interface to reach the remote network, or
display black-hole-0 for routes that discard traffic.

Display the route state. The active state represents installed routes,
the inactive state represents unsupported routes that will not be in-
stalled and the pending state represents valid routes currently not
installed due to a hardware limitation.

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Audit

History

DATACOM

DmOS 9.2.0 - Command Reference 463 | 1802



Chapter 6: Layer 3 - Routing - Basic

Release Modification

3.0 This command was introduced.

4.0 Route state ‘inactive’ created.

4.6 Filter by VRF changed.

5.4 Black-hole route support was added.

Usage Guidelines

To simply show IPv4 FIB information, the following command can be used:

Example:

# show ip fib brief

VRF-name Network Next-hop Logical-interface
global 10.1.30.0/24 10.1.30.10 13-vlan 30

global 10.1.40.0/24 10.1.40.10 13-vlan 40

global 10.1.100.0/24 10.1.100.10 13-vlan 100
global 10.1.200.0/24 10.1.200.10 13-vlan 200
global 10.1.201.0/24 0.0.0.0 black-hole-0

State

active
inactive
pending
active
active

It is possible to filter the output by Network, State and VRF.

Filter by Network:
Example:

# show ip fib brief network 10.1.100.0/24
VRF-name Network Next-hop Logical-interface

global 10.1.100.0/24 10.1.100.10 13-vlan 100

Filter by State:
Example:

# show ip fib brief state pending

VRF-name Network Next-hop Logical-interface
global 10.1.100.0/24 10.1.100.10 13-vlan 100
Filter by VRF:

Example:

pending

pending
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# show ip fib vrf all brief

VRF-name Network Next-hop Logical-interface State
global 10.1.30.0/24 10.1.30.10 13-vlan 30 active
global 10.1.40.0/24 10.1.40.10 13-vlan 40 inactive
global 10.1.100.0/24 10.1.100.10 13-vlan 100 pending
global 10.1.200.0/24 10.1.200.10 13-vlan 200 active
black 10.1.200.0/24 10.1.200.10 13-vlan 201 active
red 10.1.200.0/24 10.1.200.10 13-vlan 202 active

Impacts and precautions

Depending on the number of routes installed, the execution of the command may take a
while.

Hardware restrictions

N/A
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show ip host-table
Description

Shows the list of hosts present in the system.

Supported Platforms

This command is supported in all platforms.

Syntax

show ip host-table [ vrf { vrf-name | all } ] { brief } [ address ip-address | mac {
mac-address | incomplete } | type host-type ]

Parameters

vrf vrf-name
Description:
Value:
Default Value:
brief
Description:
Value:
Default Value:
address ip-address
Description:
Value:
Default Value:
mac mac-address
Description:
Value:

Default Value:

DATACOM

Specifies the name of the VRF to filter displayed information.
Name of VRF to display information.

N/A

Displays brief information about IP hosts.
N/A

N/A

IP address used to filter the output.
a.b.c.d
N/A

MAC address used to filter the output.

XX XX XX XX XX: XX | incomplete

N/A
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Description:

Value:

Default Value:

Output Terms
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Type of host to filter the output.
dynamic | local | static | unknown

N/A

Output Description

VRF-name Display the VRF name associated with the host.

Address Display the IP addresses associated with host.

MAC Display the MAC addresses associated with host IP addresses.

Logical interface

Physical interface

Type

Default

N/A

Command Mode

Display the logical interface on which the respective host is associ-
ated.

Display the physical interface on which the respective host is asso-
ciated.

Display the type of the host entry.

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Audit

DATACOM
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History

Release Modification

1.8 This command was introduced.

4.4 Added VRF-name column and filter by VRF.

Usage Guidelines

To simply show the list of hosts the following command can be used:
Example:

# show ip host-table brief

To show the the list of hosts of all VRFs the following command can be used:
Example:

# show ip host-table vrf all brief

To show the the list of hosts of an specific VRF the following command can be used:
Example:

# show ip host-table vrf vrf-test brief

It is possible to filter the results by IP address, MAC address and Type.

Filter by IP:
Example:

# show ip host-table brief address 1.1.10.1

Filter by MAC:
Example:

# show ip host-table brief mac 00:11:22:33:44:55

Filter by Type:
Example:

DATACOM DmOS 9.2.0 - Command Reference 468 | 1802



Chapter 6: Layer 3 - Routing - Basic

# show ip host-table brief type local

Impacts and precautions

N/A

Hardware restrictions

N/A
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Displays route information from Routing Information Base (RIB).

Supported Platforms

This command is supported in all platforms.

Syntax

show ip rib [bgp | connected | destination ip-address | ospf | static | vrf name ]

Parameters

bgp
Description:
Value:
Default Value:
connected

Description:

Value:
Default Value:
destination ip-address

Description:

Value:

Default Value:
ospf

Description:

Value:

DATACOM

Displays route information filtering by BGP routes.
N/A

N/A

Displays route information filtering by connected routes and lo-
cal IP addresses.

N/A

N/A

Displays route information filtering by exact match of destina-
tion IP address and mask.

a.b.c.d/x

N/A

Displays route information filtering by OSPF routes.

N/A
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static
Description:

Value:

Default Value:

vrf name
Description:

Value:

Default Value:

Output Terms

Output
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N/A

Displays route information filtering by static routes.
N/A

N/A

Displays route information for VRF name.

Name of VRF.

N/A

Description

Type

Dest Address/Mask

Next-hop

Age

Metric

Output Interface

Default

N/A

DATACOM

Indicates the type and the protocol that derived the route. The leg-
end codes are displayed at the beginning of each report.

Indicates the destination IP address and mask of the remote network.

Indicates the address of the next router to the remote network.

Indicates the time period since this route was last updated.

Indicates the administrative distance value of the route.

Indicates the routing metric value of the route.
Indicates the output interface through which the specified network

can be reached. It may display black-hole-0 for routes that discard
traffic.
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Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
1.8 This command was introduced.
2.0 The command was modified to have OSPF input/output.
2.4 The command was modified to have VRF.
4.0 The command was modified to have BGP filter.
5.4 Black-hole route support was added.

Usage Guidelines

This command can be executed directly via CLI.

Example:

These examples show how to use the show ip rib command.
# show ip rib

Type Codes: C - connected, S - static, L - local, O - OSPF, B - BGP
E1l - OSPF external type 1, E2 - OSPF external type 2, IA - OSPF inter area,

Output Interface Codes: DC - directly connected

Type Dest Address/Mask Next-hop Age AD Metric Output Interface
S 192.0.2.0/25 0.0.0.0 00:46:42 1 0 black-hole-0

S 192.0.2.128/25 0.0.0.0 00:46:42 1 0 black-hole-0

S 198.51.100.0/26 198.51.100.66 00:46:42 1 0 loose-next-hop

C 198.51.100.64/26 198.51.100.65 01:15:48 0 0 mgmt-1/1/1

L 198.51.100.65/32 0.0.0.0 01:15:48 0 0 DC

C 198.51.100.128/26 198.51.100.129 00:05:48 0 0 13-vlan 100
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L 198.51.100.129/32 0.0.0.0 00:05:48 0 0 DC
# show ip rib vrf red
Type Codes: C - connected, S - static, L - local, O - OSPF, B - BGP

El - OSPF external type 1, E2 - OSPF external type 2,

Output Interface Codes: DC - directly connected

Type Dest Address/Mask Next-hop Age AD

C 198.51.100.64/26 198.51.100.65 00:02:26 0 0
L 198.51.100.65/32 0.0.0.0 00:02:26 0 0
S 198.51.100.99/32 0.0.0.0 00:00:48 1 0
S 203.0.113.0/25 198.51.100.66 00:00:48 1 0

# show ip rib destination 192.0.2.0/25

Routing entry for 192.0.2.0 (mask 255.255.255.128)
Known via ’static’, distance 1, metric 0
Redistributing via static
Last update from 0.0.0.0 00:00:02 ago
Routing Descriptor Blocks:
0.0.0.0 directly connected,
Route metric is 0

#

via black-hole-0 00:00:02 ago

Impacts and precautions

N/A

Hardware restrictions

N/A
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IA - OSPF inter area,

Metric Output Interface

13-vlan 101

DC
black-hole-0
loose—next-hop
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Description
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Display route information based on Forwarding Information Base (FIB).

Supported Platforms

This command is supported in all platforms.

Syntax

show ip route [bgp | connected | destination ip-address | ospf | static | summary

| vrf name 1

Parameters

bap
Description:
Value:
Default Value:
connected

Description:

Value:
Default Value:
destination ip-address

Description:

Value:
Default Value:
ospf

Description:

DATACOM

Displays route information filtering by BGP routes.
N/A

N/A

Displays route information filtering by connected routes and lo-
cal IP addresses.

N/A

N/A

Displays route information filtering by exact match of destina-
tion IP address and mask.

a.b.c.d/x

N/A

Displays route information filtering by OSPF routes.
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Value:

Default Value:

static
Description:

Value:

Default Value:

summary
Description:

Value:

Default Value:

vrf name
Description:

Value:

Default Value:

Output Terms

Output

Chapter 6: Layer 3 - Routing - Basic

N/A

N/A

Displays route information filtering by static routes.
N/A

N/A

Displays summary route information.
N/A

N/A

Displays route information for VRF name.

Name of VRF.

N/A

Description

Type

Dest Address/Mask

Next-hop

Age

Metric

DATACOM

Indicates the type and the protocol that derived the route. The leg-
end codes are displayed at the beginning of each report.

Indicates the destination IP address and mask of the remote network.

Indicates the address of the next router to the remote network.

Indicates the time period since this route was last updated.

Indicates the Administrative Distance value of the route.

Indicates the routing metric value of the route.
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Description

Output Interface

Default

N/A

Command Mode

Indicates the output interface through which the specified network
can be reached. It may display black-hole-0 for routes that discard
traffic.

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Audit

History

Release Modification

1.0 This command was introduced.

1.8 The command output was improved.

2.0 The command was modified to have OSPF input/output.
2.4 The command was modified to have VRF.

4.0 The command was modified to have BGP filter.

5.4 Black-hole route support was added.

DATACOM
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Usage Guidelines

This command can be executed directly via CLI.

Example:

These examples show how to use the show ip route command.

# show ip route

Type Codes: C - connected, S - static, L - local, O - OSPF, B - BGP
E1 - OSPF external type 1, E2 - OSPF external type 2, IA - OSPF inter area,

Output Interface Codes: DC - directly connected

Type Dest Address/Mask Next-hop Age AD Metric Output Interface
S 192.0.2.0/25 0.0.0.0 00:46:42 1 0 black-hole-0

S 192.0.2.128/25 0.0.0.0 00:46:42 1 0 black-hole-0

S 198.51.100.0/26 198.51.100.66 00:46:42 1 0 mgmt-1/1/1

C 198.51.100.64/26 198.51.100.65 01:15:48 0 0 mgmt-1/1/1

L 198.51.100.65/32 0.0.0.0 01:15:48 0 0 DC

C 198.51.100.128/26 198.51.100.129 00:05:48 0 0 13-vlan 100

L 198.51.100.129/32 0.0.0.0 00:05:48 0 0 DC

# show ip route vrf red

Type Codes: C - connected, S - static, L - local, O - OSPF, B - BGP
El - OSPF external type 1, E2 - OSPF external type 2, IA - OSPF inter area,

Output Interface Codes: DC - directly connected

Type Dest Address/Mask Next-hop Age AD Metric Output Interface
C 198.51.100.64/26 198.51.100.65 00:02:26 0 0 13-vlan 101

L 198.51.100.65/32 0.0.0.0 00:02:26 0 0 DC

S 198.51.100.99/32 0.0.0.0 00:00:48 1 0 black-hole-0

S 203.0.113.0/25 203.0.113.200 00:00:48 1 0 13-vlan 101

# show ip route destination 192.0.2.0/25

Routing entry for 192.0.2.0 (mask 255.255.255.128)
Known via ’'static’, distance 1, metric 0
Redistributing via static
Last update from 0.0.0.0 00:00:02 ago
Routing Descriptor Blocks:
0.0.0.0 directly connected, via black-hole-0 00:00:02 ago
Route metric is O

#

Impacts and precautions

Right after switch initialization the route table will be empty, because it takes a while to
be populated.

Hardware restrictions

N/A
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show ipv6 fib
Description

Displays IPv6 route information from Forwarding Information Base (FIB).

Supported Platforms

This command is supported in all platforms.

Syntax

show ipv6 fib [ vrf { vrf-name | all } ] { brief } [ network ipv6-address | state
route-state ]

Parameters

vrf vrf-name
Description: Specifies the name of the VRF to filter displayed information.
Value: Name of VRF to display information.
Default Value: N/A
brief
Description: Displays brief information about IPv6 routes from FIB.
Value: N/A
Default Value: N/A
network ipv6-address
Description: IPv6 address and mask network used to filter the output.
Value: XIXIXIXIX/Y
Default Value: N/A
state route-state
Description: Route state used to filter the output.
Value: active | inactive | pending

Default Value: N/A
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Output Description
VRF-name Display the VRF name associated with the IPv6 route.
Display the destination IPv6 address and mask of the remote net-
Network
work.
Next-hop Display the IPv6 address of the next router to the remote network.

Logical-interface

State

Default

N/A

Command Mode

Display the output logical interface to reach the remote network, or
display black-hole-0 for routes that discard traffic.

Display the route state. The active state represents installed routes,
the inactive state represents unsupported routes that will not be in-
stalled and the pending state represents valid routes currently not
installed due to a hardware limitation.

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Audit

History

DATACOM
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Release Modification

3.0 This command was introduced.

4.0 Route state ‘inactive’ created.

4.6 Filter by VRF changed.

5.4 Black-hole route support was added.

Usage Guidelines

To simply show IPv6 FIB information, the following command can be used:

Example:

# show ipv6e fib brief

VRF-name Network Next-hop Logical-interface State
global 2001:db8:aaaa::/48 2001:db8:c3af::1 13-vlan 100 pending
global 2001:db8:bbbb::/48 2001:db8:bbbb::1 13-vlan 200 active
global 2001:db8:cccc::/48 2001:db8:alf::1 13-vlan 300 active
global 2001:db8:dddd::/48 2001:db8:alf3::1 13-vlan 400 inactive
global 2001:db8:eecee::/48 HE black-hole-0 active

It is possible to filter the output by Network, State and VRF.

Filter by Network:
Example:

# show ipvé fib brief network 2001:db8:cccc::/48
VRF-name Network Next-hop Logical-interface State

global 2001:db8:cccc::/48 2001:db8:alf::1 13-vlan 300 active

Filter by State:
Example:

# show ipvé fib brief state active

VRF-name Network Next-hop Logical-interface State
global 2001 :db8:bbbb::/48 2001:db8:bbbb::1 13-vlan 200 active
global 2001:db8:cccc::/48 2001:db8:alf::1 13-vlan 300 active
Filter by VRF:
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Example:

# show ipv6 fib vrf all brief

VRF-name Network Next-hop Logical-interface State
global 2001:db8:aaaa::/48 2001:db8:c3af::1 13-vlan 100 pending
global 2001:db8:bbbb::/48 2001:db8:bbbb::1 13-vlan 200 active
global 2001:db8:cccc::/48 2001:db8:alf::1 13-vlan 300 active
global 2001:db8:dddd::/48 2001:db8:alf3::1 13-vlan 400 inactive

Impacts and precautions

Depending on the number of routes installed, the execution of the command may take a
while.

Hardware restrictions

N/A
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show ipv6 host-table

Description

Shows the list of IPv6 hosts present in the system.

Supported Platforms

This command is supported in all platforms.

Syntax

show ipv6 host-table [ vrf { vif-name | all } 1 { brief } [ address ipv6-address | mac

{ mac-address | incomplete } | type host-type ]

Parameters

vrf vrf-name
Description:
Value:
Default Value:
brief
Description:
Value:
Default Value:
address ipv6-address
Description:
Value:
Default Value:
mac mac-address
Description:
Value:

Default Value:

DATACOM

Specifies the name of the VRF to filter displayed information.
Name of VRF to display information.

N/A

Displays brief information about IPv6 hosts.
N/A

N/A

IPv6 address used to filter the output.
XIXiIXiXX/y

N/A

MAC address used to filter the output.

XX XX XX XX XX: XX | incomplete

N/A
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type host-type

Description:

Value:

Default Value:

Output Terms
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Type of host to filter the output.
dynamic | local | static | unknown

N/A

Output Description

VRF-name Display the VRF name associated with the host.

Address Display the IPv6 addresses associated with host.

MAC Display the MAC addresses associated with host IPv6 addresses.

Logical interface

Physical interface

Type

Default

N/A

Command Mode

Display the logical interface on which the respective host is associ-
ated.

Display the physical interface on which the respective host is asso-
ciated.

Display the type of the host entry.

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges

Audit

DATACOM
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History

Release Modification

2.4 This command was introduced.

4.4 Added VRF-name column and filter by VRF.

Usage Guidelines

To simply show the list of hosts the following command can be used:
Example:

# show ipv6 host-table brief

To show the the list of hosts of all VRFs the following command can be used:
Example:

# show ipv6 host-table vrf all brief

To show the the list of hosts of an specific VRF the following command can be used:
Example:

# show ipv6 host-table vrf vrf-test brief

It is possible to filter the results by IPv6 address, MAC address, and Type.

Filter by IPv6 address:
Example:

# show ipv6 host-table brief address 2001:db8::1

Filter by MAC:
Example:

# show ipv6 host-table brief mac 00:11:22:33:44:55

Filter by Type:
Example:
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# show ipv6 host-table brief type local

Impacts and precautions

N/A

Hardware restrictions

N/A
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Description
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Displays IPv6 route information based on Routing Information Base (RIB).

Supported Platforms

This command is supported in all platforms.

Syntax

show ipv6 rib [bgp | connected | destination ip-address | ospf | static | vrf vif-name

]

Parameters

bagp
Description:
Value:
Default Value:
connected

Description:

Value:
Default Value:
destination ip-address

Description:

Value:
Default Value:
ospf

Description:

DATACOM

Displays route information filtering by BGP routes.
N/A

N/A

Displays IPv6 route information filtering by connected routes
and local IP addresses.

N/A

N/A

Displays IPv6 route information filtering by exact match of des-
tination IPv6 address and mask.

XIXIXEXX/X

N/A

Displays route information filtering by OSPFv3 routes.
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Value:

Default Value:

static
Description:

Value:

Default Value:

vrf vrf-name
Description:

Value:

Default Value:

Output Terms

Output
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N/A

N/A

Displays IPv6 route information filtering by static routes
N/A

N/A

Specifies the name of the VRF to filter displayed information.

Name of VRF to display information

N/A

Description

Type

Dest Address/Mask

Next-hop

Age

Metric

Output Interface

DATACOM

Indicates the type and the protocol that derived the route. The leg-
end codes are displayed at the beginning of each report.

Indicates the destination IPv6 address and mask of the remote net-
work.

Indicates the address of the next router to the remote network.

Indicates the time period since this route was last updated.

Indicates the Administrative Distance value of the route.

Indicates the routing metric value of the route.

Indicates the output interface through which the specified network
can be reached. It may display black-hole-0 for routes that discard
traffic.
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Default

N/A
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Command Mode

Operat

ional mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.

Required Privileges
Audit
History
Release Modification
2.4 This command was introduced.
4.0 OSPF and BGP parameters were added.
5.4 Black-hole route support was added.
5.12 Introduced VRF support.

Usage Guidelines

This command can be executed directly via CLI.

Example:

These examples show how to use the show ipv6 rib command.

# show

Type Co
E1l1 - OS

Output

ipv6 rib

des: C - connected, S - static, L - local, O - OSPF, B - BGP
PF external type 1, E2 - OSPF external type 2, IA - OSPF inter area,

Interface Codes: DC - directly connected

Dest Address/Mask Next-hop Age AD Metric Output Interface
2001:db8:100::/64 2001:db8:100::1 00:11:45 0 0 13-vlan 100
2001:db8:100::1/128 HH 00:11:45 0 0 DC
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S 2001:db8:2010::/64 HH 00:00:20 1 0 black-hole-0

¢ 2001:db8:2020::/64 2001:dpb8:2020::1 00:00:20 0 0 mgmt-1/1/1

L 2001:db8:2020::1/128 :: 00:00:20 0 0 DC

S 2001:db8:2030::/64 2001:db8:2020::2 00:00:20 1 0 loose—next—-hop

# show ipv6 rib destination 2001:db8:2010::/64

Routing entry for 2001:db8:2010:: (mask 64)
Known via ’'static’, distance 1, metric 0
Redistributing via static
Last update from :: 00:00:03 ago
Routing Descriptor Blocks:
directly connected, via black-hole-0 00:00:03 ago
Route metric is 0

# show ipvé rib vrf green

Type Codes: C - connected, S - static, L - local, O - OSPF, B - BGP
El - OSPF external type 1, E2 - OSPF external type 2, IA - OSPF inter area,

Output Interface Codes: DC - directly connected

Type Dest Address/Mask Next-hop Age AD Metric Output Interface
C £d01::/16 fdol::1 00:04:16 0 0 13-vlan 101

L £d0l::1/128 HE 00:04:16 0 0 DC

#

Impacts and precautions

N/A

Hardware restrictions

N/A
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show ipv6 route

Description
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Displays IPv6 route information based on Forwarding Information Base (FIB).

Supported Platforms

This command is supported in all platforms.

Syntax

show ipv6 route [bgp | connected | destination ip-address | ospf | static | sum-

mary | vrf vrf-name ]

Parameters

bap
Description:
Value:
Default Value:
connected

Description:

Value:
Default Value:
destination ip-address

Description:

Value:
Default Value:
ospf

Description:

DATACOM

Displays route information filtering by BGP routes.
N/A

N/A

Displays IPv6 route information filtering by connected routes
and local IP addresses.

N/A

N/A

Displays route information filtering by exact match of destina-
tion IPv6 address and mask.

XIXIXEXX/X

N/A

Displays route information filtering by OSPFv3 routes.
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Value:

Default Value:

static
Description:

Value:

Default Value:

summary
Description:

Value:

Default Value:

vrf vrf-name
Description:

Value:

Default Value:

Output Terms

Output
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N/A

N/A

Displays IPv6 route information filtering by static routes
N/A

N/A

Displays summary IPv6 route information
N/A

N/A

Specifies the name of the VRF to filter displayed information.

Name of VRF to display information

N/A

Description

Type

Dest Address/Mask

Next-hop

Age

Metric

DATACOM

Indicates the type and the protocol that derived the route. The leg-
end codes are displayed at the beginning of each report.

Indicates the destination IPv6 address and mask of the remote net-
work.

Indicates the address of the next router to the remote network.

Indicates the time period since this route was last updated.

Indicates the Administrative Distance value of the route.

Indicates the routing metric value of the route.
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Output Description

Indicates the output interface through which the specified network

Output Interface can be reached. It may display black-hole-0 for routes that discard
traffic.
Default
N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
2.4 This command was introduced.
4.0 OSPF and BGP parameters were added.
5.4 Black-hole route support was added.
5.12 Introduced VRF support.

Usage Guidelines

This command can be executed directly via CLI.

Example:
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These examples show how to use the show ipv6 route command.
# show ipv6 route

Type Codes: C - connected, S - static, L - local, O - OSPF, B - BGP
E1 - OSPF external type 1, E2 - OSPF external type 2, IA - OSPF inter area,

Output Interface Codes: DC - directly connected

Type Dest Address/Mask Next-hop Age AD Metric Output Interface
2001:db8:100::/64 2001:db8:100::1 00:11:29 0 0 13-vlan 100

L 2001:db8:100::1/128 : 00:11:29 0 0 DC

S 2001:db8:2010::/64 : 00:00:03 1 0 black-hole-0

c 2001:db8:2020::/64 2001:db8:2020::1 00:00:03 0 0 mgmt-1/1/1

L 2001:db8:2020::1/128 :: 00:00:03 O 0 DC

S 2001:db8:2030::/64 2001:dpb8:2020::2 00:00:04 1 0 mgmt-1/1/1

# show ipv6 route summary

IPv6 routing table name is Default-IPv6-Routing-Table
Family Total routes
ipve 6

# show ipv6 route destination 2001:db8:2010::/64

Routing entry for 2001:db8:2010:: (mask 64)
Known via ’static’, distance 1, metric O
Redistributing via static
Last update from :: 00:00:03 ago
Routing Descriptor Blocks:
directly connected, via black-hole-0 00:00:03 ago
Route metric is 0

# show ipv6 route vrf green

Type Codes: C - connected, S - static, L - local, O - OSPF, B - BGP
E1l - OSPF external type 1, E2 - OSPF external type 2, IA - OSPF inter area,

Output Interface Codes: DC - directly connected

Type Dest Address/Mask Next-hop Age AD Metric Output Interface
C fd0l::/16 fd0l::1 00:03:03 0 0 13-vlan 101

L £d01::1/128 HH 00:03:04 0 0 DC

#

Impacts and precautions

Right after switch initialization the route table will be empty, because it takes a while to
be populated.

Hardware restrictions

N/A
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BFD

This topic describes the commands related to management of BFD such as commands
to configure the BFD parameters or to inspect the sessions status.

show bfd session
Description

Shows information about the BFD sessions.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4250, DM4610,
DM4611, DM4612, DM4615, DM4616, DM4618.

Syntax

show bfd session brief

Parameters
brief
Description: Shows summarized information about BFD sessions.
Value: N/A

Default Value: N/A

Output Terms

Output Description
Proto Indicates the client protocol which is protected by this BFD session.
Local-address Indicates the local address used in the monitored link.
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Output Description

Remote-address Indicates the address of remote endpoint in the monitored link.

Indicates the L3 interface used to communicate to the other end-
Output interface

point.
State Indicates the state of monitored link (up or down).
Default
N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
5.2 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to use this command.
# show bfd session brief

Protocol Codes: O - OSPF
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Proto Local-address Remote—address Output interface State
0 172.16.100.1 172.16.100.2 13-vlan 100 up
0 172.16.101.1 172.16.101.2 13-vlan 101 down

2 BFD sessions found.

#

Impacts and precautions

N/A

Hardware restrictions

N/A
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BGP

This topic describes the commands related to management of BGP topologies such as
commands to configure the BGP parameters or to inspect the protocol status.

clear bgp neighbor
Description

Restart BGP neighbors via Notification Cease message.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

clear bgp [vrf name] neighbor [ip /P address]

Parameters
vrf name
Description: Specifies a VRF name (only in supported platforms).
Value: Name of an existent VRF, global or all.

Default Value: N/A

ip IP address

Description: Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.
Value: a.b.c.d or x:x:x:x::X.

Default Value: N/A

Default

N/A
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Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Config
History
Release Modification
2.2 This command was introduced.
4.0 Added support for IPv6.
4.6 Added VRF support.
7.0 Added support for IPv6 on VRF.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to restart a BGP neighbor from a BGP router specifying a neigh-

bor ip address.
# clear bgp neighbor ip 50.50.50.1

# clear bgp neighbor ip 2001:db8::1

This example shows how to restart all BGP neighbors from a BGP router.

# clear bgp neighbor
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If no VRF parameter is included, the action will be executed only for the BGP on the
global VRF. The VRF parameter accepts a VRF name, the global VRF or all VRFs.

This example shows how to restart all BGP neighbors on a specific VRF.

# clear bgp vrf GREEN neighbor

It is also possible to specify a neighbor IP address on that VRF.

# clear bgp vrf GREEN neighbor ip 50.50.50.1

# clear bgp vrf GREEN neighbor ip 2001:db8::1

To restart all BGP neighbors for all VRFs, the following command can be used.

# clear bgp vrf all neighbor

Impacts and precautions

This command will restart the connections to the neighbors.

Hardware restrictions

N/A
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clear bgp soft
Description

Performs soft reset in BGP sessions.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

clear bgp [vrf name] soft [ip IP address]

Parameters
vrf name
Description: Specifies a VRF name (only in supported platforms).
Value: Name of an existent VRF, global or all.

Default Value: N/A

ip IP address

Description: Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.
Value: a.b.c.d or x:x:x:x::x.

Default Value: N/A

Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.
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Required Privileges

Config
History
Release Modification
2.2 This command was introduced.
4.0 Added support for IPv6.
4.6 Added VRF support.
7.0 Added support for IPv6 on VRF.

Usage Guidelines

This command can be executed directly via CLI.

It requires route refresh capability in router BGP.

Example:

This example shows how to perform soft reset in a specific BGP neighbor.
# clear bgp soft ip 50.50.50.1

# clear bgp soft ip 2001:db8::1

This example shows how to perform a soft reset in all BGP sessions.

# clear bgp soft

If no VRF parameter is included, the action will be executed only for the BGP on the
global VRF. The VRF parameter accepts a VRF name, the global VRF or all VRFs.

This example shows how to soft restart all BGP sessions on a specific VRF.

# clear bgp vrf GREEN soft
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It is also possible to specify a neighbor IP address on that VRF.

# clear bgp vrf GREEN soft ip 50.50.50.1

# clear bgp vrf GREEN soft ip 2001:db8::1

To soft restart all BGP sessions for all VRFs, the following command can be used.

# clear bgp vrf all soft

Impacts and precautions

For neighbors that do not support the route refresh capability a Cease Notification mes-
sage will be sent instead causing BGP session to restart.

Hardware restrictions

N/A
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router bgp
Description

Configures a BGP router.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
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History
Release Modification
2.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure a BGP router.

(config) # router bgp 65000
(config-bgp-65000) # commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp address-family
Description

Enables the router BGP VPNv4/VPNv6 address family support.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4250, DM4610,
DM4611, DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number address-family { vpnv4 | vpnv6 } unicast

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
address-family { vpnv4 | vpnv6 }
Description: Selects the address family (AFI).

Value: vpnv4. VPNv4 address family.
vpnv6. VPNv6 address family.

Default Value: N/A

unicast
Description: Selects the subsequent address family (SAFI).
Value: unicast. VPNv4/VPNv6 unicast routes.

Default Value: N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
6.0 Added VPNv6 Address Family

Usage Guidelines

This command can be executed directly via CLI.

This command requires a license to be used. Please contact the support for further in-
formation.

The disabling of a router BGP address family support is only possible if it is not configured
in any BGP neighbor. Thus, the removal of all BGP neighbors address family configura-

tion is required before disabling the address family on the router BGP.
Dual-stack can be enabled.

Example:

This example shows how to enable the router BGP VPNv4 unicast address family sup-

port.
(config) # router bgp 65000
(config-bgp-65000) # address-family vpnv4 unicast

(config-address—-family-vpnv4/unicast)# commit
Commit complete.
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Example:

This example shows how to enable the router BGP VPNv6 unicast address family sup-
port.

(config) # router bgp 65000
(config-bgp-65000) # address-family vpnv6 unicast

(config-address—-family-vpnvé6/unicast) # commit
Commit complete.

Impacts and precautions

Changes on the address family will impact the router BGP capabilities. It also causes a
flap in the established BGP sessions.

Hardware restrictions

N/A
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router bgp address-family
Description

Enables the router BGP address family support.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number address-family { ipv4 | ipv6 } unicast

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
address-family { ipv4 | ipv6 }
Description: Selects the address family (AFI).
Value: ipva4 or ipv6. IPv4 or IPv6 address family.

Default Value: N/A

unicast
Description: Selects the subsequent address family (SAFI).
Value: unicast. IPv4 or IPv6 unicast routes.

Default Value: N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

The disabling of a router BGP address family support is only possible if it is not configured
in any BGP neighbor. Thus, the removal of all BGP neighbors address family configura-
tion is required before disabling the address family on the router BGP.

Example:

This example shows how to enable the router BGP IPv4 unicast address family support.

(config)# router bgp 65000

(config-bgp-65000) # address-family ipv4 unicast
(config-address—-family-ipv4/unicast)# commit
Commit complete.

This example shows how to enable the router BGP IPv6 unicast address family support.

(config)# router bgp 65000

(config-bgp-65000) # address-family ipvé unicast
(config-address-family-ipv6/unicast)# commit
Commit complete.
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Impacts and precautions

Changes on the address family will impact the router BGP capabilities. It also causes a
flap in the established BGP sessions.

Hardware restrictions

N/A
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router bgp administrative-status
Description

Configures the desired administrative status of a BGP router.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number administrative-status status

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
administrative-status status
Description: Activate (up) or deactivate (down) the BGP router.
Value: up | down.
Default Value: up.

Default

N/A

Command Mode

Configuration mode
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Required Privileges

Config
History
Release Modification
2.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure the administrative status.

(config) # router bgp 65000 administrative-status down
(config-bgp-65000)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp as-size
Description

Configures the Router BGP Autonomous system(AS) size.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number as-size length

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
as-size length
Description: Specifies the Router BGP Autonomous System(AS) size.
Value: two-octets | four-octets.
Default Value: four-octets.

Default

N/A

Command Mode

Configuration mode
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Required Privileges

Config
History
Release Modification
2.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure the Router BGP Autonomous system(AS) size.

(config) # router bgp 65000 as-size two-octets
(config-bgp-65000)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp bgp cluster-id
Description

Configures the Router Cluster-I1D.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number bgp cluster-id id

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

bgp cluster-id id

Description: Specifies the BGP Cluster-ID for this Router in IPv4 address for-
mat.
Value: a.b.c.d.

Default Value: 0.0.0.0.

Default

N/A
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Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.2 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure the BGP Cluster-ID.

(config) # router bgp 65000 bgp cluster-id 1.1.1.1
(config-bgp-65000) # commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp bgp default-local-preference
Description

Configures the Router BGP Default Local Preference.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number bgp default-local-preference /ocal-preference

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

bgp default-local-preference local-preference

Description: Specifies the default local preference for this Router.
Value: 0-4294967295.
Default Value: 100.

Default

N/A

Command Mode

Configuration mode
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Required Privileges

Config
History
Release Modification
2.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure the BGP default local preference.

(config)# router bgp 65000 bgp default-local-preference 150
(config-bgp-65000)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A

DATACOM DmOS 9.2.0 - Command Reference 518 | 1802



Chapter 6: Layer 3 - Routing - BGP

router bgp neighbor
Description

Configures a neighbor for a BGP router.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

neighbor address

Description: Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.
Value: a.b.c.d or x:x:x:x::X.

Default Value: N/A

Default

N/A
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Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.0 This command was introduced.
4.0 Added support for IPv6.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure a neighbor for a BGP router.

(config)# router bgp 65000 neighbor 50.50.50.1
(config-neighbor-50.50.50.1) # commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp neighbor address-family

Description

Enables the BGP neighbor address family support and enters in mode configuration.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address address-family { ipv4 | ipv6 } unicast

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:
Value:
Default Value:
neighbor address

Description:

Value:

Default Value:

Specifies the router BGP Autonomous System(AS) number.
1-4294967295.
N/A

Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.

a.b.c.d or x:x:x:x::X.

N/A

address-family { ipv4 | ipv6 } unicast

Description:

Value:

Default Value:

DATACOM

Enables the BGP neighbor address family mode support and
enters in mode configuration.

ipv4 or ipv6 unicast. IPv4 or IPv6 address family.

N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.2 This command was introduced.
4.0 Added support for IPv6.

Usage Guidelines

This command can be executed directly via CLI.
The enabling of a BGP neighbor address family support is only possible if it is already
configured in router BGP.

Example:

This example shows how to enable the BGP neighbor IPv4 unicast address family support.

(config) # router bgp 65000

(config-bgp-65000) # neighbor 1.1.10.2
(config-neighbor-1.1.10.2)# address-family ipv4 unicast
(config-address-family-ipv4/unicast)# commit

Commit complete.

This example shows how to enable the BGP neighbor IPv6 unicast address family support.

(config)# router bgp 65000

(config-bgp-65000) # neighbor 2222::2
(config-neighbor-2222::2)# address—-family ipv6 unicast
(config-address—-family-ipv6/unicast)# commit

Commit complete.
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Impacts and precautions

Changes on the address family will impact the BGP neighbor capabilities. It also causes
a flap in the established BGP neighbor session.

Hardware restrictions

N/A
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router bgp neighbor address-family prefix-list
Description

Associates a prefix list with a BGP neighbor for export or import based on the address
family.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address address-family ipv4 unicast [export-prefix-
list prix-name] [import-prefix-list prfx-name]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

neighbor address

Description: Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.
Value: a.b.c.d or x:x:x:x::X.

Default Value: N/A

address-family ipv4 unicast
Description: Enters in the BGP neighbor address family mode configuration.
Value: ipv4 unicast. IPv4 unicast address family.

Default Value: N/A
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export-prefix-list prfx-name

Description: Specifies the prefix list for export to be directly associated with
the BGP neighbor. Use the no form to remove this parameter.

Value: Name of a prefix list.
Default Value: N/A
import-prefix-list prix-name

Description: Specifies the prefix list for import to be directly associated with
the BGP neighbor. Use the no form to remove this parameter.

Value: Name of a prefix list.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.2 This command was introduced.
3.0 Changes on the behavior when a prefix list and a route policy are associ-

ated with a neighbor.
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Usage Guidelines

This command can be executed directly via CLI.

Notice that a route policy associated with a neighbor have precedence over a prefix list
directly associated with it.

This command is only supported in IPv4 address family mode configuration.

Example:

This example shows how to associate the prefix list for export named PRX_LIST _EXPORT

with a BGP neighbor. This prefix list must be previously created.

(config)# router bgp 65000

(config-bgp-65000)# neighbor 1.1.10.2
(config-neighbor-1.1.10.2)# address-family ipv4 unicast
(

(

config-address—family-ipv4/unicast)# export-prefix-list PRX_LIST_EXPORT
config-address-family—-ipv4/unicast)# commit

This example shows how to associate the prefix list for import named PRX_LIST IMPORT

with a BGP neighbor. This prefix list must be previously created.

(config) # router bgp 65000

(config-bgp-65000) # neighbor 1.1.10.2
(config-neighbor-1.1.10.2)# address-family ipv4 unicast
(

(

config-address-family-ipv4/unicast) # import-prefix-1list PRX_LIST_IMPORT
config-address—-family-ipv4/unicast)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp neighbor address-family vpn
Description

Enables the BGP neighbor VPNv4/VPNv6 address family support and enters in mode con-
figuration.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4250, DM4610,
DM4611, DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address address-family { vpnv4 | vpnv6 } unicast

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
neighbor address
Description: Specifies the BGP neighbor address in IPv4 address format.
Value: a.b.c.d
Default Value: N/A
address-family { vpnv4 | vpnv6 } unicast

Description: Enables the BGP neighbor address family mode support and
enters in mode configuration.

Value: vpnv4 unicast. VPNv4 unicast address family.
vpnv6 unijcast. VPNv6 unicast address family.

Default Value: N/A
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N/A

Command Mode

Configuration mode

Required Privileges

Chapter 6: Layer 3 - Routing - BGP

Config
History
Release Modification
4.6 This command was introduced.
6.0 Added VPNv6 Address Family

Usage Guidelines

This command can be executed directly via CLI.

This command requires a license to be used. Please contact the support for further in-

formation.

The enabling of a BGP neighbor address family support is only possible if it is already

configured in router BGP.

IPv4 neighbors support both VPNv4 (L3VPN) and VPNv6 (6VPE) address families. IPv6

neighbors don’t support VPN address families.
Dual-stack can be enabled.

Example:

This example shows how to enable the BGP neighbor VPNv4 unicast address family sup-

port.

(config) # router bgp 65000
(config-bgp-65000) # neighbor 1.1.10.2

(config-neighbor-1.1.10.2)# address-family vpnvé4 unicast

(config-address—-family-vpnv4/unicast)# commit
Commit complete.

DATACOM
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This example shows how to enable the BGP neighbor VPNv6 unicast address family sup-
port.

(config)# router bgp 65000

(config-bgp-65000) # neighbor 1.1.10.2
(config-neighbor-1.1.10.2)# address-family vpnv6 unicast
(config-address—family-vpnvé6/unicast)# commit

Commit complete.

This example shows how to enable dual-stack on BGP neighbor.

(config) # router bgp 65000

(config-bgp-65000) # neighbor 1.1.10.2

(config-neighbor-1.1.10.2)# address-family vpnv4 unicast
(config-address-family-vpnv4/unicast)# address-family vpnv6 unicast
(

C

config-address-family-vpnv6/unicast)# commit
ommit complete.

Impacts and precautions

Changes on the address family will impact the BGP neighbor capabilities. It also causes
a flap in the established BGP neighbor session.

Hardware restrictions

N/A
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router bgp neighbor administrative-status
Description

Configures the desired administrative status of a BGP neighbor.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address administrative-status status

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

neighbor address

Description: Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.
Value: a.b.c.d or x:x:x:x::X.

Default Value: N/A

administrative-status status
Description: Activate (up) or deactivate (down) the BGP neighbor.
Value: up | down.

Default Value: up.
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.0 This command was introduced.
4.0 Added support for IPv6.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure the BGP neighbor administrative status in the
neighbor command tree.

(config)# router bgp 65000 neighbor 50.50.50.1

(config-neighbor-50.50.50.1) # administrative-status down
(config-neighbor-50.50.50.1) # commit

Impacts and precautions

N/A
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Hardware restrictions

N/A
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router bgp neighbor description

Description

Configures the BGP neighbor description.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address description text

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:

Value:

Default Value:

neighbor address

Description:

Value:

Default Value:

description text
Description:

Value:

Default Value:

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.
N/A

Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.

a.b.c.d or x:x:x:x::X.

N/A

A textual string containing information about the BGP neighbor.

string.

N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.0 This command was introduced.
4.0 Added support for IPv6.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure a BGP neighbor description in the neighbor com-
mand tree.

(config)# router bgp 65000 neighbor 50.50.50.1

(config-neighbor-50.50.50.1) # description "Remote bgp peer"
(config-neighbor-50.50.50.1) # commit

Impacts and precautions

N/A
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Hardware restrictions

N/A
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router bgp neighbor ebgp-multihop
Description

Configure the maximum hop count to reach a BGP neighbor not directly connected.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address ebgp-multihop hop-count

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

neighbor address

Description: Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.
Value: a.b.c.d or x:x:x:x::x.

Default Value: N/A

ebgp-multihop hop-count
Description: Specifies the maximum hop count to reach the neighbor.
Value: 1-255.

Default Value: 1 for eBGP sessions. 255 for iBGP sessions.

Default

N/A
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Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.0 This command was introduced.
4.0 Added support for IPv6.

Usage Guidelines
This command can be executed directly via CLI.

Example:

This example shows how to configure the BGP neighbor ebgp-multihop in the neighbor
command tree.
(config)# router bgp 65000 neighbor 50.50.50.1 remote-as 66000

(config-neighbor-50.50.50.1) # ebgp-multihop 2
(config-neighbor-50.50.50.1) # commit

Impacts and precautions
For security reasons, please note that this parameter is automatically configured to 1
for eBGP and 255 for iBGP sessions, unless it was manually configured. But if neighbor

mode changes (to iBGP or eBGP) and ebgp-multihop has not been changed, it will be
automatically updated according to the new mode.
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Hardware restrictions

N/A
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router bgp neighbor next-hop-self

Description

Configures the BGP neighbor to use its own address as next hop in the advertised routes.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address next-hop-self

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:

Value:

Default Value:

neighbor address

Description:

Value:

Default Value:

next-hop-self
Description:

Value:

Default Value:

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.
N/A

Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.

a.b.c.d or x:x:x:x::X.

N/A

Enables the neighbor option to use itself as next-hop.

N/A

N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.0 This command was introduced.
4.0 Added support for IPv6.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure the BGP neighbor next hop self in the neighbor
command tree.
(config)# router bgp 65000 neighbor 50.50.50.1

(config-neighbor-50.50.50.1) # next-hop-self
(config-neighbor-50.50.50.1) # commit

Impacts and precautions

N/A
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Hardware restrictions

N/A
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router bgp neighbor password
Description

Configures the neighbor to use Message-Digest algorithm 5 (MD5) authentication on the
TCP connection between BGP peers.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address password pwd

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:

Value:

Default Value:

neighbor address

Description:

Value:

Default Value:

password pwd

Description:

Value:

Default Value:

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.

N/A

Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.

a.b.c.d or x:x:x:x::X.

N/A

Specifies the BGP neighbor case-sensitive password to be used
between the TCP peer connection.

string (length 2 - 80).

N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.0 This command was introduced.
4.0

Added support for IPv6.

Usage Guidelines

This command can be executed directly via CLI. The same password must be applied for
both BGP peers.

Example:

This example shows how to configure the BGP neighbor password in the neighbor com-
mand tree.

(config) # router bgp 65000 neighbor 50.50.50.1
(config-neighbor-50.50.50.1) # password pwdTest
(config-neighbor-50.50.50.1) # commit

This example shows the configuration of a neighbor password using an already encrypted
password.

(config) # router bgp 65000 neighbor 50.50.50.1

(config-neighbor-50.50.50.1) # password "hls:2922743918:337ZpL=2"
(config-neighbor-50.50.50.1) # commit
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This example shows the configuration of a neighbor password using special characters
(i.e: nn , H?H , H!H ,

“;"). Please note that it is necessary to use double quotation marks
in this case.

(config) # router bgp 65000 neighbor 50.50.50.1

(config-neighbor-50.50.50.1) # password "pwd?test:2"
(config-neighbor-50.50.50.1) # commit

Impacts and precautions

Password must be enclosed in double quotation marks if special characters were used
(i.e: nn , u?n , u!n , u;n

). Note that in an established BGP session if password is configured
or changed the session will be restarted.

Hardware restrictions

N/A
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router bgp neighbor remote-as

Description

Configures the BGP neighbor remote Autonomous System(AS) number.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address remote-as as-number

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:
Value:
Default Value:
neighbor address

Description:

Value:
Default Value:
remote-as as-number

Description:

Value:

Default Value:

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.

N/A

Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.

a.b.c.d or x:x:x:x::X.

N/A

Specifies the BGP neighbor remote Autonomous System(AS)
number.

1-4294967295.

N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Chapter 6: Layer 3 - Routing - BGP

Config
History
Release Modification
2.0 This command was introduced.
4.0 Added support for IPv6.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure a neighbor remote Autonomous System(AS) num-

ber after entering in the neighbor command tree.

(config)# router bgp 65000 neighbor 50.50.50.1
(config-neighbor-50.50.50.1) # remote-as 65001
(config-neighbor-50.50.50.1) # commit

Impacts and precautions

N/A

DATACOM
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Hardware restrictions

N/A
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router bgp neighbor route-policy

Description

Associates a route policy with the BGP neighbor.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address route-policy rp-name

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:
Value:
Default Value:
neighbor address

Description:

Value:
Default Value:
route-policy rp-name

Description:

Value:

Default Value:

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.
N/A

Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.

a.b.c.d or x:x:x:x::X.

N/A

Specifies the route policy to be associated with the BGP neigh-
bor.

Route policy name.

N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Chapter 6: Layer 3 - Routing - BGP

Config
History
Release Modification
2.0 This command was introduced.

Usage Guidelines
This command can be executed directly via CLI.

It is only supported by IPv4 BGP neighbors.

The route refresh capability in router BGP is required to avoid BGP sessions to be restarted.

Example:

This example shows how to associate the route policy named RP_INTERNET with a BGP

neighbor. This route policy must be previously created.

(config) # router bgp 101

(config-bgp-101) # neighbor 1.1.10.2
(config-neighbor-1.1.10.2)# route-policy RP_INTERNET
(config-neighbor-1.1.10.2)# commit

Impacts and precautions

If there is no route refresh capability support any update on the route policy configuration
that is associated with a BGP neighbor will cause its BGP session to be restarted.
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Hardware restrictions

N/A
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router bgp neighbor route-reflector

Description

Configures the BGP route-reflector option.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address route-reflector option

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:
Value:
Default Value:
neighbor address

Description:

Value:

Default Value:
route-reflector option

Description:

Value:

Default Value:

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.
N/A

Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.

a.b.c.d or x:x:x:x::X.

N/A

Configure the route reflector options

client | non-client.

non-client.
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Default

N/A

Command Mode

Configuration mode

Required Privileges
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Config
History
Release Modification
2.2 This command was introduced.
4.0 Added support for IPv6.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure route-reflector after entering in the neighbor com-

mand tree.

(config)# router bgp 65000 neighbor 50.50.50.1
(config-neighbor-50.50.50.1) # route-reflector client
(config-neighbor-50.50.50.1) # commit

Impacts and precautions

N/A

DATACOM
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Hardware restrictions

N/A
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router bgp neighbor timers hold-time
Description

Configure the hold time interval for the session with the neighbor.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address timers hold-time time

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

neighbor address

Description: Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.
Value: a.b.c.d or x:x:x:x::X.

Default Value: N/A
timers hold-time time

Description: Specifies the hold time interval to use when negotiating a con-
nection with the neighbor.

Value: 3-65535. (0 for infinite hold time)

Default Value: 180.
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.2 This command was introduced.
4.0 Added support for IPv6.

Usage Guidelines

This command can be executed directly via CLI. The hold time interval must be greater
than or equal to the keepalive interval. Indeed, it is recommended that the hold time
is 3 times the interval at which keepalive messages are sent. A zeroed value means an

infinite time. If the hold time interval is set to zero, the keepalive interval must be set to
zero as well.

Example:

This example shows how to configure the BGP neighbor hold time interval in the neighbor
command tree.
(config)# router bgp 65000 neighbor 50.50.50.1 remote-as 66000

(config-neighbor-50.50.50.1) # timers hold-time 90
(config-neighbor-50.50.50.1) # commit
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Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp neighbor timers keepalive
Description

Configure the keepalive interval for the session with the neighbor.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address timers keepalive time

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

neighbor address

Description: Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.
Value: a.b.c.d or x:x:x:x::X.

Default Value: N/A
timers keepalive time

Description: Specifies the keepalive interval to use when negotiating a con-
nection with the neighbor.

Value: 0-21845.

Default Value: 60.
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.2 This command was introduced.
4.0 Added support for IPv6.

Usage Guidelines

This command can be executed directly via CLI. The keepalive interval must be lower
than or equal to the hold-time interval. Indeed, it is recommended that the hold time is
3 times the interval at which keepalive messages are sent. A zeroed value for keepalive
timer disables the sending of keepalive messages. In this case, the hold-time interval
must be set to zero as well.

The router automatically adjusts the effective keepalive timer based on the configured
values, according to the following formula:

keepalive = negotiated hold-time / truncate ( configured hold-time / configured keepalive

)

As example, if the configured and negotiated hold-time are both 150 and keepalive is
configured to 60:

keepalive = 150 / truncate ( 150 / 60 )
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keepalive = 150/ 2
keepalive = 75
Example:

This example shows how to configure the BGP neighbor keepalive interval in the neighbor
command tree.

(config) # router bgp 65000 neighbor 50.50.50.1 remote-as 66000
(config-neighbor-50.50.50.1) # timers keepalive 30
(config-neighbor-50.50.50.1) # commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp neighbor update-source-address
Description

Configures the BGP neighbor source address to be used during the session establish-
ment.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number neighbor address update-source-address address

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

neighbor address

Description: Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.
Value: a.b.c.d or x:x:x:x::X.

Default Value: N/A
update-source-address address

Description: Specifies the BGP neighbor source address in IPv4 or IPv6 ad-
dress format.

Value: a.b.c.d or x:x:x:x::X.

Default Value: N/A

DATACOM DmOS 9.2.0 - Command Reference 560 | 1802



Chapter 6: Layer 3 - Routing - BGP

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.0 This command was introduced.
4.0 Added support for IPv6.

Usage Guidelines
This command can be executed directly via CLI.

Example:

This example shows how to configure the BGP neighbor IPv4 source address in the neigh-
bor command tree.

(config)# router bgp 65000 neighbor 50.50.50.1

(config-neighbor-50.50.50.1) # update-source-address 100.100.100.1
(config-neighbor-50.50.50.1) # commit
Commit complete.

This example shows how to configure the BGP neighbor IPv6 source address in the neigh-
bor command tree.

(config) # router bgp 65000 neighbor 2222::2
(config-neighbor-2222::2)# update-source-address 2002::1
(config-neighbor-2222::2)# commit

Commit complete.
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Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp network address-family ipv4
Description

Inserts a network present locally in the routing table into BGP domain and advertises it
to the neighbor, when that network exactly matches a given prefix.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number network address-family ipv4 address a.b.c.d/x

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

network address-family ipv4

Description: Specifies that the network prefix entry is from IPv4 address fam-
ily.
Value: N/A

Default Value: N/A
address a.b.c.d/x

Description: Defines the network that must be matched in order to be in-
serted into BGP domain.

Value: Must be a valid IPv4 prefix/mask.

Default Value: N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.2 This command was introduced.

Usage Guidelines
This command can be executed directly via CLI.

Example:

This example shows how to create a list of 2 network prefixes to be redistributed into
BGP domain.

(config)# router bgp 65000

(config-bgp-65000)# network address-family ipv4 address 40.40.40.240/28
(config-network/ipv4d) # exit

(config-bgp-65000) # network address-family ipv4 address 80.80.128.0/17
(config-network/ipv4) # commit

Impacts and precautions

The network inserted into BGP domain will have its path attribute origin set as IGP. The
network will be advertised to the neighbors only if it is already present in the routing
table. That means, there must be a route learned using local or connected networks,
static routes, or a dynamic IGP such as OSPF.
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Hardware restrictions

N/A
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router bgp network address-family ipv6
Description

Inserts a network present locally in the routing table into BGP domain and advertises it
to the neighbor, when that network exactly matches a given prefix.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number network address-family ipv6 address x:x:x:x::x/y

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

network address-family ipv6

Description: Specifies that the network prefix entry is from IPv6 address fam-
ily.
Value: N/A

Default Value: N/A
address x:x:x:x::x/y

Description: Defines the network that must be matched in order to be in-
serted into BGP domain.

Value: Must be a valid IPv6 prefix/mask.

Default Value: N/A
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.0 This command was introduced.

Usage Guidelines
This command can be executed directly via CLI.

Example:

This example shows how to create a list of 2 network prefixes to be redistributed into
BGP domain.

(config)# router bgp 65000

(config-bgp-65000) # network address-family ipv6 address 1111::1/128
(config-network/ipv6) # exit

(config-bgp-65000) # network address-family ipvé6 address 2222::2/128
(config-network/ipv6) # commit

Impacts and precautions

The network inserted into BGP domain will have its path attribute origin set as IGP. The
network will be advertised to the neighbors only if it is already present in the routing
table. That means, there must be a route learned using local or connected networks,
static routes, or a dynamic IGP such as OSPF.
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Hardware restrictions

N/A
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router bgp prefix-list

Description

Prefix list configuration.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number prefix-list name seq seq-number [ permit | deny ] address-

family ipv4 unicast [ address prefix 1 [ le prefix-len ] [ ge prefix-len]

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:

Value:

Default Value:

prefix-list name
Description:

Value:

Default Value:

seq seqg-number
Description:

Value:

Default Value:

permit

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.

N/A

Creates a prefix list with the given name.
N/A

N/A

Apply the sequence number to the prefix list entry.
1-4294967295.
N/A
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Description:

Value:

Default Value:

deny

Description:

Value:

Default Value:
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In case of match the route is allowed to be redistributed. The
permit keyword is the default option.

N/A

permit.

In case of match the route is rejected and no further processing
is performed.

N/A

permit.

address-family ipv4 unicast

Description:

Value:

Default Value:

address prefix
Description:

Value:

Default Value:

le prefix-len
Description:

Value:

Default Value:

ge prefix-len
Description:

Value:

Default Value:

Default

N/A

DATACOM

Unicast IPv4 address family configuration.
N/A

N/A

A unicast IPv4 prefix in A.B.C.D/length format.
a.b.c.d/x.
0.0.0.0/0.

The maximum prefix length to match.
1-32.

N/A

The minimum prefix length to match.
1-32.

N/A
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Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.0 This command was introduced.
2.2 Added the optional parameters deny and permit.
3.0 Changes on the behavior when a prefix list and a route policy are associ-

ated with a neighbor.

This Command was deprecated. From this version on, the prefix list is

4.6 configured in the config level. For further information please see Prefix
List command.

Usage Guidelines
This command can be executed directly via CLI.

Example:

This example shows how to configure a prefix list that permits the network address
50.50.50.0/24.

(config)# router bgp 101

(config-bgp-101) # prefix-list TEST
(config-prefix-1ist-TEST)# seq 10
(config-seq-10) # address-family ipv4 unicast
(config-unicast) # address 50.50.50.0/24
(config-unicast) # commit

Commit complete.

This example shows how to configure a prefix list with a permitted prefix range from
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subnetwork 60.60.60.0/25 to network 60.60.60.0/24.

(config) # router bgp 101

(config-bgp-101) # prefix-list TEST_RANGE
(config-prefix—-1ist-TEST_RANGE) # seq 20
(config-seqg-20)# address-family ipv4 unicast
(config-unicast)# address 60.60.60.0/24 ge 24 le 25
(config-unicast) # commit

Commit complete.

This example shows how to configure a prefix list that denies the network address
60.60.60.0/24 but allows the others.

(config) # router bgp 101

(config-bgp-101) # prefix-list TEST_DENY
(config-prefix—-1ist-TEST_DENY)# seq 20
(config-seqg-20)# deny

(config-seqg-20)# address-family ipv4 unicast
(config-unicast)# address 60.60.60.0/24
(config-unicast) # exit

(config-seq-20)# exit
(config-prefix-1ist-TEST_DENY) # seq 30
(config-seqg-30)# address-family ipv4 unicast
(config-unicast) # address 0.0.0.0/0 ge 1 le 32
(config-unicast) # commit

Commit complete.

Impacts and precautions

When the prefix list is associated with a route map the permit or deny configuration of
the prefix list entry is ignored.

In case of prefix list directly associated with a BGP neighbor and no permit matches are
found, all routes will be denied. Therefore, it is necessary to add an additional sequence
with a clause to permit the other routes by setting a matching all address (0.0.0.0/0 ge
1le 32).

Notice that when there is a route policy importing a route map associated with a neighbor
the prefix list for import directly associated with it will be ignored. The same precedence
applies to the case when both are set for export.

If there is no route refresh capability support any update on the prefix list configuration
that is associated with a BGP neighbor will cause its BGP session to be restarted.
Updates on prefix-lists associated with a neighbor or with a route map will trigger either
route-refresh or update messages. Route-refresh messages request to the neighbor the
sending of all its prefixes. Differently from a route-refresh message the sending of update
messages is an optimization because only the prefixes not included on the previous BGP
update will be advertised.
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Hardware restrictions

N/A
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router bgp redistribute
Description

Redistributes routes into the domain of this BGP router.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number redistribute {connected | static | ospf} address-family {
ipv4 | ipv6 }

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
redistribute connected
Description: Redistributes connected routes into the domain of this BGP router.
Value: N/A
Default Value: N/A
redistribute static
Description: Redistributes static routes into the domain of this BGP router.
Value: N/A
Default Value: N/A

redistribute ospf
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Description: Redistributes ospf routes into the domain of this BGP router.
Value: N/A
Default Value: N/A
address-family ipv4
Description: Redistributes only routes from IPv4 address family.
Value: N/A
Default Value: N/A
address-family ipv6
Description: Redistributes only routes from IPv6 address family.
Value: N/A

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.0 This command was introduced.
4.0 Added support for IPv6.
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Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure a redistribution of all IPv4 static routes.

# router bgp 65000 redistribute static address-family ipv4
(config-redistribute-static/ipv4) # commit

This example shows how to configure a redistribution of all IPv4 connected routes.

# router bgp 65000 redistribute connected address-family ipv4
(config-redistribute-connected/ipv4)# commit

This example shows how to configure a redistribution of all IPv4 ospf routes.

# router bgp 65000 redistribute ospf address-family ipv4
(config-redistribute-ospf/ipv4) # commit

This example shows how to configure a redistribution of all IPv6 static routes.

# router bgp 65000 redistribute static address-family ipvé
(config-redistribute-static/ipv6)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp redistribute administrative-status
Description

Configures the desired administrative status of a redistribution rule.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number redistribute {connected | static | ospf} address-family
{ipv4 | ipv6} administrative-status status

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
redistribute connected
Description: Redistributes connected routes into the domain of this BGP router.
Value: N/A
Default Value: N/A
redistribute static
Description: Redistributes static routes into the domain of this BGP router.
Value: N/A
Default Value: N/A

redistribute ospf
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Description: Redistributes ospf routes into the domain of this BGP router.
Value: N/A
Default Value: N/A

address-family ipv4
Description: Redistributes only routes from IPv4 address family.
Value: N/A
Default Value: N/A

address-family ipv6
Description: Redistributes only routes from IPv6 address family.
Value: N/A
Default Value: N/A

administrative-status status

Description: Activates (up) or deactivates (down) the BGP router redistribu-
tion.
Value: up | down.

Default Value: up.

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config

History
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Release Modification
2.0 This command was introduced.
4.0 Added support for IPv6.

Usage Guidelines

This command can be executed directly via CLI.
Example:

This example shows how to disable IPv4 static routes redistribution.

# router bgp 65000 redistribute static address-family ipv4
(config-redistribute-static/ipv4)# administrative-status down
(config-redistribute-static/ipv4)# commit

This example shows how to disable IPv6 static routes redistribution.

# router bgp 65000 redistribute static address-family ipvé6
(config-redistribute-static/ipv6) # administrative-status down
(config-redistribute-static/ipv6)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp redistribute match-address address-family ipv4
Description

Redistributes only the routes that match the specified address into the domain of this
BGP router.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number redistribute {connected | static} address-family ipv4 match-
address a.b.c.d/x

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
redistribute connected
Description: Redistributes connected routes into the domain of this BGP router.
Value: N/A
Default Value: N/A
redistribute static
Description: Redistributes static routes into the domain of this BGP router.
Value: N/A
Default Value: N/A

address-family ipv4d
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Description: Redistributes only routes from IPv4 address family.
Value: N/A
Default Value: N/A

match-address a.b.c.d/x

Description: Redistributes specific routes that match the supplied prefix/mask
filter into the domain of this BGP router.

Value: Must be a valid IPv4 prefix/mask.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure a route redistribution which matches a single IPv4
address prefix.
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# router bgp 65000 redistribute static address-family ipv4
(config-redistribute-static/ipv4)# match-address 10.1.0.0/24
(config-redistribute-static/ipv4)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp redistribute match-address address-family ipv6
Description

Redistributes only the routes that match the specified address into the domain of this
BGP router.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number redistribute {connected | static} address-family ipv6 match-
address x:x:x:x::x/y

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
redistribute connected
Description: Redistributes connected routes into the domain of this BGP router.
Value: N/A
Default Value: N/A
redistribute static
Description: Redistributes static routes into the domain of this BGP router.
Value: N/A
Default Value: N/A

address-family ipv6

DATACOM DmOS 9.2.0 - Command Reference 583 | 1802



Chapter 6: Layer 3 - Routing - BGP

Description: Redistributes only routes from IPv6 address family.

Value: N/A
Default Value: N/A

match-address x:x:x:x::x/y

Description: Redistributes specific routes that match the supplied prefix/mask

filter into the domain of this BGP router.
Value: Must be a valid IPv6 prefix/mask.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure a route redistribution which matches a single IPv6

address prefix.
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# router bgp 65000 redistribute static address-family ipvé
(config-redistribute-static/ipv6)# match-address 2001::1/128
(config-redistribute-static/ipv6)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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Description
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map

Route map configuration.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number route-map rmap-name { seq-number | * } action { permit |

deny } { match-ip nlri prefix-list prix-name | match-as-path as-path | match-med

med | match-origin origin | set-local-preference value | set-med med | set-origin

origin | set-prepend-local-as num-times | continue seq-number}

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:
Value:
Default Value:
route-map rmap-name
Description:
Value:
Default Value:
seq-number
Description:
Value:

Default Value:

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.

N/A

Creates a route map with the given rmap-name.
N/A

N/A

Applies the sequence number to the route map entry.

1-4294967295.

N/A
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Description: A reference for all route map sequences. This option allows edition
or deletion of all route map sequences simultaneously.

Value: N/A

Default Value: N/A

action

Description: When action permit is used in case of match of any criteria the route
is allowed to be redistributed and the set of actions is performed. When
action deny is used in case of match of any criteria the route is rejected
and no further processing is performed.

Value: permit - deny.

Default Value: permit.
match-ip nlri prefix-list prix-name

Description: Matches IP addresses present on BGP NLRI based on an existent prefix
list named as prfx-name.

Value: Name of a prefix list.
Default Value: N/A
match-as-path as-path

Description: Regular expression to match BGP AS paths (write regex using POSIX ex-
tended standard ensuring the use of double quote in order to avoid prob-
lems with special characters)

Value: string (length 1 - 127).

Default Value: N/A

match-med med

Description: Matches BGP Multi Exit Discriminator (MED).
Value: 0-4294967295.

Default Value: N/A

match-origin origin

Description: Matches BGP origin.

Value: egp, igp or incomplete.

Default Value: N/A

DATACOM DmOS 9.2.0 - Command Reference 587 | 1802



Chapter 6: Layer 3 - Routing - BGP

set-local-preference value

Description: Sets the BGP local preference path attribute.
Value: 0-2147483647.

Default Value: N/A

set-med med

Description: Sets the BGP Multi Exit Discriminator (MED).
Value: 0-4294967295.
Default Value: 0.

set-origin origin

Description: Sets the BGP origin.
Value: egp, igp or incomplete.
Default Value: N/A
set-prepend-local-as num-times

Description: Prepends the AS number to the AS path the number of times specified
by num-times.

Value: 1-254.
Default Value: N/A
continue seq-number

Description: Continues the route map on a different sequence number. The sequence
number must exist and be higher than the current one. The continue
parameter can only be used with permit sequences of route map.

Value: 1-4294967295.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode
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Required Privileges

Config
History
Release Modification
2.0 This command was introduced.
55 Added match-as-path option. Added range mode to edit or delete all
route map sequences.
4.6 Added action parameter to configure permit or deny actions.

Usage Guidelines

This command can be executed directly via CLI.

The route map must be associated with a route policy in order to be applied to a neighbor.
The route refresh capability in router BGP is required to avoid BGP sessions to be restarted.

Example:

This example shows how to configure a route map with matching for a prefix list and
setting of local preference.

(config)# router bgp 101

(config-bgp-101) # route-map RMAP 10
(config-route-map-RMAP/10) # match-ip nlri prefix-1list PRX_LIST
(config-route-map-RMAP/10) # set-local-preference 200
(config-route-map—RMAP/10) # commit

This example shows how to configure all sequences of a route map simultaneously to
perform a deny action.

(config)# router bgp 101
(config-bgp-101) # route-map RMAP 10
(config-route-map—-RMAP/10) # exit
(config-bgp-101) # route-map RMAP 20
(config-route-map—-RMAP/20) # exit
(config-bgp-101) # route-map RMAP «*
(config-route-map-RMAP/*) # action deny
(config-route-map—-RMAP/*) # commit
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This example shows how to delete the entire route map.

(config)# router bgp 101
(config-bgp-101) # route-map RMAP 10
(config-route-map—-RMAP/10) # exit
(config-bgp-101) # route-map RMAP 20
(config-route-map—-RMAP/20) # exit
(config-bgp-101) # no route-map RMAP «
(config-bgp-101) # commit

Some examples of regular expressions to be used in match-as-path parameter:
Second AS number should be 300 or 400

(config-route-map—-RMAP/10) # match-as-path ".(300/400)" or " (.300) ]| (.400)"

Specific sequence (all three values should appear in this exact order)

(config-route-map—-RMAP/10) # match-as-path "333.100.444"

Path must contain AS 400 or AS 200

(config-route-map—-RMAP/10) # match-as-path "400|200"

Path must start with 333 and finish with 300

(config-route-map-RMAP/10) # match-as-path "7333.300%"

Path must not end with 333

(config-route-map—-RMAP/10) # match-as-path "[~3]33s"

Path must not start with 333

(config-route-map—-RMAP/10) # match-as-path "~[~3]33"

Path does not contain 333 (see impacts and precautions for more details about deny
rules)

(config-route-map-RMAP/10) # match-as-path " (333)"
(config-route-map—-RMAP/10) # action deny
(config-route-map-RMAP/10) # exit
(config-bgp-101) # route-map RMAP 20
(config-route-map—-RMAP/20) # commit

Impacts and precautions

When a route map is not specified, routes are automatically permitted by default. How-
ever, if a route map is created but no matching clauses are found, all routes will be
denied. In this case it is necessary to add an additional sequence without any clause in
order to permit all other routes.

If there is no route refresh capability support any update on the route map configuration
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that is associated with a BGP neighbor will cause its BGP session to be restarted.
Updates on route map associated with a neighbor through a route policy will trigger
either route-refresh or update messages. Route-refresh messages request to the neigh-
bor the sending of all its prefixes. Differently from a route-refresh message the sending
of update messages is an optimization because only the prefixes not included on the
previous BGP update will be advertised.

Hardware restrictions

N/A
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Description
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map match-community

Match community configuration.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number route-map rmap-name { seq-number | * } match-community

communities

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:
Value:
Default Value:
route-map rmap-name
Description:
Value:
Default Value:
seqg-number
Description:
Value:

Default Value:

DATACOM

Specifies the Router BGP Autonomous System (AS) number.
1-4294967295.

N/A

Creates a route map with the given rmap-name.
N/A

N/A

Applies the sequence number to the route map entry.

1-4294967295.
N/A
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Description: A reference for all route map sequences. This option allows edition
or deletion of all route map sequences simultaneously.

Value: N/A

Default Value: N/A
match-community communities
Description: Sets the regular expression for matching communities.
Value: String (length 1 - 127).

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
5.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:
This example shows how to configure a match for communities.

config)# router bgp 100

config-bgp-100) # route-map RMAP 10
config-route-map-RMAP/10) # match-community 200:123
config-route-map-RMAP/10)# route-map RMAP 11
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(config-route-map-RMAP/11) # match-community "[65535:65281]65535:65282]"
(config-route-map-RMAP/11) # route-map RMAP 12
(config-route-map-RMAP/12) # match-community "65535:6528.x"
(config-route-map—-RMAP/12) # commit

Impacts and precautions

N/A

Hardware restrictions

N/A

DATACOM DmOS 9.2.0 - Command Reference 594 | 1802



Chapter 6: Layer 3 - Routing - BGP

router bgp route-map set-community
Description

Set community configuration.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number route-map rmap-name { seq-number | * } set-community {
community | internet | local-AS | no-advertise | no-export }

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System (AS) number.
Value: 1-4294967295.

Default Value: N/A

route-map rmap-name
Description: Creates a route map with the given rmap-name.
Value: N/A
Default Value: N/A

seqg-number
Description: Applies the sequence number to the route map entry.
Value: 1-4294967295.

Default Value: N/A
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Description: A reference for all route map sequences. This option allows edition
or deletion of all route map sequences simultaneously.

Value: N/A

Default Value: N/A
set-community { community | internet | local-AS | no-advertise | no-export }
Description: Sets the community attribute.
Value: Well-known community or specific community in AS:nn format.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
5.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:
This example shows how to configure a community for prefixes.

config)# router bgp 100

config-bgp-100) # route-map RMAP 10
config-route-map-RMAP/10) # set-community 100:123
config-route-map-RMAP/10) # commit
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Impacts and precautions

N/A

Hardware restrictions

N/A
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Description
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map set-community-action

Set action to be applied to route communities

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number

route-map rmap-name { seq-number | * } set-community-

action { none | remove-all | remove-all-and-set | remove-specific | set-specific

}

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:
Value:
Default Value:
route-map rmap-name
Description:
Value:
Default Value:
seq-number
Description:
Value:

Default Value:

DATACOM

Specifies the Router BGP Autonomous System (AS) number.
1-4294967295.

N/A

Creates a route map with the given rmap-name.
N/A

N/A

Applies the sequence number to the route map entry.
1-4294967295.

N/A
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Description: A reference for all route map sequences. This option allows edition

Value:

or deletion of all route map sequences simultaneously.

N/A

Default Value: N/A

set-community-action { none | remove-all | remove-all-and-set | remove-specific |

set-specific}

Description:

Value:

Default Value:

Default

N/A

Possible actions to be applied to route communities. Actions remove-
all-and-set, remove-specific and set-specific must have set-community
attribute configured. Action none has the same effect as no set-community-
action.

none | remove-all | remove-all-and-set | remove-specific | set-
specific

none.

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
5.0 This command was introduced.

DATACOM
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Usage Guidelines

This command can be executed directly via CLI.

Example:
This example shows how to configure a community action for prefixes.

(config) # router bgp 100

(config-bgp-100) # route-map RMAP 10

(config-route-map—-RMAP/10) # set-community 100:123
(config-route-map—-RMAP/10) # set-community-action remove-all-and-set
(config-route-map—RMAP/10) # commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp route-policy
Description

Route policy configuration.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number route-policy rp-name [ import-route-map rmap-name ] [
export-route-map rmap-name ]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
route-policy rp-name
Description: Creates a route-policy named rp-name.
Value: String
Default Value: N/A
import-route-map rmap-name
Description: Specifies the route map that will be used for route imports.
Value: String
Default Value: N/A

export-route-map rmap-name
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Description: Specifies the route map that will be used for route exports.
Value: String

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
2.0 This command was introduced.
46 Added action parameter to configure permit or deny actions in the com-

mand route-map.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how create a policy to export a Route Map.

config-bgp-101) # route-map rm-route50 10
config-route-map-rm-route50/10) # action permit
config-bgp-101) # route-policy rp-route50
config-route-policy-rp-route50)# export-route-map rm-route50
(config-route-policy-rp-route50)# commit

Commit complete.

(config-route-policy-rp-route50) #

(
(
(
(
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Impacts and precautions

If there is no route refresh capability support any update on the route policy configuration
that is associated with a BGP neighbor will cause its BGP session to be restarted.
Updates on route policy associated with a neighbor will trigger either route-refresh or
update messages. Route-refresh messages request to the neighbor the sending of all its
prefixes. Differently from a route-refresh message the sending of update messages is an
optimization because only the prefixes not included on the previous BGP update will be
advertised.

Hardware restrictions

N/A
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router bgp router-id
Description

Configures the router identifier of a BGP router.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number router-id id

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
router-id id

Description: Specifies the Router BGP identifier expressed in IPv4 address
format. The value 0.0.0.0 and addresses in range 224.0.0.0 -
247.255.255.255 cannot be used as id.

Value: a.b.c.d.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode
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Required Privileges

Config
History
Release Modification
2.0 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to configure the router-id of a BGP router.

(config) # router bgp 65000 router-id 1.1.1.1
(config-bgp-65000)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp vrf
Description

Associates a VRF with router BGP.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vrf-name

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

vrf vrf-name
Description: Specifies a VRF name.
Value: Name of an existent VRF.
Default Value: N/A

Default

N/A

Command Mode

Configuration mode
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Required Privileges

Config
History
Release Modification
4.2 This command was introduced.

Usage Guidelines

This command can be executed directly via CLI.

The VRF must be previously created.

Example:

This example shows how to associate a VRF with the router BGP.

(config)# router bgp 65000 vrf example
(config-vrf-example) # commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp vrf address-family

Description

Enables the router BGP address family support per VRFE.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vr-name address-family { ipv4 | ipv6 } unicast

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:
Value:
Default Value:
vrf vrf-name
Description:
Value:

Default Value:

Specifies the router BGP Autonomous System(AS) number.
1-4294967295.
N/A

Specifies a VRF name.
Name of an existent VRF.

N/A

address-family { ipv4 | ipv6 }

Description:

Value:

Default Value:
unicast

Description:

DATACOM

Selects the address family (AFI).
ipv4 or ipv6. IPv4 or IPv6 address family.

N/A

Selects the subsequent address family (SAFI).
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Value: unicast. IPv4 or IPv6 unicast routes.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.4 This command was introduced.
6.2 Added support for IPv6.

Usage Guidelines

The VRF must be previously created.

The disabling of a router BGP address family support is only possible if it is not configured

in any BGP neighbor. Thus, the removal of all BGP neighbors address family configura-

tion is required before disabling the address family on the router BGP.

Example:

This example shows how to enable the router BGP IPv4 unicast address family support.

(config)# router bgp 65000 vrf red
(config-bgp-vrf) # address-family ipv4 unicast
(config-bgp-vrf-address—family-ipv4/unicast)# commit

Commit complete.
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Impacts and precautions

Changes on the address family will impact the router BGP capabilities. It also causes a
flap in the established BGP sessions.

Hardware restrictions

N/A
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router bgp vrf address-family network
Description

Inserts a network present locally in the routing table into BGP VRF domain and advertises
it to the neighbor, when that network exactly matches a given prefix.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vr-name address-family { ipv4 | ipv6 } unicast network

ip-prefix
Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
vrf vrf-name
Description: Specifies a VRF name.
Value: Name of an existent VRF.
Default Value: N/A
address-family { ipv4 | ipv6 }
Description: Selects the address family (AFI).
Value: ipva4 or ipv6. IPv4 or IPv6 address family.
Default Value: N/A
unicast

Description: Selects the subsequent address family (SAFI).
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Default Value:

network ip-prefix

Description:

Chapter 6: Layer 3 - Routing - BGP

unicast. IPv4 or IPv6 unicast routes.

N/A

Defines the network that must be matched in order to be in-

serted into BGP domain.

Value: Must be a valid IPv4 or IPv6 prefix/mask.
Default Value: N/A
Default
N/A
Command Mode
Configuration mode
Required Privileges
Config
History
Release Modification
4.6 This command was introduced.
6.2 Added support for IPv6.

Usage Guidelines

The VRF must be previously created.

Example:

This example shows how to create a list of 2 network prefixes to be redistributed into

DATACOM
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BGP domain in a VRF.

(config) # router bgp 65000

(config-bgp-65000) # vrf red

(config-bgp-vrf-red) # address-family ipv4 unicast
(config-bgp-vrf-address—family-ipv4/unicast)# network 40.40.40.240/28
(config-network-40.40.40.240/28)# top

(config) # router bgp 65000 vrf red address-family ipv4 unicast network 80.80.128.0/17
(config-network-80.80.128.0/17)# commit

Impacts and precautions

The network inserted into BGP domain will have its path attribute origin set as IGP. The
network will be advertised to the neighbors only if it is already present in the VRF routing
table. That means, there must be a route learned using local or connected networks or
static routes.

Hardware restrictions

N/A

DATACOM DmOS 9.2.0 - Command Reference 613 | 1802



Chapter 6: Layer 3 - Routing - BGP

router bgp vrf address-family redistribute match-address
Description

Redistributes only the routes from VRF that match the specified address into the domain
of this BGP router.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vr-name address-family { ipv4 | ipv6 } unicast redis-
tribute {connected | static} match-address ip-prefix

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
vrf vrf-name
Description: Specifies a VRF name.
Value: Name of an existent VRF.
Default Value: N/A
address-family { ipv4 | ipv6 }
Description: Selects the address family (AFI).
Value: ipv4 or ipv6. IPv4 or IPv6 address family.
Default Value: N/A

unicast
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Description: Selects the subsequent address family (SAFI).
Value: unicast. IPv4 or IPv6 unicast routes.
Default Value: N/A

redistribute connected

Description: Redistributes VRF connected routes into the domain of this BGP
router.
Value: N/A

Default Value: N/A
redistribute static
Description: Redistributes VRF static routes into the domain of this BGP router.
Value: N/A
Default Value: N/A
match-address ip-prefix

Description: Redistributes specific routes that match the supplied prefix/mask
filter into the domain of this BGP router.

Value: Must be a valid IPv4 or IPv6 prefix/mask.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config

History
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Release Modification
4.4 This command was introduced.
6.2 Added support for IPv6.

Usage Guidelines

The VRF must be previously created.

Example:

This example shows how to configure redistribution of IPv4 connected routes from VRF
example which matches a single IPv4 address prefix.

# router bgp 65000 vrf example address—-family ipv4 unicast redistribute connected
(config-bgp-vrf-address—family-redist—-connected)# match-address 10.1.0.0/24
(config-bgp-vrf-address-family-redist—-connected) # commit

This example shows how to configure redistribution of IPv4 static routes from VRF ex-
ample which matches a single IPv4 address prefix.

# router bgp 65000 vrf example address—-family ipv4 unicast redistribute static
(config-bgp-vrf-address—-family-redist-static)# match-address 10.1.0.0/24
(config-bgp-vrf-address—family-redist—-static)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp vrf address-family { ipv4 | ipv6 } unicast re-
distribute

Description

Redistributes routes from the VRF into the domain of this BGP router.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4250, DM4610,
DM4611, DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vr-name address-family { ipv4 | ipv6 } unicast redis-
tribute {connected | ospf | static}

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

vrf vrf-name
Description: Specifies a VRF name.
Value: Name of an existent VRF.
Default Value: N/A

address-family { ipv4 | ipv6 } unicast

Description: Redistributes unicast routes from IPv4 and/or IPv6 address fam-
ily. Dual stack can be enabled.

Value: N/A

Default Value: N/A
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redistribute connected

Description:

Value:

Default Value:

redistribute ospf

Description:

Value:

Default Value:

redistribute static

Description:

Redistributes VRF connected routes into the domain of this BGP
router.

N/A

N/A

Redistributes VRF OSPF routes into the domain of this BGP router.
OSPF is onnly valid for IPv4 address-families.

N/A

N/A

Redistributes VRF static routes into the domain of this BGP router.

Value: N/A
Default Value: N/A
Default
N/A
Command Mode
Configuration mode
Required Privileges
Config
History
Release Modification
4.4 This command was introduced.
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Release Modification
5.0 Support for redistribute OSPF.
6.2 Added support for IPv6.

Usage Guidelines

The VRF must be previously created.

Example:

This example shows how to configure a redistribution of all IPv4 connected routes from
VRF example.

# router bgp 65000 vrf example address—-family ipv4 unicast redistribute connected
(config-bgp-vrf-address—-family-redist-connected) # commit

This example shows how to configure a redistribution of all IPv6 connected routes from
VRF example.

# router bgp 65000 vrf example address—-family ipv6 unicast redistribute connected
(config-bgp-vrf-address-family-redist—-connected) # commit

This example shows how to configure a redistribution of all OSPF routes from VRF ex-
ample.

# router bgp 65000 vrf example address—-family ipv4 unicast redistribute ospf
(config-bgp-vrf-address—family-redist-ospf)# commit

This example shows how to configure a redistribution of all IPv4 static routes from VRF
example.

# router bgp 65000 vrf example address-family ipv4 unicast redistribute static
(config-bgp-vrf-address—family-redist-static)# commit

This example shows how to configure a redistribution of dual stack connected routes
from VRF example.

# router bgp 65000 vrf example address—-family ipv4 unicast redistribute connected
# router bgp 65000 vrf example address-family ipv6 unicast redistribute connected
(config-bgp-vrf-address-family-redist—-connected) # commit
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Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp vrf address-family { ipv4 | ipv6 } unicast re-
distribute administrative-status

Description

Configures the administrative status of a redistribution rule.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4250, DM4610,
DM4611, DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vr-name address-family { ipv4|ipv6 } unicast redis-
tribute {connected | static } administrative-status { up | down }

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
vrf vrf-name
Description: Specifies a VRF name.
Value: Name of an existent VRF.
Default Value: N/A
address-family { ipv4 | ipv6 } unicast
Description: Redistributes only unicast routes from IPv4/IPv6 address family.
Value: N/A
Default Value: N/A

redistribute connected
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Description: Redistributes VRF connected routes into the domain of this BGP
router.
Value: N/A

Default Value: N/A
redistribute static
Description: Redistributes VRF static routes into the domain of this BGP router.
Value: N/A
Default Value: N/A

administrative-status { up | down }

Description: Activates (up) or deactivates (down) the BGP router redistribu-
tion.
Value: up or down.

Default Value: up.

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.4 This command was introduced.
6.2 Added support for IPv6.
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Usage Guidelines

The VRF must be previously created.

Example:

This example shows how to deactivate the redistribution of IPv4 connected routes from
VRF example.

# router bgp 65000 vrf example address—-family ipv4 unicast redistribute connected
(config-bgp-vrf-address-family-redist-static)# administrative-status down
(config-bgp-vrf-address-family-redist-static)# commit

This example shows how to deactivate the redistribution of IPv4 static routes from VRF
example.

# router bgp 65000 vrf example address—-family ipv4 unicast redistribute static
(config-bgp-vrf-address-family-redist-static)# administrative-status down
(config-bgp-vrf-address—family-redist—-static)# commit

This example shows how to deactivate the redistribution of IPv6 connected routes from
VRF example.

# router bgp 65000 vrf example address—family ipv6 unicast redistribute connected
(config-bgp-vrf-address—family-redist-static)# administrative-status down
(config-bgp-vrf-address-family-redist-static)# commit

This example shows how to deactivate the redistribution of IPv6 static routes from VRF
example.

# router bgp 65000 vrf example address—-family ipv6 unicast redistribute static
(config-bgp-vrf-address—-family-redist-static)# administrative-status down
(config-bgp-vrf-address—family-redist-static)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp vrf neighbor

Description

Configures a neighbor for a BGP VRF router.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vr-name neighbor address

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:

Value:

Default Value:

vrf vrf-name
Description:

Value:

Default Value:

neighbor address

Description:

Value:

Default Value:

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.
N/A

Specifies a VRF name.
Name of an existent VRF.

N/A

Specifies the BGP neighbor address in IPv4 or IPv6 address for-
mat.

a.b.c.d or x:x:x:x::X.

N/A

DmOS 9.2.0 - Command Reference 624 | 1802



Chapter 6: Layer 3 - Routing - BGP

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
6.2 Added support for IPv6.

Usage Guidelines

The VRF must be previously created.
Example:

This example shows how to configure a neighbor for a BGP VRF router.
(config) # router bgp 65000

(config-bgp-65000) # vrf red

(config-bgp-vrf-red)# neighbor 50.50.50.1

(

(

config-bgp-vrf-neighbor-50.50.50.1)# remote-as 65000
config-bgp-vrf-neighbor-50.50.50.1)# commit

Impacts and precautions

N/A
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Hardware restrictions

N/A
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router bgp vrf neighbor address-family
Description

Enables the BGP VRF neighbor address family support and enters in mode configuration.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax
router bgp as-number vrf vr-name neighbor address address-family { ipv4 | ipv6é
} unicast

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A

vrf vrf-name
Description: Specifies a VRF name.
Value: Name of an existent VRF.
Default Value: N/A

neighbor address

Description: Specifies the BGP VRF neighbor address in IPv4 or IPv6 address
format.
Value: a.b.c.d or x:x:x:x::X.

Default Value: N/A

address-family { ipv4 | ipv6 }
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Description:

Value:

Default Value:

unicast

Description:

Chapter 6: Layer 3 - Routing - BGP

Selects the address family (AFI).
ipv4 or ipv6. IPv4 or IPv6 address family.
N/A

Selects the subsequent address family (SAFI).

Value: unicast. IPv4 or IPv6 unicast routes.
Default Value: N/A
Default
N/A
Command Mode
Configuration mode
Required Privileges
Config
History
Release Modification
4.6 This command was introduced.
6.2 Added support for IPv6.

Usage Guidelines

The VRF must be previously created.

The enabling of a BGP VRF neighbor address family support is only possible if it is already
configured in router BGP VRF.

Example:

DATACOM
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This example shows how to enable the IPv4 unicast address family support for a BGP
VRF neighbor.

(config) # router bgp 65000 vrf red

(config-bgp-vrf-red)# neighbor 1.1.10.2
(config-bgp-vrf-neighbor-1.1.10.2)# remote-as 65000
(config-bgp-vrf-neighbor-1.1.10.2)# address—-family ipv4 unicast
(config-bgp-vrf-neighbor-address—family-ipv4/unicast)# commit

Impacts and precautions

Changes on the address family will impact the BGP neighbor capabilities. It also causes
a flap in the established BGP neighbor session.

Hardware restrictions

N/A
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router bgp vrf neighbor address-family allow-as-in
Description

When receiving routes from the respective neighbor, this option allows the installation
of routes with local Autonomous System(AS) number present in AS path.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vr-name neighbor address address-family { ipv4 | ipv6
} unicast allow-as-in nhumber-of-occurrences

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:

Value:

Default Value:

vrf vrf-name
Description:

Value:

Default Value:

neighbor address

Description:

Value:

Default Value:

DATACOM

Specifies the router BGP Autonomous System(AS) number.
1-4294967295.

N/A

Specifies a VRF name.
Name of an existent VRF.

N/A

Specifies the BGP VRF neighbor address in IPv4 or IPv6 address
format.

a.b.c.d or x:x:x:x::X.

N/A
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address-family { ipv4 | ipv6 }
Description: Selects the address family (AFI).
Value: ipva4 or ipv6. IPv4 or IPv6 address family.

Default Value: N/A

unicast
Description: Selects the subsequent address family (SAFI).
Value: unicast. IPv4 or IPv6 unicast routes.

Default Value: N/A

allow-as-in nhumber-of-occurrences

Description: Specifies the maximum number of local AS number occurrences
in AS path.
Value: 0-10.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
6.2 Added support for IPv6.
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Usage Guidelines

The VRF must be previously created.
The enabling of a BGP VRF neighbor address family support is only possible if it is already
configured in router BGP VRF.

Example:

This example shows how to configure allow-as-in to accept routes with up to five lo-
cal AS occurrences in AS path.

config)# router bgp 65000 vrf red

config-bgp-vrf-red) # neighbor 1.1.10.2
config-bgp-vrf-neighbor-1.1.10.2)# remote-as 65001
config-bgp-vrf-neighbor-1.1.10.2)# address-family ipv4 unicast
config-bgp-vrf-neighbor-address-family-ipv4/unicast) # allow-as-in 5
config-bgp-vrf-neighbor-address—-family-ipv4/unicast)# commit

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp vrf neighbor address-family as-override
Description

When advertising routes to the respective neighbor, this option replaces the remote
Autonomous System(AS) number occurrences in AS path by the local AS number.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vr-name neighbor address address-family { ipv4 | ipv6
} unicast as-override

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:

Value:

Default Value:

vrf vrf-name
Description:

Value:

Default Value:

neighbor address

Description:

Value:

Default Value:

DATACOM

Specifies the router BGP Autonomous System(AS) number.
1-4294967295.

N/A

Specifies a VRF name.
Name of an existent VRF.

N/A

Specifies the BGP VRF neighbor address in IPv4 or IPv6 address
format.

a.b.c.d or x:x:x:x::X.

N/A
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address-family { ipv4 | ipv6 }
Description: Selects the address family (AFI).
Value: ipva4 or ipv6. IPv4 or IPv6 address family.

Default Value: N/A

unicast
Description: Selects the subsequent address family (SAFI).
Value: unicast. IPv4 or IPv6 unicast routes.

Default Value: N/A

as-override

Description: Option to replace the remote AS number by the local AS number
in AS path.
Value: N/A

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
6.2 Added support for IPv6.
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Usage Guidelines

The VRF must be previously created.
The enabling of a BGP VRF neighbor address family support is only possible if it is already
configured in router BGP VRF.

Example:

This example shows how to configure as-override for a BGP VRF neighbor.

config)# router bgp 65000 vrf red

config-bgp-vrf-red) # neighbor 1.1.10.2
config-bgp-vrf-neighbor-1.1.10.2)# remote-as 65001
config-bgp-vrf-neighbor-1.1.10.2)# address-family ipv4 unicast
config-bgp-vrf-neighbor-address-family—-ipv4/unicast) # as-override
config-bgp-vrf-neighbor-address-family—-ipv4/unicast)# commit

(
(
(
(
(
(

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp vrf neighbor address-family prefix-list
Description

Associates a prefix list with a BGP neighbor in a VRF for export or import based on the
address family.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vif-name neighbor address address-family ipv4 unicast
[export-prefix-list prix-name] [import-prefix-list prfx-name]

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters
as-number
Description: Specifies the Router BGP Autonomous System(AS) number.
Value: 1-4294967295.

Default Value: N/A
neighbor address
Description: Specifies the BGP neighbor address in IPv4 address format.
Value: a.b.c.d.
Default Value: N/A
vrf vrf-name
Description: Specifies a VRF name.
Value: Name of an existent VRF.
Default Value: N/A

address-family ipv4 unicast
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Description: Enters in the BGP neighbor address family mode configuration.
Value: ipv4 unicast. IPv4 unicast address family.
Default Value: N/A

export-prefix-list prfx-name

Description: Specifies the prefix list for export to be directly associated with
the BGP neighbor. Use the no form to remove this parameter.

Value: Name of a prefix list.
Default Value: N/A
import-prefix-list prix-name

Description: Specifies the prefix list for import to be directly associated with
the BGP neighbor. Use the no form to remove this parameter.

Value: Name of a prefix list.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
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Usage Guidelines

The VRF must be previously created.
The prefix-list must exist.

This command is only supported in IPv4 address family mode configuration.

Example:

This example shows how to associate the prefix list for export named PRXE with a BGP

neighbor. This prefix list must be previously created.

(config) # router bgp 65000

(config-bgp-65000) # vrf red

(config-bgp-vrf-red)# neighbor 50.50.50.1
(config-bgp-vrf-neighbor-50.50.50.1)# remote-as 65000
(config-bgp-vrf-neighbor-50.50.50.1)# address-family ipv4 unicast
(config-bgp-vrf-neighbor-address-family-ipv4/unicast) # export-prefix-1list PRXE

This example shows how to associate the prefix list for import named PRXI with a BGP

neighbor. This prefix list must be previously created.
config)# router bgp 65000

(
(config-bgp-65000) # vrf red

(config-bgp-vrf-red)# neighbor 50.50.50.1
(config-bgp-vrf-neighbor-50.50.50.1)# remote-as 65000
(config-bgp-vrf-neighbor-50.50.50.1)# address-family ipv4 unicast
(config-bgp-vrf-neighbor-address-family-ipv4/unicast)# import-prefix-list PRXI

Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp vrf neighbor administrative-status
Description

Configures the desired administrative status of a BGP VRF neighbor.

Supported Platforms

Chapter 6: Layer 3 - Routing - BGP

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vri-name neighbor address administrative-status status

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:

Value:

Default Value:

vrf vrf-name
Description:

Value:

Default Value:

neighbor address

Description:

Value:

Default Value:

Specifies the Router BGP Autonomous System(AS) number.

1-4294967295.
N/A

Specifies a VRF name.
Name of an existent VRF.

N/A

Specifies the BGP VRF neighbor address in IPv4 or IPv6 address

format.
a.b.c.d or x:x:x:x::X.

N/A

administrative-status status
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Description: Activate (up) or deactivate (down) the BGP VRF neighbor.
Value: up | down.

Default Value: up.

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
6.2 Added support for IPv6.

Usage Guidelines
The VRF must be previously created.

Example:

This example shows how to configure the administrative status for a BGP VRF neigh-
bor.

config)# router bgp 65000 vrf red neighbor 50.50.50.1
config-bgp-vrf-neighbor-50.50.50.1)# remote-as 65001
config-bgp-vrf-neighbor-50.50.50.1)# administrative-status down
config-bgp-vrf-neighbor-50.50.50.1)# commit
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Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp vrf neighbor next-hop-self
Description

Configures the BGP VRF neighbor to use its own address as next hop in the advertised
routes.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vr-name neighbor address next-hop-self

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

as-number

Description:

Value:

Default Value:

vrf vrf-name
Description:

Value:

Default Value:

neighbor address

Description:

Value:

Default Value:

next-hop-self

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.

N/A

Specifies a VRF name.
Name of an existent VRF.

N/A

Specifies the BGP VRF neighbor address in IPv4 or IPv6 address
format.

a.b.c.d or x:x:x:x::X.

N/A
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Description: Enables the neighbor option to use itself as next-hop.
Value: N/A

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
6.2 Added support for IPv6.

Usage Guidelines

The VRF must be previously created.
Example:

This example shows how to configure the BGP VRF neighbor to use its own address
as next hop in the advertised routes.

(config) # router bgp 65000 vrf red neighbor 50.50.50.1
(config-bgp-vrf-neighbor-50.50.50.1) # next-hop-self
(config-bgp-vrf-neighbor-50.50.50.1) # commit
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Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp vrf neighbor password
Description

Configures the BGP VRF neighbor password to be used in the Message Digest 5 (MD5)
algorithm for TCP authentication.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vrf-name neighbor address password pwd

Use the no form to revert this command. For further information about the no form, read
the chapter Using the "No" Form of a Command.

Parameters

as-number

Description:

Value:

Default Value:

vrf vrf-name
Description:

Value:

Default Value:

neighbor address

Description:

Value:

Default Value:

password pwd

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.

N/A

Specifies a VRF name.
Name of an existent VRF.

N/A

Specifies the BGP VRF neighbor address in IPv4 or IPv6 address
format.

a.b.c.d or x:x:x:x::X.

N/A
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Description: Specifies the BGP neighbor case-sensitive password to be use
in the TCP connection authentication.

Value: string (length 2 - 80).

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
6.2 Added support for IPv6.

Usage Guidelines

The VRF must be previously created.
The same password must be applied for both BGP peers.

Example:

This example shows how to configure the BGP VRF neighbor password using a plain

text. This password is shown encrypted after the commit.

(config) # router bgp 65000 vrf green neighbor 50.50.50.1 remote-as 65000
(config-bgp-vrf-neighbor-50.50.50.1) # password pwdTest
(config-bgp-vrf-neighbor-50.50.50.1) # commit
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This example shows how to configure the BGP VRF neighbor password using an en-
crypted password.
(config) # router bgp 65000 vrf green neighbor 50.50.50.1 remote-as 65000

(config-bgp-vrf-neighbor-50.50.50.1) # password "hls:2922743918:337ZpL=2"
(config-bgp-vrf-neighbor-50.50.50.1) # commit

This example shows how to configure the BGP VRF neighbor password using special
characters (i.e: " ", “?” , “1" [ “"). Please note that it is necessary to use double
quotation marks in this case.

(config)# router bgp 65000 vrf green neighbor 50.50.50.1 remote-as 65000

(config-bgp-vrf-neighbor-50.50.50.1) # password "pwd?test:2"
(config-bgp-vrf-neighbor-50.50.50.1)# commit

Impacts and precautions

Password must be enclosed in double quotation marks if special characters were used
(i.e: nn , u?n , u!n u,n).

’ ’

Note that in an established BGP session if password is configured or changed the session
will be restarted.

Hardware restrictions

N/A

DATACOM DmOS 9.2.0 - Command Reference 647 | 1802



Chapter 6: Layer 3 - Routing - BGP

router bgp vrf neighbor remote-as

Description

Configures the BGP VRF neighbor remote Autonomous System(AS) number.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vr-name neighbor address remote-as as-number

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:
Value:
Default Value:
vrf vrf-name
Description:
Value:
Default Value:
neighbor address

Description:

Value:
Default Value:

remote-as as-number

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.
N/A

Specifies a VRF name.
Name of an existent VRF.

N/A

Specifies the BGP VRF neighbor address in IPv4 or IPv6 address
format.

a.b.c.d or x:x:x:x::X.

N/A
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Description: Specifies the BGP VRF neighbor remote Autonomous System(AS)
number.
Value: 1-4294967295.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
6.2 Added support for IPv6.

Usage Guidelines
The VRF must be previously created.

Example:

This example shows how to configure a remote Autonomous System (AS) number for
a VRF neighbor.

(config) # router bgp 65000 vrf red neighbor 50.50.50.1
(config-bgp-vrf-neighbor-50.50.50.1)# remote-as 65000
(config-bgp-vrf-neighbor-50.50.50.1)# commit
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Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp vrf neighbor update-source-address

Description

Configures the BGP VRF neighbor source address to be used during the session estab-

lishment.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vif-name neighbor address update-source-address ad-

dress

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:

Value:

Default Value:

vrf vrf-name
Description:

Value:

Default Value:

neighbor address

Description:

Value:

Default Value:

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.

N/A

Specifies a VRF name.
Name of an existent VRF.

N/A

Specifies the BGP VRF neighbor address in IPv4 or IPv6 address
format.

a.b.c.d or x:x:x:x::X.

N/A
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update-source-address address

Description: Specifies the BGP neighbor source address in IPv4 or IPv6 ad-
dress format.

Value: a.b.c.d or x:x:x:x::X.

Default Value: N/A

Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.
6.2 Added support for IPv6.

Usage Guidelines
The VRF must be previously created.

Example:

This example show how to configure the source address for a BGP VRF neighbor in the
neighbor command tree.

(config)# router bgp 65000 vrf red neighbor 50.50.50.1

(config-bgp-vrf-neighbor-50.50.50.1) # update-source-address 100.100.100.1
(config-bgp-vrf-neighbor-50.50.50.1) # commit
Commit complete.
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Impacts and precautions

N/A

Hardware restrictions

N/A
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router bgp vrf router-id

Description

Configures the router identifier of a BGP router per VRF.

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4610, DM4611,
DM4612, DM4615, DM4616, DM4618.

Syntax

router bgp as-number vrf vrf-name router-id id

Use the no form to revert this command. For further information about the no form, read

the chapter Using the "No" Form of a Command.

Parameters

as-number
Description:

Value:

Default Value:

vrf vrf-name
Description:

Value:

Default Value:

router-id id

Description:

Value:

Default Value:

DATACOM

Specifies the Router BGP Autonomous System(AS) number.
1-4294967295.
N/A

Specifies a VRF name.
Name of an existent VRF.

N/A

Specifies the Router BGP identifier expressed in IPv4 address
format. The value 0.0.0.0 and addresses in range 224.0.0.0 -
247.255.255.255 cannot be used as id.

a.b.c.d.

global bgp router-id
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Default

N/A

Command Mode

Configuration mode

Required Privileges

Config
History
Release Modification
4.6 This command was introduced.

Usage Guidelines

The VRF must be previously created.

When the router-id for the BGP router in the VRF is not configured, the global BGP router-
id is used.

Example:

This example shows how to configure the router-id for the BGP router in the VRF red.

(config)# router bgp 65000 vrf red router-id 1.1.1.1
(config-bgp-65000) # commit

Impacts and precautions

N/A
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Hardware restrictions

N/A
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show ip bgp
Description

Shows summarized information about the BGP routing processes.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

show ip bgp [vrf name] summary

Parameters
vrf name
Description: Specifies a VRF name (only in supported platforms).
Value: Name of an existent VRF.

Default Value: N/A

Output Terms

Output Description

VRF Name Indicates the VRF name for the current BGP instance.

BGP router i \ o
Indicates the router identifier of BGP.

identifier

local AS number Local Autonomous System(AS) number.
Admin Status Indicates the administrative status of BGP.
iBGP routes in The total number of IBGP routes received.
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Description

eBGP routes in

Eligible routes

Ineligible routes

Active routes

Advertised routes

Neighbor

AS

MsgRcvd

MsgSent

Up/Down

State/P£fxRcd

Default

N/A

DATACOM

The total number of EBGP routes received.

The number of prefixes received that are eligible to become active.

The number of prefixes received that are not eligible to become
active.

The number of active routes.

The number of advertised prefixes currently associated with any
neighbor.

The IP address of the neighbor.

BGP version.

The remote Autonomous System(AS) number.

The total number of messages received from the neighbor.

The total number of messages transmitted to the neighbor.

How long the neighbor is in the established state or since the last
time it was established. When zeroed, the session were never es-
tablished. See the usage guidelines of this command for information
about time counter format.

The BGP neighbor state while the session is not established or the
number of prefixes received from the neighbor if the session is al-
ready established.
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Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
2.0 This command was introduced.
4.0 Added support for IPv6.
4.6 Added VRF support.

Usage Guidelines

The time counter format is showed using only three units progressively:
e hh:mm:ss - example: 23:59:59
e XXdaysYYhoursZZmin - example: 06d23h59m
e XXweeksYYdaysZZhours - example: 04w01d23h
e XXmonthsYYweeksZZdays - example: 11m04w01d
e XXyearsYYmonthsZZweeks - example: 99y11mO04w

Example:

This example shows summarized information about BGP routers on global VRF.

# show ip bgp
BGP router identifier 1.1.10.1, local AS number 101, Admin Status: up

ipv4 unicast statistics:
iBGP routes in HE eBGP routes in : 0 Eligible routes : 0
Ineligible routes : 1 Active routes : 0 Advertised routes : 0

ipv6 unicast statistics:
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iBGP routes in : 5 eBGP routes in

Ineligible routes : 2 Active routes
Neighbor \Y% AS MsgRcvd MsgSent
1.1.1.1 4 101 165 157
1111::1 4 101 169 157
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Eligible routes 0 3
Advertised routes : 0
Up/Down State/PfxRcd
00:24:41 1
00:24:18 5

This example shows summarized information about all BGP routers on VRFs.

# show ip bgp vrf all summary
VRF: global

BGP router identifier 1.1.10.1, local AS number 101, Admin Status: up

ipv4 unicast statistics:
iBGP routes in HE
Ineligible routes : 1

eBGP routes in
Active routes

vpnv4 unicast statistics:
iBGP routes in : 0
Ineligible routes : 0

eBGP routes in
Active routes

ipvé unicast statistics:

iBGP routes in : 5 eBGP routes in
Ineligible routes : 2 Active routes
Neighbor \Y% AS MsgRcvd MsgSent
1.1.1.1 4 101 165 157
1111::1 4 101 169 157
VRE: GREEN

Eligible routes : 0
Advertised routes : 0
Eligible routes I
Advertised routes : 0
Eligible routes : 3
Advertised routes : 0
Up/Down State/PfxRcd
00:24:41 1
00:24:18 5

BGP router identifier 1.1.10.1, local AS number 101, Admin Status: up

ipv4 unicast statistics:

iBGP routes in HE eBGP routes in

Ineligible routes : 1 Active routes
Neighbor v AS MsgRcvd MsgSent
2.2.2.2 4 101 165 157

Eligible routes : 0
Advertised routes : 0

Up/Down State/PfxRcd

00:00:00 idle

This example shows summarized information about a specific VRF.

# show ip bgp vrf GREEN summary
VRF: GREEN

BGP router identifier 1.1.10.1, local AS number 101, Admin Status: up

ipv4 unicast statistics:
iBGP routes in 01
Ineligible routes : 1

eBGP routes in
Active routes

vpnv4 unicast statistics:
iBGP routes in : 0
Ineligible routes : 0

eBGP routes in
Active routes

ipv6é unicast statistics:

iBGP routes in : 0 eBGP routes in

Ineligible routes : 0 Active routes
Neighbor \Y% AS MsgRcvd MsgSent
2.2.2.2 4 101 165 157

Impacts and precautions

N/A

DATACOM

DmMOS 9.2.0 - Command Reference

Eligible routes : 0
Advertised routes : 0
Eligible routes : 0
Advertised routes : 0
Eligible routes : 0
Advertised routes : 0
Up/Down State/PfxRcd
00:00:00 idle
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Hardware restrictions

N/A
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show ip bgp community
Description

Shows information about communities received from neighbors and included in the BGP
routing table.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

show ip bgp community [ attribute { community | internet | local-AS | no-advertise
| no-export } | network ip-address 1*

Parameters

community
Description: Shows information about all received communities.
Value: N/A
Default Value: N/A

attribute community | internet | local-AS | no-advertise | no-export
Description: Specifies the community attribute to be searched for.
Value: Well-known community or specific community in AS:nn format.
Default Value: N/A

network ip-address
Description: Specifies the network to filter displayed information.
Value: Must be a valid IPv4 or IPv6 network.

Default Value: N/A

Output Terms
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Output Description

The status of the prefix entry. This information is displayed prior to
Status Code the Network column. The legend of status codes is displayed at the
beginning of each report.

Network The network address.

Indicates the IP address for forwarding traffic to destination network.

Next Hop
Metric Indicates the route metric.
LocPrf Indicates the route local preference value. The default value is 100.
Community Indicates the route communities attribute.
Default
N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
5.0 This command was introduced.
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Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to use this command to list all communities.

# show ip bgp community

Status codes: s suppressed; d damped; h history; % valid; > best; i - internal; S Stale;
Network Next Hop Metric LocPrf Community

*>1 40.40.40.0/24 200.200.200.4 O 100 no-export

«>1 30.30.30.0/24 200.200.200.3 O 100 no-advertise

*>1  20.20.20.0/24 200.200.200.2 O 100 local-AS

*>i 10.10.10.0/24 200.200.200.1 O 100 internet 200:200

*> 21.21.21.0/24 0.0.0.0 0 100 100:100 200:200 300:300

*> 22.22.22.0/24 0.0.0.0 0 100 100:100 200:200 300:30000

This example shows how to use this command to filter a specific community.

# show ip bgp community attribute 100:100

Status codes: s suppressed; d damped; h history; % valid; > best; i - internal; S Stale;
Network Next Hop Metric LocPrf Community

*> 21.21.21.0/24 0.0.0.0 0 100 100:100 200:200 300:300

*> 22.22.22.0/24 0.0.0.0 0 100 100:100 200:200 300:30000

This example shows how to use this command to filter a specific network.

# show ip bgp community network 10.10.10.0/24

Status codes: s suppressed; d damped; h history; % valid; > best; i - internal; S Stale;
Network Next Hop Metric LocPrf Community
*>i 10.10.10.0/24 200.200.200.1 O 100 internet 200:200

Impacts and precautions

N/A

Hardware restrictions

N/A
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show ip bgp neighbor

Description

Shows information about the BGP neighbors.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

show ip bgp [ vrf name ] neighbor [ ip-address | summary | brief | detail | extensive

]

Parameters

vrf name
Description:

Value:

Default Value:

ip-address
Description:

Value:

Default Value:

summary
Description:

Value:

Default Value:

brief
Description:

Value:

DATACOM

Specifies a VRF name (only in supported platforms)
Name of an existent VRF.

N/A

Filters the command output by the remote IP address.
a.b.c.d or x:x:x:x::x.

N/A
Shows summarized information about BGP neighbors.
N/A

N/A

Shows brief information about BGP neighbors.

N/A
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detail
Description:

Value:

Default Value:

extensive
Description:

Value:

Default Value:

Output Terms

Output
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N/A

Shows detailed information about the BGP neighbors.
N/A

N/A

Shows extensive information about the BGP neighbors.

N/A

N/A

Description

Remote address

Port

Local address

Admin

BGP state

Local AS

BGP Version

Remote AS

DATACOM

The neighbor IP address.

Indicates the remote and local TCP ports used in this connection.

The local IP address of BGP session.

Administrative status of the neighbor.

The negotiation stage of BGP session.

Local Autonomous System(AS) number.

BGP Protocol Version.

Autonomous System(AS) number of the neighbor.
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Description

Last received

Update message

Last received

message

Up/Down time

Neighbor ID

Hold time

Keepalive

Neighbor

capabilities

Address family
IPv4 Unicast

Address family
IPv6 Unicast

Four Bytes AS
Number

DATACOM

Elapsed time since the last BGP Update message was received from
the neighbor. If no Update messages were received, this value re-
mains zeroed. See the usage guidelines of this command for infor-
mation about time counter format.

Elapsed time since the last BGP message was received from the
neighbor. If no BGP messages were received, this value remains
zeroed. See the usage guidelines of this command for information
about time counter format.

How long the neighbor is in the established state or since the last
time it was established. When zeroed, the session was never estab-

lished. See the usage guidelines of this command for information
about time counter format.

BGP neighbor router identifier.

Time interval in seconds for the hold timer established with the
neighbor.

Time interval in seconds for the keepalive timer established with the
neighbor.

Capabilities exchanged with the neighbor. Capabilities neither ad-
vertised nor received are omitted from the list.

Address family IPv4 Unicast capability was advertised and/or re-
ceived.

Address family IPv6 Unicast capability was advertised and/or re-
ceived.

Four Bytes AS Number capability was advertised and/or received.

DmOS 9.2.0 - Command Reference 667 | 1802



Chapter 6: Layer 3 - Routing - BGP

Output Description
Graceful Restart Graceful Restart capability was advertised and/or received.
ORF Outbound Route Filters capability was advertised and/or received.

Outbound Route Filters Cisco capability was advertised and/or re-
ORF Cisco ived
ceived.

Route Refresh Route Refresh capability was advertised and/or received.

Route Refresh . . . )
Route Refresh Cisco capability was advertised and/or received.
Cisco

Number of BGP messages sent or received for each type of message.
Message counters

Type of BGP message:
e Open: used to establish a BGP session;

e Notification: used to notify an error condition and close a BGP
session;

e Update: exchange network reachability information;

e Keepalive: exchange between peers to keep a BGP session es-

Type
tablished;
¢ Route refresh: used to request BGP route updates from BGP
neighbor or to send outbound route updates to a BGP neighbor;
e Total: the number of all BGP message types exchanged with the
neighbor.
Sent The number of sent messages of each BGP message type.
Received The number of received messages of each BGP message type.
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Description

Connect retries

BGP transitions

established

Last BGP state

Last BGP event

Selected local

address

Selected local
port

Selected remote

port

Peer prefix

counters

Received

Sent

Accepted

Advertised

Rejected

Active

DATACOM

The number of connection retry attempts of this peer.

The total number of times the state transitioned into established
state for this neighbor.

The BGP neighbor previous state.

The last BGP event which was used to transition the BGP state.

The local address used by the transport connection for the peering
session.

The local port used by the transport connection for the peering ses-
sion.

The remote port used by the transport connection for the peering
session.

The number of prefixes exchanged with the peer classified according
to the performed action.

The total number of prefixes received from this peer.

The number of prefixes ready to be sent.

The number of accepted prefixes.

The number of advertised prefixes.

The number of rejected prefixes.

The number of active prefixes.
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Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
2.0 This command was introduced.
4.0 Added support for IPv6.
4.6 Added VRF support.

Usage Guidelines

The time counter format is showed using only three units progressively:
e hh:mm:ss - example: 23:59:59
e XXdaysYYhoursZZmin - example: 06d23h59m
e XXweeksYYdaysZZhours - example: 04w01d23h
e XXmonthsYYweeksZZdays - example: 11m04w01d
e XXyearsYYmonthsZZweeks - example: 99y11mO04w

When the command does not provide any VRF filter, only the information about the BGP in
the global VRF will be displayed.

Example:
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This example shows how to use the show ip bgp neighbor brief command.
Please note that for sessions not established the Port value is zero.

# show ip bgp neighbor brief

Remote address Port Local address Port Admin BGP state

150.150.150.2 0 199.199.199.1 0 up active
100.100.100.1 48078 200.200.200.1 179 up established
200.200.200.3 0 200.200.200.2 O up active
1111::1 179 2222::2 39015 up established

To show just the entry with Remote IP address 100.100.100.1, the following command
must be used:

# show ip bgp neighbor 100.100.100.1 brief

Remote address Port Local address Port Admin BGP state

100.100.100.1 48078 200.200.200.1 179 up established

To order neighbor entries by the Remote address column, the following command must
be used:

# show ip bgp neighbor brief | sort-by remote-addr-type

Remote address Port Local address Port Admin BGP state
100.100.100.1 48078 200.200.200.1 179 up established
150.150.150.2 0 199.199.199.1 0 down idle
200.200.200.3 0 200.200.200.2 0 up active

This example shows how to use the show ip bgp neighbor detail command.

# show ip bgp neighbor detail
Local AS: 300;

Local address: 8.8.8.2; Admin: enable; BGP state: established;
BGP Version: 4; Remote address: 8.8.8.1; Remote AS: 200;
Last received Update message 00:00:12
Last received message: 00:00:10
Up/Down time: 00:04:01;
Neighbor ID: 200.200.200.1;
Hold time: 180 secs;
Keepalive: 60 secs;

Neighbor capabilities:
Address family IPv4 Unicast: advertised and received
Address family IPv6 Unicast: advertised
Four Bytes AS Number: advertised and received
Route Refresh: advertised and received
Route Refresh Cisco: advertised and received

Message counters:

Type Sent Received
Open 1 1
Notification O 0
Update 1 1
Keepalive 1 1
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Route refresh 0 0
Total 3 3

Connect retries: 2; BGP transitions established: 1;
Last BGP state: Established; Last BGP event: received-keepalive;

Selected local address: 8.8.8.2;
Selected local port: 179; Selected remote port: 51304;

Local AS: 300;
Local address: 2222::2; Admin: enable; BGP state: established;
BGP Version: 4; Remote address: 1111::1; Remote AS: 200;
Last received update message: 00:55:01;
Last received message: 00:00:41;
Up/Down time: 01:01:16;
Neighbor ID: 1.1.1.1;
Hold time: 180 secs;
Keepalive: 60 secs;

Neighbor capabilities:
Address family IPv4 Unicast: advertised
Address family IPv6 Unicast: advertised and received
Four Bytes AS Number: advertised and received
Route Refresh: advertised and received
Route Refresh Cisco: advertised and received

Message counters:

Type Sent Received
Open 2 2
Notification O 1

Update 0 11
Keepalive 197 197
Route refresh 0 0

Total 199 211

Connect retries: 2; BGP transitions established: 2;
Last BGP state: Established; Last BGP event: received-keepalive;

Selected local address: 2222::2;
Selected local port: 39015; Selected remote port: 179;

This example shows how to use the show ip bgp neighbor extensive command.

# show ip bgp neighbor extensive
Local AS: 300;

Local address: 8.8.8.2; Admin: enable; BGP state: established;
BGP Version: 4; Remote address: 8.8.8.1; Remote AS: 200;
Last received Update message 01d02h03m
Last received message: 00:00:25
Up/Down time: 04w01d03h;
Neighbor ID: 200.200.200.1;
Hold time: 180 secs;
Keepalive: 60 secs;

Neighbor capabilities:
Address family IPv4 Unicast: advertised and received
Address family IPv6 Unicast: advertised
Four Bytes AS Number: advertised and received
Route Refresh: advertised and received
Route Refresh Cisco: advertised and received

Message counters:

Type Sent Received
Open 1 1
Notification O 0

Update 1 1
Keepalive 3154 3154
Route refresh 0 0

Total 3156 3156
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Connect retries: 2; BGP transitions established: 1;
Last BGP state: Established; Last BGP event: received-keepalive;

Selected local address: 8.8.8.2;
Selected local port: 179; Selected remote port: 51304;

Peer prefix counters:
ipv4 unicast:

Received: 1 Sent: 1
Accepted: 1 Advertised: 1
Rejected: 0 Active: 0

Local AS: 300;
Local address: 2222::2; Admin: enable; BGP state: established;
BGP Version: 4; Remote address: 1111::1; Remote AS: 200;
Last received update message: 01:00:18;
Last received message: 00:00:53;
Up/Down time: 01:06:33;
Neighbor ID: 1.1.1.1;
Hold time: 180 secs;
Keepalive: 60 secs;

Neighbor capabilities:
Address family IPv4 Unicast: advertised
Address family IPv6 Unicast: advertised and received
Four Bytes AS Number: advertised and received
Route Refresh: advertised and received
Route Refresh Cisco: advertised and received

Message counters:

Type Sent Received
Open 2 2
Notification O 1

Update 0 11
Keepalive 203 203
Route refresh 0 0

Total 205 217

Connect retries: 2; BGP transitions established: 2;
Last BGP state: Established; Last BGP event: received-keepalive;

Selected local address: 2222::2;
Selected local port: 39015; Selected remote port: 179;

Peer prefix counters:
ipv4 unicast:

Received: 0 Sent: 0
Accepted: O Advertised: 0
Rejected: 0 Active: 0

Peer prefix counters:
ipv6 unicast:

Received: 5 Sent: 0
Accepted: 3 Advertised: 0
Rejected: 2 Active: 3

This command shows brief information about neighbors from the given VRF (red, in the
example).

#show ip bgp vrf red neighbor brief
Remote address Port Local address Port Admin BGP State

172.30.20.2 179 172.30.20.1 43647 up established

This command shows just summary information about neighbors from all VRFs.

#show ip bgp vrf all neighbor summary
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Neighbor vV AS MsgRcvd MsgSent Up/Down State/PfxRcd
10.10.10.1 4 300 2109 4918 00:00:15 0
a:flca:bebe:cafe::1 4 400 1760 2019 14:38:07 4
cafe:cOca:caca::1 4 300 0 0 00:00:00 idle

VRF: black

Neighbor V AS MsgRcvd MsgSent Up/Down State/PfxRcd
40.40.40.1 4 900 1777 2042 14:46:50 0

VRF: red, route-distinguisher 255.255.255.255:99

Neighbor vV AS MsgRcvd MsgSent Up/Down State/PfxRcd

172.30.20.2 4 200 671 1013 14:39:14 11

#show ip bgp vrf red neighbor summary
Neighbor vV AS MsgRcvd MsgSent Up/Down State/PfxRcd

172.30.20.2 4 200 34 36 00:14:59 10

Impacts and precautions

For sessions not established the Local/Remote Port value will display zero and Local Ad-
dress will display “0.0.0.0".

Hardware restrictions

N/A
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show ip bgp prefixes
Description

Shows information about prefixes received from neighbors and included in the BGP rout-
ing table.

Supported Platforms

This command is not supported in the following platforms: DM4610, DM4611, DM4612,
DM4615, DM4616, DM4618.

Syntax

show ip bgp [vrf name] prefixes [destination prefix]

Parameters
vrf name
Description: Specifies a VRF name (only in supported platforms)
Value: Name of an existent VRF.

Default Value: N/A
destination prefix

Description: Specifies a destination prefix to be searched for. The search
result will include prefixes that matches networks with the same
prefix length or longer.

Value: Must be a valid IPv4 or IPv6 prefix.

Default Value: N/A

Output Terms

Output Description

VRF Name Indicates the VRF name for the current BGP instance.
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Description

Status Code

Origin codes

Network

Next Hop

Metric

LocPrf

Weight

Learned from

Path

Default

N/A

Command Mode

The status of the prefix entry. This information is displayed prior to
the Network column. The legend of status codes is displayed at the
beginning of each report.

The origin of the prefix entry. This information is displayed right

after the Path column. The legend of origin codes is displayed at the
beginning of each report.

The network address.

Indicates the IP address for forwarding traffic to destination network.

Indicates the route metric.

Indicates the route local preference value. The default value is 100.

Indicates the route local degree of preference. A lower weight value
is preferred.

Indicates the IP address from where this entry was learned from.

Indicates the AS path through which the destination network was
learned.

Operational mode. It is possible to execute this command also in the Configuration mode

by using the do keyword before the command.
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Required Privileges

Audit
History
Release Modification
2.0 This command was introduced.
4.0 Added support for IPv6.
e Added VRF support.
4.6

e Added destination filter.

Usage Guidelines

This command can be executed directly via CLI.

Example:

This example shows how to use this command to list prefixes learned on VRF Global.
Please note the different status code for entries “221.10.0.19/19" since one was selected
as best path due to higher local preference.

# show ip bgp prefixes

Status codes: s suppressed; d damped; h history; * valid; > best; i1 - internal;
S Stale;
Origin codes: i - IGP; e - EGP; ? - incomplete;

Network Next Hop Metric LocPrf Weight Learned from Path
*> 221.10.0.0/19 172.16.78.1 0 200 0 172.16.78.1 65001 7
*> 221.10.0.0/20 172.16.78.1 0 100 0 172.16.78.1 65001 °
* 221.10.0.0/19 172.16.78.3 0 100 0 172.16.78.3 65001 °?
*> 221.10.16.0/20 172.16.78.3 0 100 0 172.16.78.3 65001 °?
*>i 2001::/64 2002::3 0 100 0 1111::1 i
*>1  2002::/64 1111::1 0 100 0 1111::1 i
* i 5050::/64 8009::2 0 100 0 1111::1 i
*>1 8009::/64 1111::1 0 100 0 1111::1 i

To show just the network 221.10.16.0/20 entry, use the following destination filter:

# show ip bgp prefixes destination 221.10.16.0/20
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Status codes: s suppressed; d damped; h history; % valid; > best; i - internal;
S Stale;
Origin codes: i - IGP; e - EGP; ? - incomplete;
Network Next Hop Metric LocPrf Weight Learned from Path
*> 221.10.16.0/20 172.16.78.3 0 100 0 172.16.78.3 65001 7

Similarly, to search for all networks that start with 221.10.X.X, this filter could be used:

# show ip bgp prefixes destination 221.10.0.0/16

Status codes: s suppressed; d damped; h history; * valid; > best; i - internal;
S Stale;

Origin codes: i - IGP; e — EGP; ? - incomplete;

Network Next Hop Metric LocPrf Weight Learned from Path

*> 221.10.0.0/19 172.16.78.1 O 200 0 172.16.78.1 65001 <
*> 221.10.0.0/20 172.16.78.1 0 100 0 172.16.78.1 65001 7
* 221.10.0.0/19 172.16.78.3 0 100 0 172.16.78.3 65001 7
*> 221.10.16.0/20 172.16.78.3 0 100 0 172.16.78.3 65001 7

This example shows how to use this command to list prefixes learned on all VRFs includ-
ing VRF global.

# show ip bgp vrf all prefixes
VRF: global

Status codes: s suppressed; d damped; h history; * valid; > best; i - internal;
S Stale;
Origin codes: i1 - IGP; e - EGP; ? - incomplete;

Network Next Hop Metric LocPrf Weight Learned from Path
*> 2.1.0.0/19 7.6.8.1 0 200 0 7.6.8.1 500 2
*> 2.1.0.0/20 7.6.8.1 0 100 0 7.6.8.1 500 2
* 2.1.0.0/19 7.6.8.3 0 100 0 7.6.8.3 500 2
*> 2.1.6.0/20 7.6.8.3 0 100 0 7.6.8.3 500 72
*>1 2001::/64 2002::3 0 100 0 1111::1 i
*>1  2002::/64 1111::1 0 100 0 1111::1 i
* 1 5050::/64 8009::2 0 100 0 1111::1 i
*>1  8009::/64 1111::1 0 100 0 1111::1 i
VRF: red
Status codes: s suppressed; d damped; h history; * valid; > best; 1 - internal;
S Stale;
Origin codes: i - IGP; e - EGP; ? - incomplete;

Network Next Hop Metric LocPrf Weight Learned from Path
*> 2.2.1.0/20 7.6.8.2 0 100 0 7.6.8.2 200 ?
To filter a specific VRF, the following command must be used:
# show ip bgp vrf red prefixes
Status codes: s suppressed; d damped; h history; * valid; > best; i - internal;
S Stale;
Origin codes: i - IGP; e - EGP; ? - incomplete;

Network Next Hop Metric LocPrf Weight Learned from Path
*> 2.2.1.0/20 7.6.8.2 0 100 0 7.6.8.2 200 2
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Impacts and precautions

N/A

Hardware restrictions

N/A
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show ip bgp vpnv4 labels
Description

Shows information about incoming and outgoing BGP labels for each prefix on a Virtual
Private Network IPv4 (VPNv4).

Supported Platforms

This command is not supported in the following platforms: DM4050, DM4250, DM4610,
DM4611, DM4612, DM4615, DM4616, DM4618.

Syntax

show ip bgp [vrf name] vpnv4 labels

Parameters
vrf name
Description: Specifies a VRF name (only in supported platforms)
Value: Name of an existent VRF.

Default Value: N/A

vpnv4 labels

Description: Shows the incoming and outgoing labels for each prefix on a
VPNv4,
Value: N/A

Default Value: N/A

Output Terms

Output Description

VRF Name Indicates the VRF name for the current BGP instance.
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Output Description

The status of the prefix entry. This information is displayed prior to
Status codes the Network column. The legend of status codes is displayed at the
beginning of each report.

RD Route Distinguisher of the VPNv4 prefix.

Network The network address.

Indicates the IP address for forwarding traffic to destination network.

Next Hop
In Label Indicates the incoming label.
Out Label Indicates the outgoing label.
Default

N/A

Command Mode

Operational mode. It is possible to execute this command also in the Configuration mode
by using the do keyword before the command.

Required Privileges

Audit
History
Release Modification
4.6 This command was introduced.
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Usage Guidelines

This command can be used to show information about the prefixes and respective in-
coming and outgoing labels on a VPNv4.

Example:

This example shows how to use this command to display all prefixes and the respec-
tive labels related to VRF global.

# show ip bgp vpnvé4 labels

Status codes: s suppressed; d damped; h history; * valid; > best; i1 - internal;
S Stale;

In Out

RD Network Next Hop Label Label

*> 100:1 50.50.50.0/24 200.200.200.1 17 —
*> 100:1 50.50.51.0/28 200.200.200.1 17 -
*> 100:1 50.50.52.0/31 200.200.200.1 17 -
*>1  100:1 150.150.150.0/24 200.200.200.2 —-- 17
*>1  100:1 150.150.151.0/28 200.200.200.2 —-— 17
*>1  100:1 150.150.152.0/31 200.200.200.2 —-— 17
*> 100:2 90.90.90.0/24 200.200.200.1 16 -
*>1  100:2 190.190.190.0/24 200.200.200.2 —-- 16
*>1  101:1 6.6.6.0/24 200.200.200.3 -- 16
*>1  101:1 160.160.160.0/24 200.200.200.3 —--— 16
*>1  1.2.3.4:1 9.9.9.0/24 200.200.200.3 --— 17
*>i 1.2.3.4:1 195.195.195.0/24 200.200.200.3 -- 17
*>1  90000:5 2.2.2.0/24 200.200.200.3 -- 18

To show the VPNv4 information for all VRFs the following command can be used:

# show ip bgp vrf all vpnv4 labels

VRF: green, route-distinguisher 100:1
Status codes: s suppressed; d damped; h history; % valid; > best; i1 - internal;
S Stale;
In Out
RD Network Next Hop Label Label
*> 100:1 50.50.50.0/24 200.200.200.1 17 -=
*> 100:1 50.50.51.0/28 200.200.200.1 17 -=
*> 100:1 50.50.52.0/31 200.200.200.1 17 -
*>1i 100:1 150.150.150.0/24 200.200.200.2 -—- 17
*>1 100:1 150.150.151.0/28 200.200.200.2 ~-- 17
+>i 100:1 150.150.152.0/31 200.200.200.2 -—- 17
x*>1 101:1 6.6.6.0/24 200.200.200.3 -- 16
x>1 101:1 160.160.160.0/24 200.200.200.3 -—- 16
VRF: red, route-distinguisher 100:2
Status codes: s suppressed; d damped; h history; * valid; > best; i - internal;
S Stale;
In Out
RD Network Next Hop Label Label
*> 100:2 90.90.90.0/24 200.200.200.1 16 -
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*>1 100:2 190.190.190.0/24 200.200.200.2 ~—-- 16

To show the VPNv4 information for a specific VRF the following command can be used:

# show ip bgp vrf red vpnv4 labels

Status codes: s suppressed; d damped; h history